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Introduction
Supporting EU policy priorities

This Cluster 3 Work Programme will support timeplementation of EU policy priorities
relating to security, including cybersecurity, and disaster risk reduction and resilience. In
addition, it will build on lessons learnt from the COVID crisis in terms of prevention,
mitigation, preparedness and aajty building for crises (including health crises) and in
improving crosssectoral aspects of such crises. In this respect, this Work Programme will
therefore also ensure synergies and coordination of actions with other parts of Pillar 2.

It will supportt he Eur opean Co mmiRBanotogitheEarbpean yay pfr i or i
lifed , as Rueopebn Gaegn Deél a Budope it for the digital age . |t wi | |
particular support the implementation of t&ecurity Union Strategy', the Counter-

Terrorism Agenda?, the border management and security dimensions oRéve Pact on

Migration and Asylum?3, EU Disaster Risk Reduction policiesthe newEU Climate
Adaptation Strategy*, the EU Maritime Security Strategy and theEU Cybersecurity

Strategy®.

Within the franework of the Horizon Europe Strategic Plan, the Cluster 3 expected impacts

wi || contribute i n paAtesilienu ELnprepared fortemerging mp a c |
threat® a A decufe, open and democratic EU sodiety o f Key Strategic
fiCredaing a more resilient, inclusive and democratic European satietyand t o t he i
a r eSecuré and cybersecure digital technolopgyo f Key St r at Brgrotng Or i en
an open strategic autonomy by leading the development of key digital, enaldieghanging
technologies, sectors and value chains

Meeting capability requirements

Projects will develop new knowledge, technologies and/or other solutions to the identified
requirements. Projects will involve practitioner amkrs (usually relevant natial
authorities) alongside researchers and industry. Such involvement has shown its worth in
ensuring that the results of R&I are targeted to practitioner hd@dkevant requirements are
specified for the different topics.

Projects need to show theirrtabution to a wider neeedriven capability development cycle
that triggers research, steers its implementation and capitalises on its outcomes. This means
that projects need to show, on the one hand, an understanding of the capability requirement

COM(2020) 605 final.

COM(2020) 795 final.

COM(2020) 609 final.

COM(2021) 82 final.

JOIN(2020) 18 final.

Such as capability gaps identified by IFAFRIInternational Forum to Advance First Responder
Innovation www.internationalresponderforum.org

o A~ W N P
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that has led to the R&I need, and, on the other hand, a strategy for ensuring the uptake of the
outcomes including opportunities for using relevant EU funds for funding deployment.

Ensuring ethical outcomes that are supported by society

In the field of securityresearch it is particularly important that projects take into account
human factors and the societal context, and ensure the respect of fundamental rights,
including privacy and protection of personal data. Citizens and communities should be
engaged, for xample in assessing the societal impact of security technologies, so as to
improve the quality of results and to build public trust. SSH (social sciences and humanities)
disciplines and social innovation need to be better integrated into security regegaict).
relevant requirements are specified for the different topics. Social innovations should also be
considered, notably as new tools, ideas and methods leading to active citizen engagement and
as drivers of social change and social ownership.

The six Destinations

This Work Programme comprises the following six Destinations that (i) build on the structure
of the Horizon 2020 work programmes for security research and (ii) respond to the following
expected impacts of Cluster 3 in the Horizon Europe SicaRign:

1. Destinationi Better protect the EU and its citizens against Crime and Terrorism

Expect ed Crmapmadctérrorisnfi are more effectively tackled, while respecting

fundament al rights, [ é] t hanks t orespomseea powe.
better understanding of related human, societal and technological aspects, and the
development of cutingdge capabilities for police autt

against cybercrime. o
2.Destinationi Effective management of EU externaborders

ExpectedIlmpacii Legi t i mate passengers and shipments
illicit trades, trafficking, piracy, terrorist and other criminal acts are prevented, due to
improved air, land and sea border management and maritime igedacluding better
knowl edge on social factors. o

3. Destinationi Resilient infrastructure

Expected Impactfi [ € ] resilience and autonomy of phys
enhanced and vital societal functions are ensured, thanks to puwerful prevention,
preparedness and response, a better understanding of related human, societal and
technological aspects, and the developmentof cutiligg e capabi |l i ti es for
operators [ é]60

4.Destinationi Increased Cybersecurity

Expe't e d I m@eased cybersiécurity and a more secure online environment by
devel oping and using effectively EU and Meml
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supporting protection of data and networks aspiring to technological sovereignty iirett,

while respecting privacy and other fundamental rights; this should contribute to secure
services, processes and products, as well as to robust digital infrastructures capable to resist
and counter cybeattacks and hybrid threats.

5. Destinatimn - A Disaster-Resilient Society for Europe

Expected Impacti Losses from nat ur-mdde disasters iare eeduced | an
through enhanced disaster risk reduction based on preventive actions, better societal
preparedness, and resilience and impved i saster ri sk management

6. Destinationi SSRI (Strengthened Security Research and Innovation)

In addition, a number of crogswuitting R&I actions will support all of the above expected
impacts:

T igener ate knowl e dcgting mattets invoedér toevoid sectar specsics
bias and to break silos that impede the proliferation of common security solutions;

1 strengthen key pillars of the research and innovation cycle to increase the effectiveness
and efficiency of its contribiain to the development of security capabilities;

1 support innovation uptake and -g@market strategies with the aim of paving the way
towards an increased industrialisation, commercialisation, adoption and deployment of
successful outcomes of security sesl, thus contributing to reinforce the
competitiveness of EU security industry and safeguard the security of supply of EU
products in key security areas. o0

Under each Destination, before the texts of the topics themselves, there is an important
introducbry part that explains the relevant policy objectives, that specifies any elements to be
taken into account for all the topics of the Destinatiocluding international cooperation

and that identifies specific expected impacts. Proposals should setcoedible pathway to
contributing to those specific expected impacts.

International cooperation

Security research under Cluster 3 requires a specific approach towards international
cooperation to achieve the right balance between the need to exchangeywiiternational
partners (including with relevant international organisations) while at the same time ensuring
the protection of the EU security interest and respecting the need for open strategic autonomy
in critical sectors.

Within the DeasterResaitliioemnté ASoci ety for Europe
culture of comprehensive collaboration with third countries under the different security
research programmes, taking due account of the-trai@nal dimension of different natural

and mammace hazards and their drivers (such as climate change). Therefore, in this
Destination, international cooperation will be strongly encouraged given the value of
cooperating internationally in particular in developing technologies for first responders.
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Coopeation can include sharing knowledge, experiences, expertise and mutual learning on
disasteirisk management.

As for the Destinations relating to protecting against crime and terrorism, to border
management, to infrastructure resilience and to cybersecurigrnational cooperation is
explicity encouraged only where appropriate and specifically supporting ongoing
collaborative activities. Due to the sensitive nature of most projects in those areas and the
obvious interest of the EU to ensure confidertyiadf projects results, as well as maintaining

the ability to maintain strategic autonomy in critical domains of security, such explicit
cooperation will need to be assessed at the level of topics and limited to selected international
partners only. In lia with the overall strategic approach to Research and Innovation policy,
cooperation would need to be based on reciprocity and contribute to wider strategic goals of
the EU.

Synergies with other funding instruments

In this cluster, the main synergies to dmught are sequential with Horizon Europe funding
R&I activities being followed by final development and market uptake and deployment of
relevant research results for which funding will in particular be sought from:

1 Integrated Border Management Fund (IBVi€onsisting of the Border Management and
Visa Instrument (BMVI) and the Customs Control Equipment Instrurndot border
capabilities.

1 Internal Security Fund (ISK)for law enforcement capabilities.

1 Digital Europe Programmi for cybersecurity capabiies and law enforcement digital
capabilities. The programme will speed up the tapeof R&I projects in the area of
Artificial Intelligence, High Performance computer and cyber security. The programme
will also offer infrastructure to the research comitun

71 Cohesion policy, in particular through the European Regional Development Fund
(ERDF)T notably managing disaster risks, adapting to climate change, protecting public
spaces and utilities (including for energy, transport) and cybersecurity, as well as
interregional cooperation on these issues.

Synergies with other funds should also be articulated in a way that accelerates market uptake
of successful outcomes of R&l actions. To that end, the complementarity of funding
instruments should be considereular a wider capability development cycle.

While actions under Horizon Europe should have an exclusive focus on civilian applications,
synergies should be sought with the activities funded by defence research under the European
Defence Fund while avoidinduplication.

In addition, synergies can be sought with the Union Civil Protection Mechanism (UCPM),
including via opportunities such as the Union Civil Protection Knowledge Network,
Prevention & Preparedness projects, developing additional reserve iespaniier rescEU
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for major and simultaneous disasters, and by gonanci ng t he depl oyment
national response capacities.
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Better protect the EU and its citizens against Crime and Terrorism

One of the main purposes of this Destination is cintribute significantly to the
implementation of th&ecurity Union Strategy, i.e. to include Research and Innovation as
one of the key building blocks enabling the achievement of the overall policy objectives. As
such, the topics in this Destination aim at fully addressing all the key issues underlined in the
Strategy. In additio, this Destination touches upon @eunter-Terrorism Agenda® as well

as the security dimension of tiNew Pact on Migration and Asylun?, notably the issues
related to criminal networks. More specifically, this Destination includes research topics
aimingat fighting crime and terrorism more effectively, particularly through better prevention
of crime and enhanced investigation capabilities concerning both traditional crime and
cybercrime, as well as at better protection of citizens from violent attagksbiic spaces,
through more effective prevention, preparedness and response while preserving the open
nature of such spaces. This Destination will develop the knowledge and technologies to be
taken up by the Internal Security Fund, as a complementarynmstt that will enable
exploitation of research results and final delivery of the required tools to security
practitioners.

The goal of this Destination is to bring improved prevention, investigation and mitigation of
impacts of crime, including of new/emggng criminal modi operandi (such as those
exploiting digitisation and other technologies). Such an approach needs to be based on a
deeper knowledge of human and social aspects of relevant societal challenges, such as child
sexual exploitation, violent dicalisation, trafficking of human beings, disinformation and

fake news, corruption and cyber criminality, including support to victims. Research can
further help to transpose such knowledge into the operational activities of Police
Authorities®, as well a civil society organisations.

Research and innovation will support Police Authorities and, when applicable, other relevant
endusers in better tackling crime, including cybercrime, and terrorism as well as different
forms of serious and organised crifgeich as smuggling, money laundering, identity theft,
counterfeiting of products, trafficking of illicit drugs and of falsified/substandard medicines,
environmental crime or illicit trafficking of cultural goods) by developing new technologies,
tools and gstems (including digital tools, e.g. artificial intelligence, interoperability solutions,
etc.). This support refers especially to capabilities to analyse irreadime large volumes

of data to forestall criminal activities, or to combat disinformmataeimd fake news with
implications for security.

COM(2020) 605 final.
COM(2020) 795 final.
COM(2020) 609 final.

10 In the contextofths Destination, O6Police Authorities6 mean.
national law, or other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offences or othignical offences, specifically excluding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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In addition to improved knowledge, preparedness, prevention and response, projects within
this Destination will deliver operational tools for enhanced criminal investigation capabilities
for Police Authoritis and, when applicable, other relevant-esdrs. Thus, this Destination
covers a broad range of activities from forensics, big data management to the investigation of
cybercriminal activities, improved creb®rder cooperation and exchange of evidence.

With regards to CBRNE (chemical, biological, radiological, nuclear and explosives) threats,
research and innovation within this Destination allows, among others, to generate knowledge
for counterterrorism on the continuously evolving methods related t@elamus chemicals,
contaminants and unknown substances, and the development of technologies to counter and
respond to related incidents.

Furthermore, this Destination aims at improved security of public spaces and public safety,
while at the same time preseg the open nature of urban public spaces. All measures to be
explored by research and innovation in this area should ensure that citizens can continue their
daily lives without major intrusions. To achieve higher security for public space, research in
this Destination will identify concepts for prevention, preparedness and response of urban
actors (city authorities, Police Authorities, public/private service providers, first responders
and citizens) in response to threats of terrorist attacks in psjdices. Innovations can be

used to design/improve public spaces to be more secure, also with the help of advanced
vulnerability assessments. They can increase the capacity to protect spaces against attacks
with manned or unmanned vehicles and can helpetectl firearms and other weapons, as

well as CBRNE materials being brought into public spaces. In case attacks cannot be
prevented, enhanced effectiveness of mitigation measures including through strategies to
reduce vulnerability and strengthening thsilience of possible targets have the potential to
reduce the potential impacts of such attacks. Advanced data analysis in real time can critically
reduce the timdo-react for first responders.

This Destination will also promote, whenever appropriatesgopiicable, the proposals with:
1 the involvement of the Police Authorities in their core,

1 a clear strategy on how they will adapt to the-&asilving environment in the area of
fight against crime and terrorism (evolution of related technologies, evolation
criminal modi operandi and business models related to these technologies, etc.),

1 a minimumneeded platform, i.e. tools that are modular and can be easily plugged into
another platform (in order to avoid platform multiplication),

toolsthataredevelepd and vali dated against practiti
a robust plan on how they will build on the relevant predecessor projects,

the (active) involvement of citizens, voluntary organisations and communities,

= =2 =4 =2

education and training aspects, espkifor Police Authorities and other relevant
practitioners, as well as information sharing and awareness raising of the citizens,
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1 a clear strategy on the uptake of the outcomes, defined in consultation with the involved
stakeholders,

1 a welkdeveloped pla both on how research data for training and testing will be
obtained, in order to reach the requested Technology Readiness Levels (TRLs), and on
how the specific TRL will be measured.

The Destination will also create opportunities for collaboration seareh and innovation
among different communities of practitioners operating in the area of fighting crime and
terrorism, such as Police Authorities, border and coast guard authorities, and customs
authorities. International cooperation is also encouragezte appropriate and relevant.

Proposals for topics under this Destination should set out a credible pathway to contributing

to the following expected impact of the Horizon Europe Strategic PlanZ024:i Cr i me

and terrorism are more effectively tackled whi | e respecting fundame
to more powerful prevention, preparedness and response, a better understanding of related
human, societal and technological aspects, and the development of -ediiegapabilities

for police authorites¢ ] i ncl udi ng measures against cyber

More specifically, proposals should contribute to the achievement of one or more of the
following impacts:

1 Modern information analysis for Police Authorities, allowing them to efficiently fight
criminals and ternasts who use novel technologies;

1 Improved forensics and lawful evidence collection, increasing the capabilities to
apprehend criminals and terrorists and bring them to the court;

1 Enhanced prevention, detection and deterrence of societal issues relatedus forms
of crime, including cybercrime, and terrorism, such as violent radicalisation, domestic
and sexual violence, or juvenile offenders;

1 Increased security of citizens against terrorism, including in public spaces (while
preserving their qualitgnd openness);

1 Improved intelligence picture and enhanced prevention, detection and deterrence of
various forms of organised crime;

1 More secure cyberspace for citizens, especially children, through a robust prevention,
detection, and protection from cylaminal activities.

Furthermore, in order to accomplish the objectives of this Destination, additional eligibility
conditions have been defined. They refer to the active involvement of relevant security
practitioners or endsers.

Proposals involvingearth observation are encouraged to primarily make use of Copernicus
data, services and technologies.
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Projects funded under this Destination are invited to closely cooperate with ottudraiE€d

or funded initiatives in the relevant domains, such as #svdlks of Practitioners projects

funded under H2020 Secure Societies work programmes, the Knowledge Networks for
Security Research & Innovation funded under the Horizon Europe Cluster 3 Work
Progr amme (0Strengt hened Sec ur natiopn), oRehee ar c h
Community of Users for Secure, Safe and Resilient Societies (future GERISmunity of

European Research and Innovation for Security).

The following call(s) in this work programme contribute to this destination:

Call Budgets (EUR million) Deadline(s)
2021 2022
HORIZON-CL3-20213-FCT-01 56.00 23 Nov 2021
HORIZON-CL3-2022FCT-01 31.00 23 Nov 2022
Overall indicative budget 56.00 31.00
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Call - Fighting Crime and Terrorism 2021

HORIZON-CL3-2021-FCT-01

Conditions for the Call

Indicativebudget(s)!
Topics Type Budgets Expected EU Number
of (EUR contribution per of
Action  million) project (EUR projects
] million)*2 expected
2021 to be
funded
Opening: 30 Jun 2021
Deadline(s): 23 Nov 2021
HORIZON-CL3-2021-FCT-01-01 IA 16.00 Around 5.00 1
HORIZON-CL3-2021-FCT-01-03 A Around 4.00 1
HORIZON-CL3-2021-FCT-01-04 A Around 7.00 1
HORIZON-CL3-20213-FCT-01-02 RIA 5.00 Around 5.00 1
HORIZON-CL3-2021-FCT-01-05 IA 5.00 Around 5.00 1
HORIZON-CL3-2021-FCT-01-06 IA 6.00 Around 3.00 2
HORIZON-CL3-2021-FCT-01-07 IA 3.00 Around 3.00 1
HORIZON-CL3-2021-FCT-01-08 RIA 5.00 Around 5.00 1
HORIZON-CL3-2021-FCT-01-09 IA 10.00 Around 5.00 1
HORIZON-CL3-2021-FCT-01-10 IA Around 5.00 1
HORIZON-CL3-20212-FCT-01-11 RIA 6.00 Around 3.00 1
HORIZON-CL3-20213-FCT-01-12 RIA Around 3.00 1
n The DirectorGeneral responsible for the call may decide to open the call up to one month prior to or

after theenvisaged date(s) of opening.
The DirectorGeneral responsible may delay the deadline(s) by up to two months.
All deadlines are at 17.00.00 Brussels local time.
The budget amounts are subject to the availability of the appropriations provided for ientdralg
budget of the Union for years 2021 and 2022.

12 Nonetheless, this does not preclude submission and selection of a proposal requesting different
amounts.
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Overall indicative budget

56.00

General conditions relating to this call

Admissibility conditions

Eligibility conditions

Financial and operational capacity and
exclusion

The conditions are described in Gene
Annex A.

The conditions are describeoh General
Annex B.

The criteria are described in General Anr
C.

Award criteria

The criteria are described in General Anr
D.

Documents The documents are described in Genq
Annex E.
Procedure The procedure is described in Gene

Annex F.

Legal and financial setip of the Grant
Agreements

The rules are described in General Annex

FCTO1 - Modern information analysis for fighting crime and terrorism

Proposals are invited against the followingitgs):

HORIZON -CL3-2021-FCT-01-01: Terrorism and other forms of serious crime

countered using travel intelligence

Specific conditions

Expected EU

The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed approprie

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 16.00 milfin.

budget

Type of Action  Innovation Actions

Eligibility

The conditions are described in General Annex B. The folloy

3 This budget is shared with topic HORIZGADL3-2021-FCT-01-03, HORIZONCL3-2021-FCT-01-04
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conditions exceptions apply:
The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authorities* from at least 3 different EU Member States
Associated countries. For these participants, applicants must fill i
table AEl T gibility information
with all the requested information, foling the template provided in tt
submission IT tool.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in sectiondarBgdo EU
classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRi7@y the end of the projettsee
Readiness Level General Annex B.

Procedure The procedure is described in General Annex F. dhiewing exceptions
apply:
To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applications attain
thresholds.

Expected Outcomdé®r oj ect s6 results are expected to c
outcomes:

1 European security practitioners benefit from better, modern and validated tools and
training curricula on the use of travel intelligence to preveatead and investigate
terrorism and other forms of serious crime (e.g., child sexual exploitation, drugs, human
trafficking);

1 European common approaches are made available to {podikgrs and security
practitioners for analysing risks/threats, adentifying and deploying relevant security
measures while exploiting travel intelligence information, which take into account legal
and ethical rules of operation, cdmnefit considerations, as well as fundamental rights
such as privacy, protection oérsonal data and free movement of persons;

1 Improved support in shaping and tuning of regulation on travel intelligence by security
policy-makers;

14 Inthe context of this Destination, O6Police Authorit
national law, or other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist ofées or other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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1 Improved understanding of the capacity and usefulness of travel intelligence in tackling
terrorism and othelofms of serious crime, and of the key challenges related to it.

Scope Travel intelligence is intended here as all the information available in different
systems and databases related to travellers. In particular, the research should focus on
Passenger &me Record (PNR) and Advance Passenger Information (API) data, but the use of
other data available in the context of the interoperability should also be envisaged

PNR data are unverified information provided by passengers and collected by air carriers to
enable the reservations and chatlprocesses. It may contain, for example, dates of travel,
travel itinerary, ticket information, contact details, travel agent, means of payment, seat
number and baggage information. As such, PNR is an important lawcemient tool
allowing to prevent, detect and investigate terrorism and other forms of serious crime, such as
drugs, human trafficking, child sexual exploitation and others.

APl is commonly understood as the information of a passenger collected atrtloeck the

time of online checln. API information includes biographic data of the passenger, ideally
captured from the Machine Readable Zone (MRZ) of their travel documents, as well as some
information related to their travel.

Innovation is needed omethods to facilitate the data collection and their quality check as
well as to combine different data sets, to sift through (and learn from) vast amounts of data for
risk analysis, and to streamline the identity management of passengers, while takioig care
the data protection and fundamental rights. Whereas, for instance, the blockchain technology
is already being used in the logistics and supply chain management processes with promising
results, there is little or no knowledge and/or evidence whethsrtéichnology could
significantly improve customs/police passenger targeting capacity. The issue of having
representative data sets for training and testing should be addressed as well. Namely,
proposals should take into account the sensitivity of theeltianelligence data and which
competent authorities are entitled to request or receive these data. Some of these authorities,
notably Passenger Information Units (P1))should be actively involved in the consortia.
Activities could be conducted utilizingarious technological approaches (such asit not

limited to- Artificial Intelligence, neural networks, Big Data analysis, blockchain technology,
etc.) as long as the developed solutions deliver the expected improved capabilities. The use of
pseudonynsation techniques, rendering personal data unreadable yet searchable, should also
be envisaged.

Coordination with successful proposals from topic HORIZODB-2021:FCT-01-04 (on
training and testing data issue as well as on pseudonymisation techniquek) ls@o
envisaged so as to avoid duplication and to exploit complementarities as well as opportunities
for increased impact. Proposed activities that could also link with security research for border
management (for example, border checks) would be an d$setesting and/or piloting of

the tools and solutions developed in a real setting with one or more Police Authorities and
other relevant authorities is an asset. Applicants should plan to facilitate the uptake and

1 For more information, see SWD(2020) 128 final
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replication across setting and-gpaling of the capabilities i.e. solutions, tools, processes et
al.7 to be developed by the project.

In this topic the integration of the gender dimension (sex and gender analysis) in research and
innovation content is not a mandatory requirement.

HORIZON -CL3-2021:FCT-01-02: Lawful interception using new and emerging
technologies (5G & beyond, quantum computing and encryption)

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed approprii

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 5.00 million.
budget

Type ofAction Research and Innovation Actions

Eligibility The conditions are described in General Annex B. The follov
conditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, as benefesanf at least @
Police Authorities® from at least 3 different EU Member States
Associated countries. For these participants, applicants must fill i
table AEl i gibility information
with all the requestkinformation, following the template provided in t|
submission IT tool.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related prawis in section B Security EU
classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRi6%y the end of the projettsee
Readiness Level General Annex B.

Expected Outcomdé® r 0] e c t s @&xpectedstadoritributeaar seme or all of the following
outcomes:

16 In the context of toiistDesdi maansnpuldlPiot i aet Wat iht
national law, or other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offences or other criminal offences, spéciézaluding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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1 European Police Authorities benefit from better, modern and validated tools and training
curricula to anticipate and cope with new and emerging technologies (notably 5G and
beyond, as well agpplicationrlevel communicationguantum computers and potential of
guantum technology to encrypt communications) and facilitate their (specialised) daily
work on prevention, detection and investigation of criminal and terrorist offences;

1 European commorapproaches are made available to pel@akers and security
practitioners for analysing risks/threats, and identifying and deploying relevant security
measures while performing lawful interception in this new age, which take into account
legal and ethicatules of operation, codtenefit considerations, as well as fundamental
rights such as privacy, protection of personal data and free movement of persons;

1 Improved support in shaping and tuning of regulation by security polekers on
lawful interceptionin case of new communication capabilities abused by criminals and
terrorists, including on procedures and rules for the exchange of data retrieved from the
lawful interception between Member States and on international scale, taking into
account the couproof nature of the evidence;

1 Increased contribution of Police Authorities to standardisation activity in relation with
lawful interception and access to digital evidences, by fostering a European approach to
the challenges posed by new technologies infitlé of communication for the police
and the judiciary;

1 Improved understanding of the capacity and usefulness of lawful interception in tackling
terrorism and other forms of crime, and of the key challenges related to its capability to
cope with new anédmerging technologies.

Scope Softwarebased communication technologies such as 5G and beyond will bring many
benefits but also pose a number of new challenges for the police and the judiciary. In
particular, lawful interception systems will have to ad@apthe increased use of encryption
including endto-end encryption, to edge computing that might limit the availability and
accessibility to relevant data and to slicing technology that will multiply the number of virtual
operators. In addition, high banaith access networks pose the challenge for police and the
judiciary to be able to cope with tremendous amount of data and will accelerate the switch to
application level communication that are commonly used by criminals. Finally, quantum
computers couldbreak current encryption standards, as well as be used to develop new ways
of encrypting communications for illicit purposes, making them impenetrable to interception.
Thus, there is a strong need to adequately tackle challenges for Police Authoritieghgtem
from all these emerging developments as well as to make sure that lawful interception keeps
track with these evolutions, respecting applicable legislation and fundamental rights such as
personal data protection and privacy. Research activities papa#ign this topic should
address lawful interception challenges of Police Authorities related to both software based
technologies of communication including 5G (and beyond) and quantum computers in a
balanced way.
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In this topic the integration of the g#gr dimension (sex and gender analysis) in research and
innovation content is not a mandatory requirement.

HORIZON -CL3-2021-FCT-01-03: Disinformation and fake news are combated and
trust in the digital world is raised

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed appropric

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amoust

Indicative The total indicative budget for the topic is EUR 16.00 milfibn.
budget

Type of Action  Innovation Actions

Eligibility The conditions are described in General Annex B. The follov
conditions exceptions apply:

The following additionagligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authoritied® from at least 3 different EU Member States
Associated countries. For these participants, applicants must fill il
tabl egei BiENity information about
with all the requested information, following the template provided in
submission IT tool.

Some activities, resulting from this topic, may involve using class
background and/or proding of security sensitive results (EUCI a
SEN). Please refer to the related provisions in section B SeéurigJ
classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRi7y theend of the project see
Readiness Level General Annex B.

Procedure The procedure is described in General Annex F. The following excef
apply:
To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also ttiose that are the highe
ranked within set topics, provided that the applications attain

o This budget is shared with topic HORIZADL3-2021-FCT-01-01, HORIZONCL3-2021:-FCT-01-04

18 In the context of t hiig iResHt imeaatniso mp,ubd R cl iacug hdoutihd
national law, or other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offences or other criminal offences, spegciégalliding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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thresholds.

Expected Outcomd®r oj ect s6 results are expected to
outcomes:

1 European Police Authorities, other relevampractitioners and (social) media
organisations are provided with better, modern and validated tools and training materials
to tackle those activities related to disinformation and fake news that are considered as
crime or could lead to a crime and the¢ aupported by advanced digital technologies;

1 European common approaches are made available to {podikgrs and security
practitioners for analysing risks/threats, and identifying and deploying relevant security
measures related to disinformation andefalews, which take into account legal and
ethical rules of operation, celsenefit considerations, as well as fundamental rights such
as privacy and protection of personal data;

1 Improved understanding of the cultural and societal aspects of disinfornaatiofake
news, as well as on the key challenges related to combating it;

1 Strengthened key personnel's knowledge regarding disinformation campaigns;

1 Enhanced perception of security thanks to an increased awareness of the citizens about
the value of verifid and trustworthy data sources and their content, obtained through
education and training materials on trustable sources of information.

Scope Combating disinformation and fake news with implications for security is an
important aspect where modern inf@tion analysis is needed. Bots are increasingly used to
manipulate the public opinion and spread fake news on the internet. Causing a mass panic by
spreading fake news is one example. Dimensions of this problem increase even more in crisis
situations, soh as the COVIBEL9 lockdown, where spreading disinformation and fake news,
by infusing wuncertainty and fear, ai ms at
situations, weakening the European societies and aggravating the divisions. This topic asks
for an interdisciplinary approach based both on societal capabilities to withstand such a threat
(e.g., education on trustable sources of information, research on the impact of uncertainties
caused by disinformation on public crisis management and soowtyall) and on
technological means of fighting against it. Regarding the latter, for a more effective early
detection of criminal activities, Police Authorities and (social) media organisations need tools
and (forensic) capabilities that, e.g., enable #ssessment of the origin, veracity and
trustworthiness of digital content by identifying altered or fake generated information. In the
European context, this also implies that the tools should have various functionalities such as:
identification of norhuman originated content via origin and activity, detection of maehine
generated text in various languages, verification of the authenticity of data with a high
accuracy (better than human), fast analysis of large amounts of datafiteprfer faked

andbr manipulated content, which can be presented to investigators, etc. Activities proposed
within this topic should build on results of previous projects on disinformation and fake news,
such as those funded under Information and Communication Technoajlesof Horizon
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2020, and should address both technological and societal dimensions of fighting against
disinformation and fake news in a balanced way, including also knowledge about cultural
aspects and perception of disinformation (as well as trustimesh of sources) among
citizens. Thus, this topic requires the effective contribution of Social Science and Humanities
(SSH) disciplines and the involvement of SSH experts, institutions as well as the inclusion of
relevant SSH expertise, in order to produneaningful and significant effects enhancing the
societal impact of the related research activities.

Coordination with successful proposals from topics HORIZCON-DEMOCRACY-2021
01-08 (Politics and governance in a ppsindemic world), HORIZOMNCL2-DEMOCRACY-
202201-06 (Politics and the impact of online social networks and new media) and
HORIZON-CL4-2021-HUMAN-01-27 (Al to fight disinformation) should be envisaged so as
to avoid duplication and to exploit complementarities as well as opportunitiescfeased
impact.

In this topic the integration of the gender dimension (sex and gender analysis) in research and
innovation content should be addressed only if the consortium deems it relevant in relation to
the objectives of the research effort.

HORIZON -CL 3-2021:-FCT-01-04: Improved access to fighting crime and terrorism
research data

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressggropriately.

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 16.00 milfidn.
budget

Type of Action  Innovation Actions

Eligibility The conditions are described in General Annex B. The follov
corditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le

Police Authoritieg® from at least 3 different EU Member States
Associated countries. For these participants, applicants must fill i

table AElIligibility information
19 This budget is shared with topic HORIZABL3-2021-FCT-01-01, HORIZONCL3-2021-FCT-01-03
20 In the context ofAtthhser Dteis¢s daméams P®obliceaut hor

national law, or other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offences or other criminal offences, ispiciéxcluding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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with all the requested information, following the templatevided in the
submission IT tool.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B SeéurigJ
classifed and sensitive information of the General Annexes.

Technology
Readiness Level

Activities are expected to achieve TRi8dy the end of the projettsee
General Annex B.

Procedure

The procedure is described in General Annex F. The following excef
apply:

To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applications attain
thresholds.

Expected OutcomePr oj ect s6 results are expected

outcomes:

t

1 The relevant community (researchers, practitioners, industry, policy makers) is made

aware of the legal, ethical and technical-prquisites that a European common research
training and testing data repository in the area of fighting crime and terrorism should
fulfil (e.g., by defining how it should be organised or which characteristics it should

have), which would include latest technology developments and allow for adaptas

technologies progress, while taking into account ethical rules of operation and

fundamental rights (including privacy and data protection) as well asbeosfit
considerations that have to be made in the context of proportionality in strict(asrese
step to assess the lawfulness of a measure interfering with the fundamental rights);

1 The corresponding technical, legal and ethical basis for such a training and testing
fighting crime and terrorism research data repository is set, that would aloits f
creation in a subsequent step;

1 Security practitioners are provided with an increased interoperability and improved
(crossborder) exchange of data thanks to harmonised data file formats across Europe,
which would easily take into accoulechnological evolutions, i.e. be adaptable in time;

1 Improved anonymisation and pseudonymisation technologies, including other security
measures, such as masking and unmasking technologies to facilitate data management in

this context, ensuring full access the data actually needed (in line with the necessity
and proportionality principle), as well as taking into account all applicable legislation

and fundamental rights.
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Scope The lack of realistic, wpo-date and sufficient training and testing dada fesearch
purposes has been regularly raised by the projects working in the area of fighting crime and
terrorism (FCT), to the extent that such data are necessary instead of dummy and synthetic
data. Namely, the accuracy of tools, notably (but not odilyital ones, depends heavily on

the quantity and on the quality of the training and testing data, including the quality of their
structure and labelling, and how well these data represent the problem to be tackled.

This issue is generally present in aegearch area, but it gets more emphasised in the, e.g.,
security, health or defence domain due to the special categories of data involved and the
sensitivity of the domain, which calls for additional requirements to access to real datasets or
the creatiorof representative datasets at a national level.

In EU-funded projects, in the area of FCT, the problem of having a scientifically satisfactory
amount of upo-date highquality and realistic data needed to develop reliable (digital and
nontdigital - e.g., detection and/or qualification of explosives, drugs, DNA traces) tools in
support of Police Authorities becomes even more complex. Namely, training and testing data
sets considered legal and used in one Member State have to be shared and accepted in other
Member States, while simultaneously observing fundamental rights and substantial or
procedural safeguards.

In addition, with continuous and fast technological improvements, including but not limited to
the Internet of Things, new data formats and mechani®n data transfer, storage and
security are and will be developed. In addition, data formats are often not harmonised
amongst similar research projects, thus hampering potential interoperability requirements.

Another problem that is often encounteredaislack of trust between researchers and
practitioners/endisers, as well as between different projects when it comes to data sharing.
To this end, it is important to break down barriers between projects and keep on passing the
message that the projects gltbnot be competing to outperform each other, but working
together to provide the EU with the best possible solutions. As-eeguésite for all the
above, there is a need to have a common research data repository.

The aim of this topic is to tackle thisulti-layered issue and set the basis for such a common
data repository by creating a roadmap consisting of a clear set of rules, conditions and
characteristics that such a repository should have, be it the variety of the data in function of
the type andf the problem at hand, legal issues, avoidance of any bias, accessibility levels
related to the sensitivity of various data sets, harmonisation of data formats, solutions for
annotation as well as for the aging of the data, etc.

As an integral part of ppwsed activities, apart from the above sets of requirements, technical
solutions should be developed that could help research activities comply with privacy and
data protection requirements when handling data, while being able to extract information if
nealed. Namely, as learnt from the previous research activities, standard pseudonymisation
and anonymisation methods are not satisfactory in this domain, as they, e.g., either break the
links between different pieces of evidence or take a lot of time and. éffaus, new and/or
improved anonymisation and pseudonymisation technologies, including other security
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measures, such as masking and unmasking technologies, should be developed to facilitate
data management ensuring full access to the data actually n@gedie@ with the necessity
and proportionality principle), in full respect of fundamental rights and applicable legislation.

Although proposed activities should focus on the research data for fighting crime and
terrorism within the remits of Horizon Eue regulation (including ethics), proposals should
take into account the possible application of the identified solutions in different security
research domains, such as infrastructure resilience, border management or disaster resilience.

Coordination withthe successful proposals from topic -B102-2020 (on Al research
datasets) and future successful proposals in HORIZDBIFCT-2021-01-01 (on travel
intelligence training and testing data for research purposes as well as on pseudonymisation
techniques), HAIZON-CL3-FCT-202201-05 and HORIZONCL3-FCT-202201-01 (on
groundtruth data sets for conventional forensics) as well as HORIDDBHFCT-202201-

02 (on common data formats) should be envisaged so as to avoid duplication and to exploit
complementarities asell as opportunities for increased impact. Possibilities of coordination
with related activities in the Digital Europe Programme or European Open Science Cloud
should be analysed too.

In this topic the integration of the gender dimension (sex and gandgysis) in research and
innovation content is not a mandatory requirement.

The duration of the proposed activities should not exceed 24 months.
FCTO2 - Improved forensics and lawful evidence collection
Proposals are invited against the following topic(s)

HORIZON -CL3-20212-FCT-01-05: Modern biometrics used in forensic science and by
police

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to beddressed appropriatel

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 5.00 million.
budget

Type of Action | Innovation Actions

Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:

The following additional eligibility conditions apply:
This topic requires the active involvement, as beneficiaries, of at le
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Technology

Police Authoritie$! and at last 2 forensic institutes from at least
different EU Member States or Associated countries. For t
participants, applicants must f
practitionerso in the applicat,
following the template provided in the submission IT tool.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in sed@idecurityd EU
classified and sensitive information of the General Annexes.

Activities are expected to achieve TRi7y the end of the projettsee

Readiness Level General Annex B.

Expected Outcomd®r oj ect s O

outcomes:

M

Use of modern, robust, validated, e#syise and reliable biometric technologies by

r e s aonttibste ta some oe all pf ¢he follevdng t o

forensic institutes and security practitioners, notably Police Authorities, improving

European investigation capalii$ to fight terrorism and other forms of serious and

organised crime;

Shorter court cases due to the availability of more solid (dvosser) forensic evidence

that is acceptable in court;

Policy-makers and security practitioners benefit from Europeamuan approaches for

analysing risks/threats, and identifying and deploying relevant security measures while
exploiting biometric information, which take into account legal and ethical rules of
operation, the procedural differences in the creation of brenehformation

(considering the gender dimension where relevant);lmastfit considerations, as well

as fundamental rights such as privacy, protection of personal data and free movement of
persons;

Improved support to polieynaking on the use of biomatrtechnologies by forensics

institutes and Police Authorities;

Improved understanding of the capacity and usefulness of biometric technologies
information in tackling terrorism and other forms of serious and organised crime, and of
the key challenges rakd to it, such as harmonisation/standardisation of data and
processes;

21

I n

t he

cont ext of this Destinati on, 6Pol i ce

Aut ho

national law, or other enidts legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as well agbardl customs authorities.
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1 Contribution to the development of European standards for the handling and processing
of biometrics in the context of judicial investigation;

1 Forensic practitioners active in biometrics are provided with modern education and
training curricula.

Scope Biometric technologies allow for a person to be recognised to a certain degree based
on a set of features. These features can be more (eggrriarks) or less (e.g., shoemarks)
distinctive. In many cases, biometric technologies provide a crucial support to forensic
investigation and as well as evidence in court. However, the full extent of their potential is not
yet exploited. A wider use of &ise technologies by forensic institutes and Police Authorities

in the European context and in harmonised way is needed, respecting applicable legislation
and fundamental rights such as personal data protection and privacy. Thus, biometrics
deserves a spetiinnovation attention, which should include some of the following: 1)
automation and scalability of the identification, identity verification, intelligence,
investigation and evaluation processes; 2) robustness and validation of biometrics in forensic
conditions; 3) biometric data protection and privacy; 4) harmonisation/standardisation of data
and processes and conversion of existing biometric tool for use in the judicial system; 5)
usage of biometrics in smartphones and other devices, including theilgps® unlock
criminal 6s devices using biometric dat a; 6)
the systems, and risk of direct adoption of existing biometric tool for use in the judicial
system.

One of the key priorities here consistghe need for forensic tools to combat organised crime
and smuggling, with the aim of increasing crime investigation through more efficient
detection, as well as intensifying prosecutions and convictions. The testing and/or piloting of
the tools and solutits developed in a real setting with one or more Police Authorities and
other relevant authorities is an asset; regardless, actions should foresee how they will facilitate
the uptake, replication across setting anescgling of the capabilitiesi.e. soldions, tools,
processes et dl.to be developed by the project. Cooperation with the European Network of
Forensic Science Institutes (ENFSI) is welcome. The issue of training and testing data has to
be tackled as well. Thus, coordination with successfapgsal in HORIZONCL3-FCT-
2021-01-04 is encouraged so as to avoid duplication and to exploit complementarities as well
as opportunities for increased impact. Proposed activities that could also link with security
research for border management (for examnpbrder checks) would be an asset.

FCTO3 - Enhanced prevention, detection and deterrence of societal issues related to
various forms of crime

Proposals are invited against the following topic(s):

HORIZON -CL3-20212-FCT-01-06: Domestic and sexual violencere prevented and
combated

Specific conditions
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Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed appropric

project Nonetheless, this does not preclsddmission and selection of a propo
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 6.00 million.
budget

Type of Action  Innovation Actions

Eligibility The conditions are described in General Anrgx The following
conditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authoritied? and at least 2 Civil Society Organisations (CS!
from at least 3 difrent EU Member States or Associated countries.
these participants, applicants
about practitionerso i n t he a
information, following the template provided in the sussion IT tool.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B SeéurigJ
classified and sensitive imfimation of the General Annexes.

Technology Activities are expected to achieve TRi7éy the end of the projettsee
Readiness Level General Annex B.

Procedure The procedure is described in General Annex F. The following excef
apply:
To ensure abalanced portfolio covering both domestic and se)
violence, grants will be awarded to applications not only in orde
ranking but at least also to one project that is the highest ranked \
each of the two options (Option A: Domestic Violence arnutidd B:
Sexual Violence), provided that the applications attain all thresholds.

Expected Outcomdé®r oj ect s6 results are expected to coc
outcomes:

1 Improved prevention, detection and investigation of domestic vielead sexual
assaults, including collection of coytoof crime evidence, which take into account
European multicultural dimension, legal and ethical rules of operation, as well as

22 In the context of this Destination, O6Police Autho
national law, or other entities legally mandated by the competent national authority, for the prevention,
detection anfbr investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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fundamental rights such as privacy, protection of personal data and atyormfm
victims;

1 Enriched European common approaches applied by Police Authorities to fight domestic
and sexual violence relying on the synergy of technology, the latestyabological
knowledge learned from cases and the field experience of Polibemigs and entities
dealing with victims;

1 Novel, safe, lawful and efficient solutions applied by security practitioners and Jolicy
makers to protect victims of domestic or sexual violence, along with a proper assessment
methodology to validate the apjpiah;

1 Increased awareness of citizens regarding domestic and sexual violence;

1 Improved support in shaping and tuning of regulation on domestic violence and on
sexual violence by security poliayakers, which also includes GDRRBmpliant IT
tools in the proedures;

1 Increased use, by victims, of automated, interactive tools (e.g., chatbots) to report cases
of domestic abuse and/or sexual violence to the police;

1 Improved skills, tools and training curricula for Police Authorities and Civil Society
Organisationso prevent and combat domestic and sexual violence;

1 Identification and development of new concepts, innovative approaches and pioneering
practices pertaining to alternatives to imprisonment for offenders to reduce recidivism
and, therefore, support thglfit against crime.

Scope Domestic violence keeps on being a persistent crime throughout Europe. However, the
ratio of cases that are effectively reported to Police Authorities is very low. One of the causes
of this lack of reporting is the limited pratgon offered to victims, fear, reluctance of
neighbours to intervene by informing the Police Authorities, lack of awareness whom to turn
to, which mechanisms exist, etc. In addition to domestic violence, women are also exposed to
the threat of sexual abeignd aggression in many situationstodme. Moreover, the increase

of cases of multiple abuse by groups of offenders that record their crimes using mobile
devices and then share them by phone or online is a growing concern with a high social
impact. Furhermore, rates of domestic and sexual violence rise when societies are under
stress, during, e.g., food shortages, economic crisis, natural disasters, and epidemics.

The COVID19 lockdown showed that in such a crisis situation the problem of domestic
violence gets even more emphasised, both because victims are trapped in their homes with
violent partners who are even more stressed than usually, and because the ability of services
to help becomes even more limited. Similarly, women who are displaced, iefagediving

in affected areas are particularly vulnerable and exposed to sexual violence; the closure of
establishments offering legal sex work because of e.g., epidemics, brings further dangers.
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Needs from innovation, to be performed in a lawful andcathmanner while protecting
fundamental rights, such as privacy and protection of personal data, are as follows. Firstly,
building on the previous works (such as the H2020 project IMPROD®YA projects
funded under the Rights, Equality and CitizenshipgPammé?), there is a need to improve
current European approaches to fight domestic and sexual violence (prevent, locate, report
and collect evidence) using innovative technological solutions, such as by enriching existing
risk analysis tools with redime data obtained through technological means, that will reduce
both the amount of human resources to be committed and the response time.

Furthermore, victims of domestic abuse as well as of sexual violence are often reluctant to
contact the police personrahd prefer to speak to chatbots, one of the main reasons being the
fear of being judged. Thus, there is a clear need for innovation regarding further
developments and improvements of automated, interactive tools such as chatbots that would
help and stimute victims to report cases of domestic abuse and/or sexual violence to the
police.

In addition, specifically related to the cases of multiple abuse by groups of offenders that
share their crimes through mobile devices or via social media, activitieseded to develop
innovative technological solutions aimed at finding the source of these videos, identifying
offenders, and finding victims.

Moreover, modern and effective awareness raising campaigns need to be developed for Police
Authorities andrelevant Civil Society Organisations to pass key messages to potential
victims, as well as wide communities, while taking into account European multicultural
dimension.

Last but not the least, modern and novel approaches are needed to support vicamcassist
services of Police Authorities and relevant Civil Society Organisations in providing efficient
protection and help to victims. As both technological and societal developments are expected,
the consortia should consist in IT specialists, Police Auiberirelevant Civil Society
Organisations, sociologists, social workers and psychologists. If possible, taking into account
their right to anonymity, their dignity and rights, victims could be involved as well, through
relevant Civil Society Organisatiotisat have the safeguards in place to protect them.

Evolutions in domestic and sexual violence, such as their increase during any type of
emergency, e.g., epidemics, should be taken into account too. Methods for evaluating
proposed solutions should be deped as well. All developed solutions should be
accompanied by corresponding training curricula for Police Authorities and relevant Civil
Society Organisations.

Proposals are expected to address one of the following options:

Option A: Domestic violence

23 https://cordis.europa.eu/project/id/787054
24 https://ec.europa.eu/justice/grants1/program@@st2020/rec/index_en.htm
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Option B: Sexual violence

Coordination of the successful proposals from the two options is encouraged so as to avoid

duplication and to exploit complementarities as well as opportunities for increased impact.

Social innovation is recommended when thausoh is at the sociechnical interface and

requires social change, new social practices, social ownership or market uptake. This topic
requires the effective contribution of SSH disciplines and the involvement of SSH experts,
institutions as well as theaclusion of relevant SSH expertise, in order to produce meaningful
and significant effects enhancing the societal impact of the related research activities.

The testing and/or piloting of the tools and solutions developed in a real setting with one or
more Police Authorities and other relevant authorities is an asset; regardless, applicants

should plan to facilitate the uptake, replication across setting asdalipg of the capabilities

- i.e. solutions, tools, processes et ab be developed by th@oject.

FCTO04 - Increased security of citizens against terrorism, including in public spaces

Proposals are invited against the following topic(s):

HORIZON -CL3-2021-FCT-01-07: Improved preparedness on attacks to public spaces

Specific conditions

ExpectecEU
contribution per
project

The Commission estimates that an EU contribution of around EUR
million would allow these outcomes to be addressed appropric
Nonetheless, this does not preclude submission and selection of a pt
requesting diffenst amounts.

Indicative
budget

Type of Action

Eligibility
conditions

The total indicative budget for the topic is EUR 3.00 million.

Innovation Actions

The conditions are described in General Annex B. The folloy
exceptions apply:

The followingadditional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authoritied® and at least 2 First Responder organisations-(|
Police Authorities), from at least 3 different EU Member States
Associated countries. For these participants, applicants must fill i
table AElIligibility information

with all the requested information, following the template provided in

25 I n the

cont ext of this Destinati on, 6Pol i ce

national law, or other entities legally mandated by the competent abtiothority, for the prevention,
detection and/or investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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submission IT tool.

If projects se satellitebased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Some activities resulting from this topic, may involve using classifi
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B Seéurigl
classified and sensitive information of the General Angexe

Technology Activities are expected to achieve TRi7&y the end of the projettsee
Readiness Level General Annex B.

Expected OutcomePr oj ect s6 results are expected t
outcomes:

1 Improved vulnerability assessmeritg law enforcement and local managers of public
spaces with a specific focus on countering and/ or preventing terrorist attacks or other
forms of severe violence (amok, magss), including attacks with explosives,
improvised weapons and vehicles;

1 Better identification of specific vulnerabilities and elaboration of mitigation strategies by
security practitioners and poliepakers due to the possibility to simulate attack
scenarios in any public space in realistic conditions and to test and trigrermdif
prevention and response measures;

1 Improved training of Police Authorities in collaboration with different public and private
actors (e. g., crisis management and civil protection authorities, fire brigades, regulatory
agencies, emergency health seeg, security managers, private security organisations,
civil society groups etc.) to enhance their preparedness to attacks on public spaces;

1 Enhanced planning capabilities of security practitioners and polakers due to the
identification of potentialvulnerabilities connected to the design/refurbishment and
construction/improvement of different public spaces and measures to reduce them by
implementing a comprehensive secubitydesign approach in urban planning (also
including aspects of social indion);

1 Enhanced modelling capabilities of security practitioners, pafiakers and research
institutions due to the identification of potential vulnerabilities connected to the different
public spaces, analysis of crowd behaviour and possible emergeveeoois threats to
security in order to minimise possible threats and vulnerabilities and supporting planning
of respective resources and activities.

Scope Public spaces such as squares, sport venues, shopping districts, places of worship or
touristic attractions have been the target of numerous terrorist and other violent attacks
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causing significant loss of lives and causing societal insecurity as well as economic losses.
The means to carry out such attacks from one or several attackers range frasticatgdh

and weltplanned scenarios including several attackers using explosives and firearms, up to so
called lowcost attacks making use of everyday goods such as cars, axes and kitchen knives.
Such attacks have proven to be very difficult to prevedtqunckreaction and preparedness

to respond are the crucial elements in reducing their impact.

The EU and its Member States have reacted to this challenge in the framework of the Action
plan to support the protection of public spaces and the respeai¥avstking document

"Good practices to support the protection of public sp&ées’ulnerability Assessments

(VA) are an established tool for example in the area of the protection of critical
infrastructures. Their aim is to identify the inherent vulnéitéds of a specific target and thus

to be able to put in place appropriate mitigation measures. Such assessments are used in
public spaces already by Police Authorities in case of {acgée events, official visits or as

part of forwardlooking city plaming activities. The impact on the quality and openness of
public spaces should however be minimised as much as possible. This topic requires the
effective contribution of SSH disciplines and the involvement of SSH experts, institutions as
well as the inalsion of relevant SSH expertise, in order to produce meaningful and significant
effects enhancing the societal impact of the related research activities. The full involvement of
citizens and civil society organisations is crucial to achieve solutions niest the
requirement of having a balanced approach between security and openness of public spaces.
Fundamental rights (including privacy) aspects should also be taken into account.

What is missing so far is a capability for security managers (public seauthorities and/or

private security organisations) and local authorities to conduct VA with the help of most
advanced technological means. Tools for lssgale urban VA should be able to simulate
realistic scenarios in any public space of differentaortareas and give the users the
possibility to test different prevention and response measures. They should further give the
possibility for cooperation of the main public and private actors (e. g., crisis management and
civil protection authorities, firdorigades, regulatory agencies, emergency health services,
private security managers, etc.), and the development of-tailde trainings. Continuing
updates of the tools with the data of new urban areas, new modes of attacks and different
scenarios would resure that such capability is of lotgrm use and able to adapt to new
developments. For that reason, it is encouraged to use the expertise and the community of the
Joint Research Centre to disseminate the developed VA solutions to the stakeholders and to
adapt it for longterm use. The Joint Research Centre might also support with its simulation
capabilities concerning blast and vehicle ramming. At the same time, such platforms could
provide support in planning processes of public spaces in case of netwuctons, or re

design in order to avoid creating vulnerabilities and supporting a sebyrdgsign
approach’, similar to what exist already for safety.

26 SWD(2019) 14dinal

2 The European Commission is enforcing the secimytglesign concept to enhance the protection of
public spaces, see potential approachetps://ec.aropa.euljrc/en/publication/quidelifmiilding-
perimetefprotection As proposed in the Counterterrorism Agenda (COM(2020) 795 final) the
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Responsible Research and Innovatf@mould be a relevant approach for the involvement of
diverse sakeholders, launching debates, andlegeloping or even implementing solutions.

In this topic the integration of the gender dimension (sex and gender analysis) in research and
innovation content should be addressed only if the consortium deems it tefexglation to
the objectives of the research effort.

FCTO5 - Organised crime prevented and combated

Proposals are invited against the following topic(s):

HORIZON -CL3-2021-FCT-01-08: Fight against trafficking in cultural goods

Specific conditions

Expected EU
contribution per

project

Indicative
budget

Type of Action

Eligibility

conditions

The Commission estimates that an EU contribution of around EUR
million would allow these outcomes to be addressed appropric
Nonetheless, this does not preclude submission and selection of a pt
requestinglifferent amounts.

The total indicative budget for the topic is EUR 5.00 million.

Research and Innovation Actions

The conditions are described in General Annex B. The folloy
exceptions apply:
The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authoritie&’ and at least 2 Border Guards Authorities from at It
3 different EU Member States or Associated coustri€or these
participants, applicants must f
practitionerso in the applicat]
following the template provided in the submission IT tool.

If projects use satellitbasel, positioning, navigation and/or relat
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may additionally be used). The use of Cope

28

29

Commission will also develop a virtual architectural book on urban design, which can serve as
inspiration for authoriés to incorporate security aspects in the design of future and the renovation of
existing public spaces.

Responsible research and innovation involves rawltor and public engagement in research and

innovation, easier access to scientific results, téie up of gender and ethics in the research and
innovation content and process, and formal and informal science education.

I n

t he

cont ext of this Destinati on, 6Pol i ce

Aut ho

national law, or otheentities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as wdlbeder and customs authorities.
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for earth observation is encouraged.

Some activities, resulting frorthis topic, may involve using classifie
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B Secéurigl
classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRi65y the end of the projettsee
Readiness Level General Annex B.

Expected Outcomd®r oj ect s6 results are expected to
outcomes:
1 Robust research methodologies, improvetelligence picture and understanding of

T
T

mechanisms behind organised crime activities related to trafficking of cultural goods
both offline and online, modus operandi, possible nexus with terrorist financing;

Enhanced ability of security practitionersitientify organised crime networks involved
in trafficking in cultural goods and to detect their illicit business models, including
financial aspects and money laundering activities in this sector;

Enhanced ability of security practitioners to detect anelvgmt the emergence of
organised crime networks involved in trafficking in cultural goods, and to respond to the
threat of existing organisations;

Improved and validated tools, skills and training materials (including the lawful-court
proof collection of dme evidence) for European Police Authorities, Border Guards and
Customs Authorities to tackle criminal activities related to trafficking of cultural goods;

Improved cooperation between European Police Authorities, Border Guards and
Customs Authorities,sawell as with specialised researchers and international actors, in
tackling this form of crime;

Improved databases on stolen/trafficked cultural goods;

Improved evidencdased policynaking against trafficking in cultural goads

Scope Trafficking in cultural goods has become one of the most profitable criminal activities

for organised crime groups and the booming art and antiquity market is creating new business

models for organised crime. At the same time, the art and antiquity market is alsotlo@e of
least regulated markets in Europe, characterised by a lack of traceability and speculative
pricing of the objects, rendering it an ideal place also for money laundering, tax evasion, etc.

Building on the results of recently completed projects, the s\datween terrorism and
serious and organised crime (including cyber) deserves to be analysed further. The
involvement in serious and organised crime may as well allow terrorists to generate funds to
finance terrorisnrelated activities, as it is the casetrafficking of cultural goods. "Blood
antiquities" are, unfortunately, nothing new. Works of art and archaeological goods/finds are
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looted in war zones as well as in regions not experiencing conflict, and then sold to wealthy
collectors and antiquitieslealers in Europe. Research has shown that crimes related to
cultural goods may be conducted by organised crime groups in order to generate profit or to
launder illegally acquired funds. Despite the seriousness of this issue, fundamental questions
remain: How are these precious items secretly transported and what facilitates their illicit
movement? What are the relations with other types of crime? How much does the trafficking
of cultural goods bring in? What is the role and extension of online marketsoara
networks in supporting trafficking (e.g., discussion groups where looters and intermediaries
exchange tips and tricks to circumvent police checks)? How can a stolen work be identified?
How should the information be stored in accessible databaseaPar¢hreliable and ethical

ways to gather and share information about this type of crime? What is the relationship
bet ween organised crime and the open market
roles do museums and other cultural institutionsafttingly) play in this trade? Andwho

defines what is an antiquity and to whom it should belong? Evides®ed research is needed

to answer these questions, and to support the development of targeted and effeetive anti
trafficking policy.

The proposa in this topic should shed a light on these issues through robust research
methodologies that prioritise new data collection and analysis, and applications towards the
development of evidendegased policy. Proposals should support the gathering of geede

and the development of tools that Police Authorities and other relevant practitioners need to
fight this crime and to collect actionable (crdwsder) evidence acceptable in court, with the
ultimate goal of disrupting the illicit trade and of mitiiga its harmful effects in Europe and
beyond.

Activities proposed within this topic should address the issue from various angles, combining
both social research with technological development and applications in a logical manner.
Therefore, this topic regres the effective contribution of SSH disciplines and the
involvement of SSH experts, institutions as well as the inclusion of relevant SSH expertise, in
order to produce meaningful and significant effects enhancing the societal impact of the
related resarch activities. Proposals should also include research into the international
dimensions of the trafficking of cultural goods, as well an as investigation of the possible
connections between this and other forms of crime. Due to the specific scopetopitj in

order to achieve the expected outcomes, international cooperation is encouraged. Police
Authorities, Border Guards Authorities and Customs Authorities should be involved in the
consortia, in order to tackle effectively all aspects of this crime

Coordination with successful proposals under topic HORIATUS-2021-FCT-01-09,
HORIZON-CL3-2021-FCT-01-10, HORIZONCL3-2022FCT-01-05, HORIZONCLS-
2022FCT-01-06 and HORIZONCL3-2022FCT-01-07 as well as with successful proposals
under topic HORIZONCL2-HERITAGE-2021-01-08 (Preserving and enhancing cultural
heritage with advanced digital technologies) should be envisaged so as to avoid duplication
and to exploit complementarities as well as opportunities for increased impact. Proposed
research that codlalso link with security research for border management (for example,
border checks) would be an asset. If relevant, the proposed activities should attempt to
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complement the objectives and activities of the EU Policy Cycle (EMPACTPYiority
Organised Riperty Crime. If applicable and relevant, coordination with related activities in
the Digital Europe Programme should be exploited too.

In this topic the integration of the gender dimension (sex and gender analysis) in research and
innovation content is i@ mandatory requirement.

HORIZON -CL3-2021-FCT-01-09: Fight against organised environmental crime

Specific conditions

Expected EU
contribution per
project

Indicative
budget

Type of Action

The Commission estimates that an EU contribution of around EUR
million would allow theseoutcomes to be addressed appropriat
Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

The total indicative budget for the topic is EUR 10.00 milfidn.

InnovationActions

Eligibility

conditions

Technology

The conditions are described in General Annex B. The folloy
exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authorities? and at least 2 Border Guards Authorities from at I
3 different EU Member States or Associated countries. For t
participants, applicants must f
practitionerso i n i thereqaestedlinfooratior
following the template provided in the submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use of Galileo/EC
(other data and servicesay additionally be used). The use of Coperni
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to thelated provisions in section B Securidy EU
classified and sensitive information of the General Annexes.

Activities are expected to achieve TRi7&y the end of the projettsee

30
31

This budget is shared with topic HORIZGBL3-2021:FCT-01-10

I n

national law, or other entities legally mandatedly competent national authority, for the prevention,

t he

cont ext of this Destinati on, 6Pol i ce

Aut ho

detection and/or investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as well as border and customs asithoriti
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Readiness Level General Annex B.

Procedure The procedure is degbed in General Annex F. The following exceptic
apply:
To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the aggiions attain all
thresholds.

Expected Outcomdé®r oj ect s6 results are expected to coc
outcomes:

1 Improved intelligence picture of organised environmental crime in Europe, modus
operandi of such criminal organisatgtoth offline and online;

1 Improved tools and innovative training curricula for European Police Authorities and
Border Guards Authorities, validated against practitioners' needs and requirements, to
help them tackle criminal activities related &mvironmental crime, supported by
advanced digital technologies and including the lawful eprtobf collection of crime
evidence as well as environmental crime statistics;

1 Improved cooperation between European Police Authorities, Border Guards Authorities
and other national Authorities involved in tackling this form of crime, including on
goods not released for free circulation (e.g. in transit, warehousing etc.);

1 Improved cooperation with third countries and international actors involved in the fight
aganst environmental crime;

1 Enhanced ability of security practitioners to identify and prevent emergent and existing
organised crime networks involved in environmental crime;

1 Increased ability of public services to detect places of illegal waste storage;

1 Improved shaping and tuning of regulation related to the fight against environmental
crime by security policy.

Scope Environmental crime breaches environmental legislation and causes significant harm
or risk to the environment, climate and/or human hediivironmental crime is highly
lucrative, but the sanctions are low, and it is often harder to detect than more traditional forms
of organised crime. These factors also make it highly attractive for organised crime groups.
These crimes present a high risk the environment, climate and health, and are very harmful

to society as a whole. The extent of the problem is clearly demonstrated by waste trafficking,
which is characterised by the clear interconnection between criminal actors and legal
businesses.

Nowadays waste traffickers operate along the entire wastessing chain, rely on the use of
fraudulent documents and group with other types of organised criminal activities. Police
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Authorities and other relevant security practitioners need new meandgbbitiological and
intelligencebased, to prevent and combat illegal environnnelsited activities, such as
illegal waste dumping, waste trafficking and the illegal trade of refrigerants including ozone
depleting gases and hydrofluorocarbons (HFCs). lathe® solutions are needed to support
Police Authorities and other relevant security practitioners in finding polluting substances
intentionally dumped in land and water (by, e.g., developing or improving existing
technologies able to differentiate suctbstances from nepollutant components, possibly
involving remote sensing approaches), in detecting hazardous waste (e.g., fuel or electronic
equipment), and in having a complete intelligence picture of this type of crime (such as
modus operandi of the ane organisations involved in this type of crime, both offline and
online).

The illegal trade of ozone depleting gases and HFCs also remains a significant obstacle to
international efforts seeking to limit the worst impacts of climate change. blergggling
activities using in particular the custom transit procedures need to be addressed. Furthermore,
one of the main issues with understanding the scale and specific issues are problems in
developing comparable EU crime statistics. Therefore, aesvifroposed within this topic
should address both the technological and societal dimensions of environmental crime in a
balanced way, as well as the needs of Police Authorities and other relevant security
practitioners. Connections with other forms of aishould be tackled too, as well as with
other forms of environmental crime, which, similarly to illegal waste, pose a risk to health and
society and are also reflected in Commission regulatiotiigcit wildlife trafficking, forest

fires, illegal timbeitrade etc.

The international dimension, a crucial element in certain environmental crimes, should be
analysed as well, including but not limited to the smuggling processes of illegal waste and
refrigerants. Thus, both Police and Border Guards Authoritiesild be involved in the
consortia, in order to tackle effectively all aspects of this crime. A particularity with
environmental crime is the variety of actors involved at national level (inspection authorities,
sanitary bodies etc.), so their participatisould be welcome in the consortia.

Coordination with successful proposals under topic HORIATUS-2021-FCT-01-08,
HORIZON-CL3-2021-FCT-01-10, HORIZONCL3-2022FCT-01-05, HORIZONCL3-
2022FCT-01-06 and HORIZONCL3-2022FCT-01-07 should be envisaged sotasavoid
duplication and to exploit complementarities as well as opportunities for increased impact.
Proposed activities that could also link with security research for border management (e.qg.,
border checks) would be an asset. If relevant, the propadedties should attempt to
complement the objectives and activities of the EU Policy Cycle (EMPACT). If applicable
and relevant, coordination with related activities in the Digital Europe Programme should be
exploited too. Due to the specific scope ofsthopic, in order to achieve the expected
outcomes, international cooperation is encouraged. The testing and/or piloting of the tools and
solutions developed in a real setting with one or more Police Authorities and other relevant
authorities is an assekgardless, applicants should plan to facilitate the uptake, replication
across setting and tgealing of the capabilitiesi.e. solutions, tools, processes etiato be
developed by the project.
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In this topic the integration of the gender dimensi@ax @nd gender analysis) in research and
innovation content is not a mandatory requirement.

HORIZON -CL3-20212-FCT-01-10: Fight against firearms trafficking

Specific conditions

Expected EU
contribution per

project

Indicative
budget

Type of Action

The Commission estimates that an EU contrdsuof around EUR 5.0(
million would allow these outcomes to be addressed appropric
Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

The total indicative budget for the topscEUR 10.00 millior??

Innovation Actions

Eligibility

conditions

Technology

Readiness Level

The conditions are described in General Annex B. The folloy
exceptions apply:
The following additional eligibility conditions apply:

This topic requires the active involvent, as beneficiaries, of at leasi
Police Authoritied® and at least 2 Border Guards Authorities from at It
3 different EU Member States or Associated countries. For t
participants, applicants must f
practitionerso in the applicat,|
following the template provided in the submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must made of Galileo/EGNOS
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitiesults (EUCI anc
SEN). Please refer to the related provisions in section B Secéurigl
classified and sensitive information of the General Annexes.

Activities are expected to achieve TRL7@y the end of the projettsee
Gereral Annex B.

Procedure

The procedure is described in General Annex F. The following excer
apply:

32
33

This budget is shared with topic HORIZGBL3-2021-FCT-01-09

I n

t he

cont ext of this Destinati on, 6Pol i ce

national law, or other entities legally mandated by the competent nationaliguttoorthe prevention,
detection and/or investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applications attain
thresholds.

Expected Outcomdé®r oj ect s6 results are expected to coc
outcomes:

1 Contribution to the implementation of the 262024 EU Action Plan orfirearms
trafficking;

1 Improved intelligence picture of firearms trafficking in Europe, modus operandi of such
criminal organisations, both offline and online;

1 European Police Authorities, Customs and Border Guards Authorities, as well as
forensics specidts and prosecutors benefit from modern and validated tools, skills and
training curricula (including on the lawful coystoof collection of crime evidence) to
tackle criminal activities related to firearms trafficking;

1 Harmonised procedures in the intigation of transborder crimes in full compliance
with applicable legislation on protection of personal data;

1 Improved cooperation between European Police and Border Guards Authorities, as well
as with international actors, in tackling this form of crime;

1 Strengthened ability of security practitioners to identify organised crime networks
involved in firearms trafficking in an early stage;

1 Reduced diversion of firearms into criminal hands in Europe;

1 Enhanced ability of security practitioners to preventdéhergence of organised crime
networks involved in firearms trafficking, and respond to the threat of existing
organisations;

1 Improved shaping and tuning of regulation related to the fight against firearms
trafficking by security policymakers.

Scope Firearms are the lifeblood of organised crime in Europe as well as worldwide.
Firearms trafficking is a big enabler of organised crime and terrorism. It is difmglo fix a
new agenda by:

1) analysing possibilities for safeguarding the legal market anettiag diversion, notably

by developing technological solutions for addressing new threats such as 3D printed firearms,
including distribution of blueprints for 3D printing of firearms, clamping of 3D printing
machines and of blueprints, and their salth lwifline and online (including darknet);

2) improving the intelligence picture in firearms trafficking, in particular by developing
technological solutions to enable simultaneous searches/input in the Schengen Information
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System and | ntbasepdeveléopsg solédtions o fadiliéate and approximate a
systematic collection on data on all firearms seizures, and developing a Edepdanol
tracking in reattime all firearmsrelated incidents or shootings and extracting continuously
updated dia;

3) increasing knowledge on the legal limitations and room for improvement in police and
judicial cooperation in the field of firearms trafficking, developing tools to enable automated
crossborder exchange of ballistics information, and exploring hwew and emerging
approaches (such as, but not limited to, Artificial Intelligence) could help improve automated
detection of firearms and firearms components through scanning of parcels and containers;

4) improving international cooperation by supportiogerational cooperation between the
Police Authorities and other relevant security practitioners of the EU and of third countries.

Activities proposed within this topic should address both technological and societal
dimensions of the firearms traffickin@€onnections with other forms of crime should be
tackled too. The international dimension should be analysed as well, including but not limited
to the firearms smuggling processes. Thus, both Police and Border Guards/Customs
Authorities should be involvedithe consortia, in order to tackle effectively all aspects of this
crime. Coordination with successful proposals under topic HOREIDQBI2021-FCT-01-08,
HORIZON-CL3-2021:FCT-01-09, HORIZONCL3-2022FCT-01-05, HORIZONCLS3-
2022FCT-01-06 and HORIZONCL3-202-FCT-01-07 should be envisaged so as to avoid
duplication and to exploit complementarities as well as opportunities for increased impact.
Proposed activities that could also link with security research for border management (for
example, border checks detection of concealed objects) would be an asset. If relevant, the
proposed activities should attempt to complement the objectives and activities of the EU
Policy Cycle (EMPACT)i Firearms. Due to the specific scope of this topic, in order to
achieve theexpected outcomes, international cooperation is encouraged. The testing and/or
piloting of the tools and solutions developed in a real setting with one or more Police
Authorities and other relevant authorities is an asset; regardless, actions should plan t
facilitate the uptake, replication across setting anesaghng of the capabilities i.e.
solutions, tools, processes etialo be developed by the project.

In this topic the integration of the gender dimension (sex and gender analysis) in rasdarch
innovation content should be addressed only if the consortium deems it relevant in relation to
the objectives of the research effort.

FCTO61 Citizens are protected against cybercrime
Proposals are invited against the following topic(s):

HORIZON -CL3-2021-FCT-01-11: Prevention of child sexual exploitation

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR
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contribution per

million would allow these outcomes to be addressed appropri

project Nonetheles, this does not preclude submission and selection of a pra
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 6.00 milfién.

budget

Type of Action

Research and Innovation Actions

Eligibility

conditions

The conditions are described in General Annex B. The follow
exceptions apply:
The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authoritie$®> and at least 2 Civil Societ@rganisations (CSOs
from at least 3 different EU Member States or Associated countries
these participants, applicants

about practitionerso i n t he a
information, fdlowing the template provided in the submission IT tool.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in secti@e&irityd EU
classified and sensitive information of the General Annexes.

Procedure

The procedure is described in General Annex F. The following excef
apply:

To ensure a balanced portfolio, grants will be awarded to applicatior
only in order ofranking but at least also to those that are the hig
ranked within set topics, provided that the applications attain
thresholds.

Expected Outcomdé®r oj ect s6 results are expected

outcomes:

1 Increasedunderstanding of security practitioners and pehtgkers of the prevalence

and of the process leading to child sexual abuse and child sexual exploitation;

t

0 CC

1 Enhanced understanding of the characteristics and key differences between offending
and noroffending Minor Attracted Persons;

34
35

This budget is sharedith topic HORIZONCL3-2021:FCT-01-12

I n

t he

cont ext of this Destinati on, 6Pol i ce

Aut ho

national law, or other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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1 Innovative and effective solutions, including training curricula, are validated and
adopted by European Police Authorities and relevant Civil Society Organisations to
prevent, detect and effectively act on child sexual exploitatboth offline and online,
by providing necessary assistance to potential offenders, as well as by providing
adequate preventative campaigns to reach vulnerable groups;

1 Developed crossulturally validated risk assessment tools for child sexual offenders
Enhanced perception by the citizens that Europe is an area of freedom, justice and
security thanks to increased security of children;

1 Improved cooperation between European Police Authorities and relevant Civil Society
Organisations in preventing this forof crime, taking into account fundamental rights;

1 Improved evidenc®ased policymaking related to the prevention of child sexual
exploitation.

Scope Child Sexual Exploitation (CSE), including the increasing amount of child sexual
abuse material (CSAMletected online as well as the online solicitation of children for sexual
purposes, remains a serious threat. During the first wave of the global pandemic of-COVID
19, there was an increased online activity in dedicated forums by offenders exploiting
opportunities to engage with children who were more vulnerable due to isolation, greater
online exposure and less supervision. This further highlighted the importance of CSE
prevention, early detection and effective actions, both online and offline. Reseaesdded

to better understand the process leading to offending in all its various forms (e.g. from
watching CSAM to sexually abusing a child), i.e. what triggers the behaviour of potential
offenders, which approaches in addressing their behaviour workwhaich not, which
profiles of offenders can be generated, etc.

Research is also needed to provide a deeper understanding of the prevalence of these crimes
as well as the prevalence of persons with a sexual interest in children. Early or weak signals
shoutl be further researched in combination with effective countermeasures and interventions.
The solutions should be accompanied by corresponding training curricula for Police
Authorities and Civil Society Organisations when necessary (e.g. when they involve
providing assistance to potential offenders or victims). Methods for evaluating proposed
solutions should be developed as well. Special care needs to be given to ethics and
fundamental rights protection throughout the research and the solutions proposed. Th
evolving character of the CSE modus operandi should be taken into account in all activities
proposed under this topic. The societal dimension should be in the core of proposed activities.
In addition to the mandatory involvement of Police Authoritieg, itivolvement of other
relevant practitioners in the consortiae.g. from Civil Society Organisations, health
professional s (psychol ogi st s, psychiatricsé
sociologists- is strongly encouraged as well. As suthis topic requires the effective
contribution of SSH disciplines and the involvement of SSH experts, institutions as well as
the inclusion of relevant SSH expertise, in order to produce meaningful and significant effects
enhancing the societal impact bktrelated research activities. The testing and/or piloting of
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the tools and solutions developed in a real setting with one or more Police Authorities and
other relevant authorities is an asset; regardless, actions should foresee how they will facilitate
the uptake, replication across setting anescgling of the capabilitiesi.e. solutions, tools,
processes et dl.to be developed by the project.

HORIZON -CL3-20212-FCT-01-12: Online identity theft is countered

Specific conditions

Expected EU
contribuion per
project

Indicative
budget

Type of Action

Eligibility

conditions

Technology

Readiness Level

Procedure

The Commission estimates that an EU contribution of around EUR
million would allow these outcomes to be addressed appropri
Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

The total indicative budget for the topic is EUR 6.00 milfién.

Research and Innovation Actions

The conditions are described in General Annex B. The folloy
exceptions apply:

The followingadditional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authorities’ from at least 3 different EU Member States
Associated countries. For these participants, applicants must fill il
table AElIligibility information
with all the requested information, following the template provided in
submission IT tool.

Some activities, resulting from this topic, may involve using class
backgroundand/or producing of security sensitive results (EUCI |
SEN). Please refer to the related provisions in section B SeéurigJ
classified and sensitive information of the General Annexes.

Activities are expected to achieve TR6 by the end of the projettsee
General Annex B.

The procedure is described in General Annex F. The following excey.
apply:

To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at leasiso to those that are the highs

36
37

This budget is shared with topic HORIZGDL3-2021FCT-01-11

I n

t he

cont ext of this Destinati on, 6Pol i ce

Aut ho

national law, or other entities legally mandated by the competent national authority, for the prevention,

detection and/or investigation ¢érrorist offences or other criminal offences, specifically excluding

police academies, forensic institutes, training facilities as well as border and customs authorities.
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ranked within set topics, provided that the applications attain
thresholds.

Expected Outcomdé®r oj ect s6 results are expected to coc
outcomes:

1 European Police Authorities areopided with modern, innovative and validated tools
and training curricula, which take into account legal and ethical rules of operation as
well as fundamental rights such as privacy and protection of personal data to prevent,
detect and investigate onlingentity theft, and lawfully collect crime evidence across
borders for its use in court proceedings;

1 Strengthened ability of security practitioners to identify (new forms of) online identity
theft at an early stage thanks to improved knowledge on the sramkrandi and new
trends in identity theft, including but not limited to deepfakes, and innovative solutions
for Police Authorities to tackle them in lawful manner;

1 Improved understanding on the societal aspects and impacts of identity theft, as well as
on the key challenges related to it;

1 Enhanced perception by the citizens that Europe is an area of freedom, justice and
security thanks to innovative awareneaising campaigns explaining to citizens the key
and evolving mechanisms of identity theft andviio protect against them;

1 Improved shaping and implementation of regulation related to the fight against identity
theft by security policymakers.

ScopeThe fAclassical o form of identity theft ha
personal ad financial data stolen online, sold in the underground economy and misused by
criminal organisations all over the world, usually for financial gain. With the technological
evolution, identity theft evolves as well. Personal details can be found by gadaputers,

but i1 dentity thieves are increasingly gettir
sites. Furthermore, an @oing improvement of technologies to create deepfake audio and

video material may result in novel forms of identity thdthis relatively new but rapidly

evolving technology superimposes audio, images or videos over another video or creates new
ones. For instance, it can be used, among others, to generate new "personalised" child abuse
material, to create fake social medeaunts in the name of the target person (to harness or

stalk them), to place the faces of celebrities on existing pornographic videos, to spread
misinformation about a company (leading to financial losses) or a politician or an expert
(reputational damage

Research is needed to develop new technological means of detecting deepfakes in support of
the work of Police Authorities, as it may only be a matter of time before deepfakes are used
more often in online identity theft cases. In addition, this can Bavieus implications for

Police Authorities, since it might complicate investigations and raise questions about the
authenticity of evidence. The issue of collecting (cllosler) evidence for its use in courts
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of law, i.e. in a lawful manner and respegt fundamental rights such as privacy and
protection of personal data, should be tackled in proposed activities as well. Other evolving
modus operandi and new trends in online identity thefts should be analysed too, and
corresponding innovative lawful setal means of preventing as well as innovative lawful
technological means of detecting and investigating them should be developed. Thus, activities
proposed within this topic should address both the technological and societal dimensions of
online identitytheft in a balanced way. An analysis of trends (who the victims of identity
thefts are usually, whether gender/age/ICT skills play a role, etc.) would be an asset. Special
care should be given to ethics and fundamental rights protection throughoutetrehesnd

the solutions proposed.

This topic requires the effective contribution of SSH disciplines and the involvement of SSH
experts, institutions as well as the inclusion of relevant SSH expertise, in order to produce
meaningful and significant effectsnhancing the societal impact of the related research
activities. With the aim of developing effective awareness raising campaigns, involvement of
relevant Civil Society Organisations, sociologists and psychologists who can shed a light on
the phenomenonfadentity theft from the side of victims and how to support them, would be
an added value of proposals submitted under this topic. If applicable and relevant,
coordination with related activities in the Digital Europe Programme should be envisaged too.

Call - Fighting Crime and Terrorism 2022
HORIZON-CL3-2022FCT-01

Conditions for the Call

Indicative budget(s¥

Topics Type Budgets Expected EU Number
of (EUR contribution per of
Action  million) project (EUR projects
million)3° expected
2022 to be
funded

Opening: 30 Jun 2022
Deadline(s): 23 Nov 2022

HORIZON-CL3-2022FCT-01-01 A 7.00 Around 7.00 1

38 The DirectorGeneral responsible for the call may decide to open the call upetanonth prior to or
after the envisaged date(s) of opening.
The DirectorGeneral responsible may delay the deadline(s) by up to two months.
All deadlines are at 17.00.00 Brussels local time.
The budget amounts are subject to the availability of the apatioms provided for in the general
budget of the Union for years 2021 and 2022.

39 Nonetheless, this does not preclude submission and selection of a proposal requesting different
amounts.
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HORIZON-CL3-2022FCT-01-02 RIA 3.00 Around 3.00 1
HORIZON-CL3-2022FCT-01-03 RIA 3.00 Around 3.00 1
HORIZON-CL3-2022FCT-01-04 CSA  3.00 Around 3.00 1
HORIZON-CL3-2022FCT-01-05 IA 15.00 Around 5.00 1
HORIZON-CL3-2022FCT-01-06 IA Around 5.00 1
HORIZON-CL3-2022FCT-01-07 1A Around 5.00 1
Overall indicative budget 31.00

General conditions relating to this call

Admissibility conditions

The conditions are described in Gene
Annex A.

Eligibility conditions

The conditions are described in Gene
Annex B.

Financial and operational capacity and
exclusion

Award criteria

Documents

Procedure

Legal and financial sewp of the Grant
Agreements

The criteria are described in General Anr
C.

The criteria araescribed in General Anne
D.

The documents are described in Gent
Annex E.

The procedure is described in Gene

Annex F.

The rules are described in General Annex

FCTO02 - Improved forensics and lawful evidence collection

Proposals are invited against the following topic(s):

HORIZON -CL3-2022FCT-01-01:

Improved crime scene investigations related to

transfer, persistence and background abundance

Specific conditions

ExpectedEU
contribution per

The Commission estimates that an EU contribution of around EUR
million would allow these outcomes to be addressed appropri
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project Nonetheless, this does not preclude submission and selection of a pr
requesting diffenat amounts.

Indicative The total indicative budget for the topic is EUR 7.00 million.
budget

Type of Action  Innovation Actions

Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:

The followingadditional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authoritied® and at least 2 forensic institutes from at leas
different EU Member States or Associated countries. For t
partdt pants, applicants must fil/
practitionerso in the applicat
following the template provided in the submission IT tool.

Some activities, resulting from this topic, mawelve using classifiec
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B Seéurigu
classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRi8y the end of the projettsee
Readiness Level General Annex B.

Expected Outcomd®r oj ect s6 results are expected to coc
outcomes:

1 Improved European common investigation capabilities thatoksnmodern, robust,
validated and reliable solutions, used by forensic institutes and Police Authorities for
analysing complex crime scenes with various types of trace evidence items;

1 Shorter court case thanks to the availability of more solid forensics<sborder)
evidence that is acceptable in court, respecting fair trial requirements;

1 Common European approaches are made available to -{nmdikgrs and security
practitioners for analysing risks/threats, and identifying and deploying relevant security
measires while inspecting, gathering and analysing trace substances collected in
complex crime scenes, which take into account legal and ethical rules of operation, the
traceability of forensic evidence, cdstnefit considerations, as well as fundamental
rights such as privacy and protection of personal data;

40 In the context of this De slli¢cauthoritieoerplicithvdesighatedley Aut ho
national law, or other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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1 Improved shaping and tuning by security pollogkers of regulation on using
innovative solutions in crime scene investigations by forensic institutes and Police
Authorities;

1 Improved understanding of thederlying phenomena governing the transfer of material
from a surface to another, persistence of material once transferred, recovery process of
the material as well as characterisation and expectations regarding the background noise;

1 Ground truth datasetaccessible to the scientific community to support interpretation at
the activity level of transfer of microtraces, biological traces, biometric traces and
chemical traces;

i Enhanced evidence collection on crime scene due to an increased use of novel
techrologies;

1 Police Authorities and forensic institutes are provided with innovative methods of
biological fluid identification for forensic applications;

1 Forensic practitioners and Police Authorities active in crime scene investigations are
provided with moden and innovative training curricula.

Scope Nowadays, Police Authorities deal with a growing complexity of crime scenes
containing various types of trace evidence items that can also present safety hazards for the
forensic experts and crime scene inigggbrs. Traditional forensic crime scene analysis
typically involves several techniques to inspect, gather and analyse collected trace substances.
There is a need to improve these processes and make them more accurate, effective and
sensitive in such a aaplex scenario, by employing modern approaches, for instance (but not
limited to) nanotechnology, next generation sequencing or Artificial Intelligence.

A way to modernise forensic science for the professionalisation of crime scene investigations
is throudn improving the understanding of the underlying phenomena governing the transfer

of material from a surface to another, persistence of material once transferred, recovery
process of the material as well as characterisation and expectations regardirgkgneuina

noise.

Regarding transfer, persistence and background abundance, two different types of
developments are needed: 1) of ground truth datasets accessible to the scientific community to
support interpretation at the activity level for transfer of rotraces (paint, glass, soil),
biological traces (body fluids, DNA), biometric traces (fingermarks, shoemarks), chemical
traces (drugs, explosives, ignitable liquids); and 2) of methods of biological fluid (blood,
semen, saliva, urine, etc.) identificatibor advanced forensic applications. The proposed
activities should take into account the European dimension regarding harmonisation of the
approach and crossorder acceptance of the collected evidence. A special attention has to be
given to applicable Wgslation, ethics and fundamental rights, as well as to the- well
documented use of scientific method to enhance transparency in the establishing of forensic
evidence. The testing and/or piloting of the tools and solutions developed in a real setting with
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one or more Police Authorities and other relevant authorities is an asset; regardless, actions
should foresee how they will facilitate the uptake, replication across setting &odluy of
the capabilities i.e. solutions, tools, processes efiab be developed by the project.

Coordination with successful proposals under topieAQ2-2020 (on Al research datasets),
HORIZON-CL3-2021-FCT-01-04 (on grouneruth data sets for conventional forensics) and
HORIZON-CL3-2022FCT-01-02 (on common data formatshould be envisaged so as to

avoid duplication and to exploit complementarities as well as opportunities for increased
impact. Cooperation with the European Network of Forensic Science Institutes (ENFSI) is
welcome.

HORIZON -CL3-2022FCT-01-02: Better understanding the influence of organisational
cultures and human interactions in the forensic context as well as a common lexicon

Specific conditions

Expected EU
contribution per

The Commission estimates that an EU contribution of around EUR
million would allow these outcomes to be addressed appropri

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 3.00 million.

budget

Type of Action

Eligibili

conditions

ty

Research and Innovation Actions

The conditions are described in General Annex B. The folloy
exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, eneficiaries, of at least
Police Authoritied! and at least 2 forensic institutes from at leas
different EU Member States or Associated countries. For t
participants, applicants must f
pr act iintheapgicason form with all the requested informati
following the template provided in the submission IT tool.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (E&C
SEN). Please refer to the related provisions in section B Seéurigu
classified and sensitive information of the General Annexes.

41

I n

national law, or other entities legally mandabgdthe competent national authority, for the prevention,

t he

cont ext of this Destinati on, 6Pol i ce

Aut ho

detection and/or investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as well as border and customisieaithor
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Expected OutcomePr oj ect s6 results are expected to
outcomes:

1 Increased Europeamommon forensic investigation capabilities and clomsler
exchanges thanks to a better understanding of main organisational cultures and of human
interactions in the forensic context, and of the main causes of biases in interpretation and
reasoning;

1 Strengthened bridges between different actors in an investigative process through an
improved norambiguous communication and enhanced communication mechanisms at
all levels;

1 Improved European common forensics investigation capabilities and-bmossr
exchanges thanks to a common, modern lexicon that is used by forensic institutes and
Police Authorities, validated against practitioners' needs and requirements, to facilitate
their (specialised) daily work on investigating terrorism and other forms of serious
crime;

1 Development of safer justice outcomes through an increased understanding of how
human interactions impacts on decisions at all levels of an investigative process;

f Modern and robust met hods of reasoning an
practice, overcoming various types of biases;

1 Forensic institutes and Police Authorities active in crime scene investigations benefit
from innovation education and training curricula.

Scope Security research projects related to forensics typically foolysom technologies and

data, while the process by which forensic experts evaluate and interpret the evidence is often
put aside. However, cognitive methods and human judgement play a significant role as
forensic experts observe and interpret the datad@gg this, forensic experts are almost
inevitably exposed to irrelevant contextual
ethnicity, a type of the information that can be obtained due to a liaison between a forensic
expert and investigators, lpge and the prosecution), which can potentially cause bias. In
contexts where digital technologies are involved in creating forensic outcomes, biases and
loss of transparency can also arise from different roles and disciplinary backgrounds of the
different actors working on and with the digital tools. Communication between practitioners
within the same institute can introduce a bias as well. When exchanging the information
crossborder, both organisational cultures and languages can also cause a bias.

Undestanding how human interaction, both internally and in the European context, impacts

on decisions at all levels of an investigative process is critical for the development of safe
justice outcomes. In forensic practice, it is crucial to understand trecispf various types

of biases on interpretation and reasoning, and to develop methods to increase the robustness
of reasoning and of expertsodéd decision makin
enhance methods and cognitive techniques to conuagnnorambiguously in the forensic
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and legal context, as well as to develop, improve and enhance communication mechanisms
between the actors of the criminal justice chain.

That being said, in the European context, a critical enabler for an improvaldaration and
communication between forensic practitioners is the use of a clear, consistent vocabulary.
Such a shared vocabulary would, among others, allow for a common understanding of
forensics, improve structured (cressrder) data sharing, and amplithe (crossborder)
acceptance of evidence in court. There is hence a need for a development of a common
lexicon, able to adapt to the evolving aspect of forensic technologies.

This topic requires the effective contribution of SSH disciplines and tlodvement of SSH
experts, institutions as well as the inclusion of relevant SSH expertise, in order to produce
meaningful and significant effects enhancing the societal impact of the related research
activities. Coordination with successful proposals undpic HORIZONCL3-2022FCT-

01-04 and HORIZONCL3-2022FCT-01-01 (on common data formats) should be envisaged
so as to avoid duplication and to exploit complementarities as well as opportunities for
increased impact. Where relevant, coordination showdd bk foreseen with actions and
results of projects under Justice Programme (Z02DY2. Operational examples should also

be considered, where relevant in line with activities of the SIRIUS Ptdjelst addition,
cooperation with the European Network edérensic Science Institutes (ENFSI) would be
welcome.

FCT03 Enhanced prevention, detection and deterrence of societal issues related to
various forms of crime

Proposals are invited against the following topic(s):

HORIZON -CL3-2022FCT-01-03: Enhanced fight against the abuse of online gaming
culture by extremists

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed appropric

project Nonetteless, this does not preclude submission and selection of a prt
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 3.00 million.
budget

Type of Action  Research and Innovation Actions

42 Call JUSFAG-201601, topic JUSTICOOCRIM-AG-2016, including project EVIDENCEZ2e
CODEX and the JUBT Project (Judicial Cooperation in Criminal Matters and Electronic IT Data in
the EU: Ensuring Efficient CrosBorder Cooperation and Mutual Trust)

43 SI RI'US has received funding from the European Com

(FPI) under grant agreement No P1/2017/396.
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Eligibility

conditions

The conditions are described in General Annex B. The follow
exceptions apply:
The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authoritied* from at least 3 different & Member States o
Associated countries. For these participants, applicants must fill i
table AEl T gibility information
with all the requested information, following the template provided in
submissionT tool.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B SeéurigJ
classified and sensitive informatiof the General Annexes.

Expected Outcomdé®r oj ect s6 results are expected

outcomes:

T

t

(0] CQC

Enhanced knowledge on the use of online gaming culture and structure by violent
extremists as well as their modus operahdiugh video game chatrooms, used as their
recruitment tools;

European Police Authorities benefit from better, innovative and validated tools and
training curricula (which take into account legal and ethical rules of operation, as well as
fundamentalrights such as privacy and protection of personal data) to tackle violent
radicalisation through online gaming culture;

Increased awareness of citizens about online radicalisation through gaming culture;

Enhanced protection of youth in the gaming enviromnagainst recruitment into violent

radicalisation;

Improved shared understanding and cooperation between different actors involved,
including security practitioners, gaming industry, social media, video game hosting
services and civil society;

Improved shaping and tuning by security poliogkers of regulation on preventing

abuse of online gaming culture by violent extremists.

Scope A highly increasingly influencing societal issue related to radicalisation is the online
gaming culture. Earlrestudies have shown no link between video games and violence.
However, terrorism and gaming experts claim that forums and chatrooms are used as

44

I n

t he

context of this Destination, OPol ihye

Aut ho

national law, or other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes,rinag) facilities as well as border and customs authorities.
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recruitment tools. Research is needed to analyse the use of online gaming culture and
structure by violent exémists as well as their modus operandi through video game chatrooms
and forums.

Regarding video games themselves, adapth analysis is needed on how the type of the
video game, of its theme, design, aesthetics etc. plays a role in the choice of rihenchat

be used as a recruitment area. As far as video game chatrooms, including social media
platforms discussing video games, are concerned, dissemination strategies of violent
extremists through them as well as their ways of grooming should be analysed.

Based on the results of these analyses, innovative (societal) means of fighting this type of
crime, both online and offline, should be developed. The role of Police Authorities in this
respect should be analysed. Possibilities of detecting and invesdights type of crime

should be discussed as well, with a focus on legal and ethical aspects. Modern and effective
awareness raising campaigns should be developed, that would target young people, parents,
school teachers, videgaming industry and wide canunities, and that take into account the
European multicultural dimension. Methods for evaluating proposed solutions should be
developed as well. Suggestions to gaming industry on which traps to avoid when designing
and upgrading a video game should bevjaled too.

Proposed activities should take into account the evolving nature of this type of crime and of
technology, and be performed while respecting the applicable legislation and fundamental
rights, such as privacy and protection of personal data. t8bdienension should be in the
core of proposed activities, with a support of technologies. The consortia should consist in
Police Authorities, representatives of gaming industry, gaming experts, IT specialists, (cyber)
psychologists and sociologists. Thispic requires the effective contribution of SSH
disciplines and the involvement of SSH experts, institutions as well as the inclusion of
relevant SSH expertise, in order to produce meaningful and significant effects enhancing the
societal impact of theetated research activities. Social innovation is recommended when the
solution is at the socitechnical interface and requires social change, new social practices,
social ownership or market uptake. Participation of relevant Civil Society Organisations or
gaming communities would be an added value. Analysis of the possible applications of
research results to other similar problems (e.g. child sexual abuse) is welcome.

Coordination with successful proposals under topic HORIZQN-DEMOCRACY-2022

01-04 (Evoltion of political extremism and its influence on contemporary social and political
dialogue) should be envisaged so as to avoid duplication and to exploit complementarities as
well as opportunities for increased impact.

FCTO4 - Increased security of citizns against terrorism, including in public spaces

Proposals are invited against the following topic(s):
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and avoiding mass surveillance

Specific conditions

Expected EU
contribution per
project

Indicative
budget

The Commission estimates that an EU contribution of around EUR
million would allow these outcomes to be addressed appropric
Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

The total indicative budget for the topic is EUR 3.00 million.

Type of Action

Coordination and Support Actions

Eligibility

conditions

Expected OutcomePr oj ect s6 resul ts ar al ofetepfalaving d

The conditions are described in General Annex B. The folloy
exceptions apply:
The followingadditional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authorities® from at least 3 different EU Member States
Associated countries. For these participants, applicants must fill ii
table AElIligibility information
with all the requested information, following the template provided in
submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing dataand services, beneficiaries must make use of Galileo/EG
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background aWor producing of security sensitive results (EUCI ¢
SEN). Please refer to the related provisions in section B Secéurigl
classified and sensitive information of the General Annexes.

outcomes:

t o

1 Improved understanding by local authorities, operators and policy makers of the effect of
largescale surveillance of public spaces on the behaviour of citizens and possible
negative effects on local communities;

45

I n

t he

cont ext of this Destinati on, 6Pol i ce

national law, or other entities legally mandated by the competent national autharthe frevention,
detection and/or investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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1 Enhancedtransparency for citizens on different forms of surveillance by Police
Authorities*®, local authorities and private actors in public spaces, and increased
awareness of applicable rights towards operators of such systems;

1 Improved protection of public spaceathout the need for 24/7 data collection and
storage;

71 Set of common standards and good practices by local authorities, operators and policy
makers for internal access restriction, anonymization and data minimization allowing a
proportionate use of alrdg installed surveillanesystems (such as CCTV) in public
spaces, reducing the risk of misuse of collected data and respecting fundamental rights,
especially the protection of personal data.

Scope In recent years, the number of different tools fordheveillance of public spaces has
been growing at massive pace in most European cities. &93t¢ms in public spaces are
the most evident examples. They have been expanded in terms of quantity (number of CCTV
in public spaces, such as squares, streeteuwristic sites), quality (improved solution of
images, possibility of tracking and automatic patierognition) and also scope (CCTV
present in areas like parks, 24/7 recording as standard due to higher data storage capacities).

CCTV-systems are the mipgvident and visible, although by far not the only ones. Acoustic
sensors, Automatic Number Plate Recognition (ANPR) and in the future possibly widespread
facial recognition add to a system of sensors that cover large parts of public spaces in many
European cities.

While evidence suggests that such tools can help to combat certain forms of crime an increase
the perceived security of citizens, the significant expansion of areas that are monitored risks to
create negative effects for the right for privacgiestific studies indicate that also legal forms

of behaviour are adapted by persons, which are aware that they are monitored by surveillance
systems. Furthermore, there is evidence that such systems are often concentrated in socially
deprived districts, reating the risks of stigmatisation of its residents.

In terms of crime prevention there are indications that for many settings, sensors like CCTV
are in the best case only part of a solution and they can create a tendency of reducing
personnel on the grad, thus limiting the possibilities for classical policing and reducing the
direct interaction between local police and public order services and the citizens. Such
interaction is however key to address crime prevention and response to criminal theeats in
holistic manner.

The quantitative growth of both public and private surveillance has led to the fact that
nowadays, citizens are hardly able to keep track of where their data has been captured and
thus not able to make us of their rights as guaranteespplycable legislation, such as the

46 In the contextof thiPbest i nati on, O0Police Authoritiesd means
national law, or other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offences or othericahoffences, specifically excluding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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GDPR. While citizens as subjects of the surveillance are becoming transparent towards public
and private operators of surveillance, the operators themselves remain in many cases
inaccessible and few technological innbeas are used to make sure only relevant data is
stored and processed.

While significant industry and research resources are invested in the design of new and the
upgrading of existing surveillance systems for public spaces, innovation could be stimulated
to look for alternatives. Such alternative could identify means to protect public spaces though
enhanced interaction with local communitiesdesign sensors as to ensure they capture data

in the most proportionate way, increase transparency for cittoeresds public and private
operators of surveillance systems and finally explore priaegdly technological features

to ensure that only relevant data is kept, processed and accessible by authorised actors. This
topic requires the effective contriboi of SSH disciplines and the involvement of SSH
experts, institutions as well as the inclusion of relevant SSH expertise, in order to produce
meaningful and significant effects enhancing the societal impact of the related research
activities.

ResponsibleResearch and Innovatitircould be a relevant approach for the involvement of
diverse stakeholders, launching debates, ardegeloping or even implementing solutions.

In this topic the integration of the gender dimension (sex and gender analysis) iolhresea
innovation content should be addressed only if the consortium deems it relevant in relation to
the objectives of the research effort.

FCTO5 - Organised crime prevented and combated
Proposals are invited against the following topic(s):

HORIZON -CL3-2022FCT-01-05: Effective fight against corruption

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed appropric

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 15.00 milfidn.
budget

Type of Action | Innovation Actions

Eligibility The condtions are described in General Annex B. The follow

47 Responsible research and innovation involves ragltbr and public engagement in research and
innovation, easieaccess to scientific results, the take up of gender and ethics in the research and
innovation content and process, and formal and informal science education.

48 This budget is shared with topic HORIZADL3-2022FCT-01-06, HORIZONCL3-2022FCT-01-07
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conditions

Technology
Readiness Level

Procedure

exceptions apply:
The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authoritie&’ and at least 2 Border Guards Aatities from at leas
3 different EU Member States or Associated countries. For t
participants, applicants must f
practitionerso in the applicat,|
following the emplate provided in the submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may additionally be used). The use of (@oise
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B SeéurigJ
classified and sensitive information of the General Annexes.

Activities are expected to achieve TRL7@y the end of the projettsee
General Annex B.

The procedure is described in General Annex F. The folloexegptions
apply:

To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applications attain
thresholds.

ExpectedOutcomePr oj ect s6 results are expected

outcomes:

1 Security practitioners and polisyakers are provided with improved and complete

intelligence picture of corruption, such as modus operandi, both offline lntk,0
including crossborder dimension, new trends, its social and economic impact, its role in
enabling other types of crime, as well as its close links with money laundering;

1 A comprehensive risk analysis is provided to security practitioners and padicgrs on

the new opportunities offered by the COVID pandemic in terms of corruptive

t

(0]

practices, crosborder dimension, its social and economic impact and sectors at high

risk;

49

c

C

Inthecont ext of this Destinati on, 6Police Authoriti e

national law, or other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offes or other criminal offences, specifically excluding

police academies, forensic institutes, training facilities as well as border and customs authorities.
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1 European Police Authorities, Border Guards and Financial Supervisory Aighor
benefit from better, modern and validated tools (including the lawful goaaf
collection of crime evidence) and training materials to tackle criminal activities related
to corruption and improve resilience for corruption acts;

1 Improved strategief cooperation between European Police and Border Guards
Authorities in fighting corruption and dismantling related criminal networks;

1 Improved policymaking related to the fight against corruption.

Scope Corruption, a criminal category that rangesirbribery of public officials via sports

to abuse of power and money laundering of proceeds from crime, is a strong enabler for crime
and terrorism, and, as such, it constitutes a threat to security. By creating business uncertainty,
slowing processes, anidhposing additional costs, it has a negative impact on economic
growth.

Although the nature and scope of corruption may differ from one Member State to another, it
harms the whole Europe by lowering investment levels, hampering the fair operation of the
Internal Market and reducing public finances.

The points where innovative solutions can help are threefold. Firstly, there is a need to
estimate the impact of corruption. It refers to social impact, factors that promote or hinder it,
impact on vulnerable gups, economic, as well as fiscal and development costs.

Secondly, the role of corruption as an enabler of other crimes deserves analysis as well.
Namely, corruption, increasingly facilitated by online services, is a fertile ground for
organised criminal@at i vi ti es (human trafficking, s mug
criminal activities, corruption is an integral part of their modus operandi. Thus, relations with
other types of crime should be explored too. Money laundering, closely linked to corruption,
deserves special attention.

Thirdly, innovative societal and technological solutions for prevention, detection and
investigation of this type of crime are needed, including also the collection ofbmes
courtproof evidence. Therefore, activitiesoposed within this topic should address both
societal and technological dimensions of corruption in a balanced way, taking care of the
applicable legislation and fundamental rights. The international dimension should be analysed
as well, hence both Poli@nd Border Guards Authorities should be involved in the consortia,

in order to tackle effectively all aspects of this crime. Due to the specific scope of this topic,
international cooperation is encouraged.

Coordination with successful proposals undepic HORIZONCL3-2021-FCT-01-08,
HORIZON-CL3-2021:-FCT-01-09, HORIZONCL3-202:FCT-01-10, HORIZONCLS3-
2022FCT-01-06 and HORIZONCL3-2022FCT-01-07 should be envisaged so as to avoid
duplication and to exploit complementarities as well as opportunitieméogased impact.

This topic requires the effective contribution of SSH disciplines and the involvement of SSH
experts, institutions as well as the inclusion of relevant SSH expertise, in order to produce
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meaningful and significant effects enhancing tloeietal impact of the related research
activities.

HORIZON -CL3-2022FCT-01-06: Effective fight against illicit drugs production and
trafficking

Specific conditions

Expected EU The Commission estimates that an EU contribution ofiad EUR 5.00

contribution per million would allow these outcomes to be addressed appropric

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EURA®million.>°
budget

Type of Action  Innovation Actions

Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, keneficiaries, of at least
Police Authorities! and at least 2 Border Guards Authorities from at I
3 different EU Member States or Associated countries. For t
participants, applicants must f
practitioner so i n the application fo
following the template provided in the submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use ld¢@BGNOS
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive result$C{Eand
SEN). Please refer to the related provisions in section B Secéurigl
classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRL7@y the end of the projettsee
Readiness Level General Anne B.

Procedure The procedure is described in General Annex F. The following excef
50 This budget is shared with topic HORIZ@DBL3-2022FCT-01-05, HORIZONCL3-2022FCT-01-07
51 Inthecont ext of this Destination, O6Police Authoriti

national law, or other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offescor other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as well as border and customs authorities.
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apply:

To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applications attain
thresholds.

Expected Outcomdé®r oj ect s6 results are expected to coc
outcomes:

1 Improved and complete intelligence picture of security practitionergalcl-makers
on drug production and trafficking, such as modus operandi, both offline and online,
including the whole chain of trade, crdssrder dimension, new trends, prevention of
illicit drug market, new drugs, internet, including darknet, monitoohdrugs, financial
flows of the related profits, etc.;

1 European Police and Border Guards Authorities benefit from better, modern and
validated tools (including the lawful coeptoof collection of crime evidence) and
training materials to tackle criminalctivities related to drugs, such as monitoring of
internet, including darknet;

1 Enhanced ability of security practitioners to identify organised criminal groups involved
in drug production and trafficking at an early stage;

1 Enhanced ability of security actitioners and policynakers to prevent the emergence of
organised crime networks related to drugs, and respond to the threat of existing
organisations, while respecting fundamental rights;

1 Improved monitoring of dualise chemicals used to drugs produgtio

1 European Police and Border Guards Authorities benefit from improved strategies of
cooperation in fighting drug trafficking and dismantling related criminal networks;

1 Security policy makers are better supported in analysing the features of the drug trade
and the business models underlying it, and the policy regulation related to the fight
against drug production and trafficking is enhanced.

Scope Drug trafficking and drug production are the most profitable criminal activity of
organised crime groupstae in Europe. According to the 2019 EU Drug Markets Report, the
total value of the retail market for illicit drugs in the EU was estimated at EUR 30 billion.
There is a need for a comprehensive complete intelligence picture of this type of crime.

In the following, two main priorities in security research and innovation in this area are
indicated. Firstly, innovative methods are needed to inquire into developments in the illicit
drug market, especially on prevention and new drugs (their production, mgrkatd
distribution). Secondly, internet, including darknet, monitoring as regards drugs has not been
sufficiently addressed by innovative approaches until now. As stated by the European
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Monitoring Centre for Drugs and Drug Addiction (EMCDDA), it is worttentioning that

over 100 global darknet markets are known to have existed for varying lengths of time since
2010 when the phenomenon emerged, that illicit drugs have been and continue to be the
backbone of most darknet markets (drugs are important, bushia@e space with other illicit
goods), and that two thirds of darknet markets content is known to bealiated.

While vendor and customer interactions are relatively well studied and understood, there is a
need for innovative approaches aimed at inioig currently limited knowledge regarding the
actors and mechanisms involved in this trade beyond the distribution/sales phase in the drug
trafficking chain. Knowledge gaps also remain in relation to the extent of involvement of
traditional organised crim in the darknet trade in illicit drugs. Then, gaps exist in the
knowledge of the financial flows related to the profits from darknet market platforms.

Activities proposed within this topic should address both societal and technological
dimensions of drugrafficking and drug production in a balanced way, taking care of the
applicable legislation and fundamental rights. As the organised crime groups involved are
practically fully interconnected, the international dimension should be analysed as well, hence
both Police and Border Guards Authorities should be involved in the consortia, in order to
tackle effectively all aspects of this crime, such as eposder drugs smuggling.

Coordination with successful proposals under topic HORIATIS-2021FCT-01-08,
HORIZON-CL3-2021:-FCT-01-09, HORIZONCL3-2021:FCT-01-10, HORIZONCLS3-
2022FCT-01-05 and HORIZONCL3-2022FCT-01-07 should be envisaged so as to avoid
duplication and to exploit complementarities as well as opportunities for increased impact.
Proposed activies that could also link with security research for border management (e.g.,
border checks or detection of concealed objects) would be an asset. Due to the specific scope
of this topic, in order to achieve the expected outcomes, international coopemation i
encouraged.

In this topic the integration of the gender dimension (sex and gender analysis) in research and
innovation content should be addressed only if the consortium deems it relevant in relation to
the objectives of the research effort.

HORIZON -CL3-2022FCT-01-07: Effective fight against trafficking in human beings

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressggbropriately.

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 15.00 milfin.
budget
52 This budget is shared with topic HORIZGBL3-2022FCT-01-05, HORIZONCL3-2022FCT-01-06

Part 6- Page66 of 214



Horizon Europe- Work Programme 2022022
Civil Security for Society

Type of Action

Innovation Actions

Eligibility
condtions

Technology
Readiness Level

The conditions are described in General Annex B. The folloy
exceptions apply:
The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Police Authoritieg® and at least 2 Border Guards Authorities from at It
3 different EU Member States or Associated countries. For t
participants, applicants must f
practitionerso in the aghedinformaian]
following the template provided in the submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may additily be used). The use of Copernic
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related prans in section B Security EU
classified and sensitive information of the General Annexes.

Activities are expected to achieve TRL7@y the end of the projettsee
General Annex B.

Procedure

The procedure is described@eneral Annex F. The following exceptio
apply:

To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applicationtirat all
thresholds.

Expected Outcomdé®r oj ect s6 results are expected

outcomes:

1 Security practitioners and policy makers are provided with an improved and more
complete intelligence picture of trafficking muman beings, such as modus operandi,

both offline and online, including the whole trafficking chain, cfossder dimension,
new trends, relations with other types of crime, financial flows of the related profits, etc.;

t

(0]

c

C

53 Intheont ext of this Destination, 60Police Authoritie

national law, or other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offemagr other criminal offences, specifically excluding

police academies, forensic institutes, training facilities as well as border and customs authorities.
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1 European Police and Border Guardsitiorities benefit from better, modern and
validated tools (including the lawful coeptoof collection of crime evidence) and
training materials to tackle criminal activities related to trafficking in human beings;

1 Enhanced ability of security practitioiseto detect and identify organised criminal
groups involved in trafficking in human beings, in collaboration with citizens or NGOs
when applicable;

1 Enhanced ability of security practitioners to detect victims of all forms of exploitation,
taking into accant consistent patterns, and identify victims at an early stage;

1 Enhanced ability of security practitioners to prevent the emergence of organised crime
networks related to trafficking in human beings, to disrupt the trafficking chain at an
early stage, det organised crime groups related to trafficking in human beings and
respond to the threat of existing organisations, as well as their potential expansion via de
use of social media;

1 Improved strategies of cooperation applied by European Police and Bsudeds
Authorities in fighting trafficking in human beings and dismantling related criminal
networks, while respecting fundamental rights such as the protection of personal data,
and improved cooperation between European and origin and transit courthim#ias;

1 Better policymaking related to the fight against trafficking in human beings.

Scope Trafficking in human beings is a serious and organised form of crime that involves the
criminal exploitation of vulnerable people, the goal of which is ttememic gain. This crime

is often crossorder and consistently the vast majority of its victims are women and girls,

around one fourth of all victims being children. Around half of the victims are EU nationals

within the EU.

Trafficking can take place fovarious exploitation purposes, including sexual exploitation,
forced labour, servitude, removal of organs, forced criminality (e.g., pickpocketing or drug
trafficking). Trafficking in human beings
and dgnity, and is explicitly prohibited by the EU Charter of Fundamental Rights.
Understanding the nature, scale and costs of the crime is key to ensuring appropriate action at
the European level to prevent the phenomenon. The 2017 Communication (COM(2017) 728
final) identifies as key priorities: to address the culture of impunity via disrupting the business
model of criminals and untangling the trafficking chain; to provide a better access to and
realise the rights of victims; to intensify a coordinated antsalidate response within and
outside the EU.

Innovation, reliable and comprehensive statistics are crucial in obtaining a complete
intelligence picture of this crime, the modus operandi of the related criminal groups,
identifying and addressing trends,ve®ping evidencéased policy, and measuring the
impact of individual initiatives. Innovative intelligent@sed technological means of
detecting, tracking and disrupting the online activities related to trafficking in human beings
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(including darknet) shdd be developed as well. The proposed activities would also aim to
contribute to countering the culture of impunity by increasing the capacity of Police
Authorities to detect the trafficking crime, the suspected perpetrators and the victims and to
disrupt the business model and/or establish responsibility of all those involved in the
trafficking chain.

Activities proposed within this topic should address both societal and technological
dimensions of trafficking in human beings in a balanced way, tatang of the applicable

EU legal and policy framework including fundamental rights and ethics. Since the
international dimension of this crime should be analysed as well, both Police and Border
Guards Authorities should be involved in the consortia, inrotdetackle effectively all
aspects of this cri me, such as finding toge
business model. Collaboration with Police Authorities, security practitioners and Border
Guards Authorities from countries of origin eansit of criminal networks would be an added

value.

Coordination with successful proposals under topic HORIATUS-2021-FCT-01-08,
HORIZON-CL3-2021:-FCT-01-09, HORIZONCL3-2021:FCT-01-10, HORIZONCLS3-
2022FCT-01-05 and HORIZONCL3-2022FCT-01-06 should beenvisaged so as to avoid
duplication and to exploit complementarities as well as opportunities for increased impact.
Proposed activities that could also link with security research for border management (e.qg.,
border checks or security controls) would &e asset. This topic requires the effective
contribution of SSH disciplines and the involvement of SSH experts, institutions as well as
the inclusion of relevant SSH expertise, in order to produce meaningful and significant effects
enhancing the societahpact of the related research activities. Due to the specific scope of
this topic, in order to achieve the expected outcome, international cooperation is encouraged.
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Effective management of EU external borders

This Destination addresses, among other, obgx identified by theSecurity Union
Strategy®*as well as the border management and security dimensions hethePact on
Migration and Asylum>®°. As such, topics included under the Destination are aimed at
ensuring strong European land, air and sea madtdyorders. This includes by developing
strong capabilities for checks at external borders hence safeguarding the integrity and
functioning of the Schengen area without controls at the internal borders, by compensating the
absence of intr&U border check being capable to carry out systematic border checks,
including identity, health and security checks as necessary, while facilitating the travel of
bona fide travellers and respecting rights and possible vulnerabilities of individuals; providing
integraed and continuous border surveillance, situational awareness and analysis support;
combating identity and document frauds; supporting future technology for the European
Border and Coast Guard; supporting the interoperability and performance of EU data
exchange and analysis IT systems; supporting better risk detection, incident response and
crime prevention; improving European preparedness to, and management of, future rapidly
evolving changes; and updating our maritime security management including migratio
trafficking as well as search and rescue capabilities.

Taking into account the central role of the European Border and Coast Guard Agency
(Frontex) in defining capability requirements for the European Border and Coast Guard, it
will be closely associatewith, and will assist the European Commission in drawing up and
implementing, relevant research and innovation activities. The European Union Agency for
the Operational Management of Lai§eale IT Systems in the Area of Freedom, Security and
Justice (etLISA) could also assist the European Commission on relevant research and
innovation activities and specific topics. Research should also consider how future
management of borders can develop protection of human rights, and how it can facilitate
protectionof refugees.

This research will also contribute to the implementation of the European Border Surveillance
System (EUROSUR) and the development of tools and methods for Integrated Border
Management.

Regarding maritime security, the topics under this Dastn will also support the
implementation of the relevant actions under the Capability development, research and
innovation area of the EU Maritime Security Action PfaiResearch activities will therefore
enable better security and management of EU mmexitborders, maritime critical
infrastructures, maritime activities and transport, contributing as well to a better performance
and cooperation on coast guard functions. Research and innovation in the area of maritime
security will also support the developent of future capabilities for the protection of sea

54 COM(2020) 795 final.

55 COM(2020) 609 final.

56 https://ec.europa.eu/maritimeaffairs/sites/maritimeaffairs/files/AE 86-eumssrevisedaction
plan_en.pdf
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harbours and related sea lines of communication including entry/exit routes. The objective of
maritime security research activities in this regard covers prevention, preparedness and
response to expedeand unexpected events including, anthropogenic and natural disasters,
accidents, climate change as well as threats such as terrorism and piracy, cyber, hybrid and
chemical, biological, radiological and nuclear (CBRN) ones. The EU Maritime Security
Researh Agenda lays down in this regard specific areas to address, including cybersecurity,
interoperability and information sharing, autonomous systems, networking and
communication systems and mytirpose platforms. Specific EU maritime security
legislatior?’” also emphasises maritime passenger transport, and the threats to passengers.
Innovative and more efficient capabilities for the security of maritime passenger transport
could therefore also be a useful area of research.

Regarding security in the movemerdf goods across external borders, research will address
requirements identified by the European Commission and EU customs authorities and should
contribute to capabilities for detecting illegal activities both at external border crossing points
and throgh the supply chain. EU customs authorities face increasing volumes of commerce,
trade and traffic of goods, as well as having a range of tasks to fulfil besides security.
International smuggling has the potential to become more sophisticated and/@encriee
coming years and decades, and could be facilitated by cybercrime. Criminal networks may
exploit potential weaknesses of global supply chains, transport and logistics to pursue illicit
trade and other crimes. At the same time, threats and hdhatdaay need to be detected in

the flow of goods are very diverse and often need different sensors and technologies to be
detected (from chemical, biological, nuclear, radiological and explosive material to drugs,
firearms, money, waste, trafficked wildlj cultural goods, etc.). Hence, customs need
innovation to enable detection and to ensure security without at the same time disrupting or
unnecessarily hampering trade flows. Capabilities built through research will contribute to the
implementation of ta new EU Customs Union action plan to reinforce customs risk
management and effective controls. Capabilities include those on threat detection in postal
flows; automated controls and detection that reduce the need to open or stop containers,
packages, bagmge or cargo; decision support; portability of control solutions; and
technologies to track crogmrder illicit trade.

Furthermore, in order to accomplish the objectives of this Destination, additional eligibility
conditions have been defined with regaadthe active involvement of relevant security
practitioners or endsers.

Successful proposals under this Destination are invited to cooperate closely with other EC
chaired or funded initiatives in the relevant domains, such as the Networks of Prxdition
projects funded under H2020 Secure Societies work programmes, the Knowledge Networks
for Security Research & Innovation funded under the Horizon Europe Cluster 3 Work
Programme, the Community of Users for Secure, Safe and Resilient Societies (fuRige CE

57 Regulation (EC) No 725/2004 of the European Parliament and of theciCofir81 March 2004 on
enhancing ship and port facility security, Directive 2005/65/EC of the European Parliament and of the
Council of 26 October 2005 on enhancing port security.
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T Community of European Research and Innovation for Security) or with other security
research and innovation working groupsgety EU Agencies

Furthermore, successful proposals under this Destination should be complementary and not
overlap with relgant actions funded by other EU instruments, including projects funded by
the Digital Europe Programme as well as European Defence Fund and the European Defence
Industrial Development Programme, while maintaining a focus on civilian applications only.

Promsals submitted under this Destination should demonstrate how they plan to build on
rel evant predecessor projects; to consider
education, training and awareness raising for practitioners and citizemsgdsure the
achieved TRL; and to prepare the uptake of the research outcomes.

Proposals involving earth observation are encouraged to make use primarily of Copernicus
data, services and technologies.

This Destination will develop knowledge and technolodlest may be taken up by other
instruments, such as the Integrated Border Management Fund, that will enable exploitation of
research results and final delivery of the required tools to security practitioners.

Expected impact

Proposals for topics under tHiestination should set out a credible pathway to contributing
to the following expected impact of the Horizon Europe Strategic PlanZ024:

ALegiti mate passengers and shipments travel
trafficking, piracy,terrorist and other criminal acts are prevented, due to improved air, land

and sea border management and maritime security including better knowledge on social
factors. o

More specifically, proposals should contribute to the achievement of one or more of th
following impacts:

1 Improved security of EU land and air borders, as well as sea borders and maritime
environment, infrastructures and activities, against accidents, natural disasters and
security challenges such as illegal trafficking, piracy and patetetirorist attacks, cyber
and hybrid threats;

1 Improved border crossing experience for travellers and border authorities staff, while
maintaining security and monitoring of movements across air, land and sea EU external
borders, supporting the Schengeras® reducing illegal movements of people and
goods across those borders and protecting fundamental rights of travellers;

1 Improved customs and supply chain security though better prevention, detection,
deterrence and fight of illegal activities involvinlpws of goods across EU external
border crossing points and through the supply chain, minimising disruption to trade
flows.
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The following call(s) in this work programme contribute to this destination:

Call Budgets (EUR million) Deadline(s)
2021 2022
HORIZON-CL3-2021-BM-01 30.50 23 Nov 2021
HORIZON-CL3-2022BM-01 25.00 23 Nov 2022
Overall indicative budget 30.50 25.00
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Call - Border Management 2021

HORIZON-CL3-2021-BM-01
Conditions for the Call

Indicative budget(S§

Topics Type Budgets Expected EU Number
of (EUR contribution per of
Action  million) project (EUR projects
] million)>° expected
2021 to be
funded

Opening: 30 Jun 2021
Deadline(s): 23 Nov 2021

HORIZON-CL3-2021-BM-01-01 IA 20.00 Around 7.00 1
HORIZON-CL3-2021-BM-01-03 IA Around 4.00 2
HORIZON-CL3-2021-BM-01-05 IA Around 5.00 1
HORIZON-CL3-2021-BM-01-02 CSA  2.50 Around 2.50 1
HORIZON-CL3-2021-BM-01-04 RIA 8.00 Around 4.00 2
Overall indicative budget 30.50

General conditions relating to this call

Admissibility conditions The conditions are described in Gene
Annex A.

Eligibility conditions The conditions are described in Gene
Annex B.

Financial and operational capacity and The criteria are described in General Anr

58 The DirectorGeneral responsible for the call may decide to open theaigath one month prior to or

after the envisaged date(s) of opening.
The DirectorGeneral responsible may delay the deadline(s) by up to two months.
All deadlines are at 17.00.00 Brussels local time.
The budget amounts are subject to the availability efappropriations provided for in the general
budget of the Union for years 2021 and 2022.

59 Nonetheless, this does not preclude submission and selection of a proposal requesting different
amounts.
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exclusion C.

Awardcriteria The criteria are described in General Anr
D.

Documents The documents are described in Gent
Annex E.

Procedure The procedure is described in Gene
Annex F.

Legal and financial setip of the Grant The rules are described in GesleAnnex G.

Agreements

BMO1 1 Efficient border surveillance and maritime security
Proposals are invited against the following topic(s):

HORIZON -CL3-2021-BM-01-01: Enhanced security and management of borders,
maritime environment, activities and transport, by increased surveillance capability,
including high altitude, long endurance aerial support

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to baddressed appropriatel

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 20.00 milfidn.
budget

Type of Action  Innovation Actions

Eligibility The conditions are described in General Annex B. The follov
conditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Border or Coast Guarduthorities from at least 3 different EU Memb
States or Associated countries. For these participants, applicants m
in the table AElIl i gibility infor
form with all the requested information, followiniget template provide
in the submission IT tool.

60 This budget is shared with togtORIZON-CL3-2021-BM-01-03, HORIZONCL3-2021-BM-01-05
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If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may additionally be used). The usepefricus
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B Seéurigl
classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRi8by the end of the projettsee
Readiness Level General Annex B.

Procedure The procedure is described in General Annex F. The folloexegptions
apply:
To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applications attain
thresholds.

ExpectedOutcome Projects are expected to contribute to some of the following expected
outcomes:

1 Increased surveillance capability compared to the state of the art, including longer
endurance, better reliability, lower maintenance requirements, longer permamehce
wider coverage;

1 Improved performance and/or safety, including better detection, classification and
tracking capabilities, cyber and physical security, better -effisiency, better
autonomy, lower visual and acoustic signatures;

1 Improved multitaskingcapabilities to respond to a variety of needs and situations in the
surveillance of border and maritime environment, including enhanced-anthibrity
collaboration.

Scope Border and coast guards, as well as other security practitioners, requirgitcagpdp
monitor wider areas beyond the EU external borders in order to prevent, detect and react to
crime, including that crossing external borders, illegal border crossings and/or smuggling at
the border regions of the EU and of the Schengen areaappi®s to all border contexis

land, sea and air but it may be specifically useful in the maritime domain, and these
capabilities could also have a strong impact on other maritime sereldtgd tasks beyond
border control and for key dimensions ntiéed by the EU Maritime Security Action Plan,
including the civitmilitary research agenda. These capabilities should include monitoring for
challenges and threats to maritime activities, including transport, maritime infrastructures and
environments; antributing to measures to support vessels in distress and search and rescue
missions; and scanning of coastal and border areas.
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The solutions proposed by project proposals should reach advanced capability levels
concerning detection, identification andadking, including long endurance, persistence,
reliability, and wide coverage. These platforms would be expected to havetaskitig
capabilities and be able to respond to a variety of needs and situations, including but not
limited to environmental indents, search and rescue needs, irregular migration and cross
border crimes. Platforms should offer cyber and physical security, be able to operate in
groups/clusters, be highly autonomous, and offer increased endurance, taking into account
better energy féciency and cosefficiency (including lower maintenance requirements) for
security practitioners, low visual and acoustic signatures, and/or improved safety compared to
the state of the art.

Solutions should be able to share their information produtdsirgegrate with existing and
upcoming border and maritime surveillance systems in the EU, including EUROSUR.

Research and innovation activities could be conducted using a range of technological
approaches (including but not limited to UAVs, balloon, lpgnHigh Altitude Platforms
(HAPs), LighterThanAir (LTA) solutions, microsatellites, satellite imagery, etc.) as long as
the specific platform delivers the expected improved capabilities.

The specific platform should be brought at least to the levedlafation, by European border

and coast guard authorities, in an operational or real environment. Proposals should be
convincing in explaining the frameworks they intend to use for demonstrating, testing and
validating the systems; these frameworks wiloainclude assessments of manufacturability,
costeffectiveness, efficiency and demonstrated integration with existing systems, and legal
and ethical issues.

While some components studied could be more innovative and brought {bRhjdnost
components ofthe envisaged solutions are expected to arrive at high TRL and be
demonstrated by projects in actual environments with operations and exercises for validation
by practitioners. Proposals should also delineate the plans for further uptake (industrialisation
commercialisation, acquisition and/or deployment) at national and EU level, after the research
project and should it deliver on its goals, of the solutions that they will demonstrate in the
research project. Projects are also recommended to integradetiagsessments, including
leveraging insights from previous research, in investigating and developing the solutions they
propose.

Proposals under this topic are expected to address the priorities of the European Border and
Coast Guard and of its Agencyr@atex) starting from the design of their work, and engage
with the Agency in the development of the project. Proposals should give a key role to
Frontex in validating the project outcomes, with the aim of facilitating future uptake of
innovations for théorder and coast guard community.

Research projects should consider, build on (if appropriate) and not duplicate previous
research, including but not limited to research by other Framework Programmes projects.
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Research projects should be complementaryrextdverlap with relevant actions funded by
other EU instruments, including projects funded by the European Defence Fund and the
European Defence Industrial Development Prografimevhile maintaining a focus on
civilian applications only.

In this topic thentegration of the gender dimension (sex and gender analysis) in research and
innovation content is not a mandatory requirement.

BMO2 - Secured and facilitated crossing of external borders
Proposals are invited against the following topic(s):

HORIZON -CL3-2021-BM-01-02: Increased safety, security, performance of the
European Border and Coast Guard and of European customs authorities

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed appropric

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 2.50 million.
budget

Type of Action  Coordination and Support Actions

Eligibility The conditions are described in General Annex B. The follov
conditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, teneficiaries, of at least
Border or Coast Guard Authorities and 2 Customs Authorities, fro
least 3 different EU Member States or Associated countries. For
participants, applicants must f
practitioner so i n the application fo
following the template provided in the submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use ld¢@BGNOS
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive resultdC(Eand

61 With particular care to synergies with projects funded by call EBIEREHAPS2 019 WA Eur opean
High Altitude Platform Station (EurBlAPS) solution for Union defence (surveillance of maritime
zones,landbor ders or critical assets)o.
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SEN). Please refer to the related provisions in section B Secéurigl
classified and sensitive information of the General Annexes.

Expected OutcomeProjects are expected to contribute to some or all of the following
expected outcomes:

1 Improvedsafety, security, performance and user experience (including personal safety
and security) of operational staff of European border and coast guards and of customs
authorities;

1 Better situational awareness supporting decisiaking systems of European Her,
maritime and customs authorities, including better communication, preparedness and
preparation.

Scope Research should investigate and define future capability needs for increasing the
safety, security, performance and user experience of the apalastaff of border and coast
guards and of customs authorities. This also in view of the reinforcement of the standing
corps of the European Border and Coast Guard Agency. Research should analyse capabilities
to facilitate and/or protect the work of thaperational staff, including their safety and
security. Technological components may include security and safety solutions and protective
equipment for deployed staff, advanced communication systems, advanced human interface
devices and sensors. Capabilitgeds and possible solutions should also be explored on
increased situational awareness for border and coast guards and customs, including how to
prepare for and manage changing situations; and/or on analytics support solutions for
managing border and cstaguards or customs staff, response and operations, taking into
account legal and ethical, including data protection, requirements.

Complementarity with other security research streams, such as those that developed critical
business continuity and safegnd security solutions for security practitioners and first
responders should be explored, while ensuring tailoring to the user needs in the specific
operational context.

Proposals under this topic are expected to address the priorities of the EuropsmaBdr
Coast Guard and of its Agency (Frontex) starting from the design of their work, and engage
with the Agency in the development of the project. Proposals should give a key role to
Frontex in validating the project outcomes, with the aim of facitgatiuture uptake of
innovations for the border and coast guard community.

Research projects should consider, build on if appropriate and not duplicate previous research,
including but not limiting to research by other Framework Programmes projects shoseas

on human factors and/or on situational awareness capabilities for border security and border
management, as well as European studies on potential applications of technologies to the
improvement of border management capabilities.
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HORIZON -CL3-2021-BM-01-03: Improved border checks for travel facilitation across

external
staff

borders and i mproved experiences

Specific conditions

Expected EU
contribution per
project

Indicative
budget

Type of Action

The Commission estimatelsat an EU contribution of around EUR 4.
million would allow these outcomes to be addressed appropric
Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

The total indicative badget for the topic is EUR 20.00 millidA.

Innovation Actions

Eligibility
conditions

Technology
Readiness Level

The conditions are described in General Annex B. The folloy
exceptions apply:

The following additional eligibility conditions apply:

This topic requireghe active involvement, as beneficiaries, of at lea
Border Authorities from at least 3 different EU Member States
Associated countries. For these participants, applicants must fill ii
table AElIiTgibility i nf orpplaatandom
with all the requested information, following the template provided in
submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B SeaiiritgyU
classified and sensitive information of the General Annexes.

Activities are expected to achieve TRi8hy the end of the projettsee
General Annex B.

Procedue

The procedure is described in General Annex F. The following excef
apply:

To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, rpvided that the applications attain |

62 This budget is shared with topic HORIZGBDL3-2021-BM-01-01, HORIZONCL3-2021-BM-01-05
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thresholds.

Expected OutcomeProjects are expected to contribute to some or all of the following
expected outcomes:

1 Validation of innovative solutions for border crossing facilitation systems at European
level for nearseamless and improved border crossing experience for travellers;

1 Increased security and reliability of border checks, including identification of pangle
goods crossing external borders, with stronger protection of people's fundamental rights
and personal data;

1 Better organisation, flexibility and planning of border checks by European border
authorities, including for handling peaks in crbssder tréfic.

Scope Research should develop and systematically test and validate solutions to speed up and
facilitate the border crossing experience (at land, sea and/or border crossing points for both
travellers and staff of border authorities. Systems foreeabbrder crossings, while
maintaining security and reliability, would further advance one or more capabilities including
the capabilities of border guards to do checks in mobility; of identifying and/or controlling
passengers (and their vehicles and/ggage) without stopping them; and/or of temporarily
setting up or scaling up the capacity of certain border crossing points within a relatively short
notice. Systems should integrate solutions being able to offer these capabilities in a flexible
way and athe same time process border checks for a range of cases and types of passengers
(for example EU nationals, thicbuntry nationals, ETIAS/neBTIAS eligible, persons
recorded in a national facilitation programme, etc.).

For one aspect of the border ciogssystem, mobile or transportable technologies would
enable authorities to quickly react to actual situations at the borders. In some scenarios, border
checks are not only carried out in fixed crossing points, but also exceptionally in temporary
points. New technologies can support authorities on document and information checks and
verification (e.g. scanning passports, biometric verification, customs declarations, etc.),
including health or security checks as necessary, establishing a secure and reliable
communication channel to a backend service and providing immediate feedback to the field
officer. Special considerations should be given to situations where officers operate in limited
space areas (e.g. inside a train, on the road, onboard a ship inaaepdr Equipment should

not be heavy or bulky and should not restrict their freedom of movement. Solutions should
have the potential to contribute to a better border crossing experience for travellers, operators
and authorities, improving flows at bordemrossing points while maintaining or improving
reliability and security of checks.

For another aspect of the border crossing system, research should advance the capabilities to
capture and use biometrics of travellers without them having to stop anturmal r@ntexts

for border checks, in full respect of fundamental rights and considerations to safeguard data
and integrity. Proposed research that could also link with innovation for fighting crime and
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terrorism beyond only the border checks (for examputanetrics capabilities that could help
law enforcement to fight trafficking of human beings) would be an asset.

Projects should address the various components of an integrated system, test and validate it in
real operational environment. Proposals shdiddconvincing in explaining the frameworks
(tools, methods, procedures, resources and criteria) they intend to use for demonstrating,
testing and validating the operational performance of the systems; these frameworks will also
include assessments of maacturability, coseffectiveness, efficiency and integration with
existing systems.

While some components studied could be more innovative and brought {6RMjdmost
components are expected to arrive at high TRL and be demonstrated by projects i, relevan
operational or real environments with operations and exercises for validation by practitioners.
Proposals should also delineate the plans for further uptake (industrialisation,
commercialisation, acquisition and/or deployment) at national and EU #dtexlthe research
project and should it deliver on its goals, of the border crossing facilitation systems that they
will demonstrate in the research project. Projects are also recommended to integrate impact
assessments, including leveraging insights frpravious research, in investigating and
developing the solutions they propose.

Proposals under this topic are expected to address the priorities of the European Border and
Coast Guard and of its Agency (Frontex) starting from the design of their worlkengade

with the Agency in the development of the project. Proposals should give a key role to
Frontex in validating the project outcomes, with the aim of facilitating future uptake of
innovations for the border and coast guard community.

Research projecthould consider, build on if appropriate and not duplicate previous research,
including but not limiting to research by other Framework Programmes projects such as those
on border checks capabilities, riblased integrated border control systems, tralifation,
biometrics and document security, as well as and EU studies on potential applications of
technologies to the improvement of border management capabilities.

BMO3 1 Better customs and supply chain security
Proposals are invited against the fallng topic(s):

HORIZON -CL3-2021:BM-01-04: Advanced detection of threats and illicit goods in
postal and express courier flows

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed appropric

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.
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Indicative
budget

The total indicative budget for the topic is EUR 8.00 million.

Type of Action

Research and Innovation Actions

Eligibility
conditions

The conditions are described in General Annex B. The follov
exceptions apply:
The following additional eligibility conditions apply:

This topic requires the active involvement, as lherzgies, of at least -
Customs Authorities and 2 Police Authorifiésrom at least 3 differen
EU Member States or Associated countries. For these particif
applicants mu s t fill i n t he
practiti on ecat®mnform with allithe requpsged informatic
following the template provided in the submission IT tool.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Pease refer to the related provisions in section B SeadirityU
classified and sensitive information of the General Annexes.

Technology
Readiness Level General Annex B.

Activities are expected to achieve TRi6%y the end of the projettsee

ExpectedOutcome Projects are expected to contribute to all of the following expected

outcomes:

Scope Research undethis topic will contribute to build capabilities for more effective

T

Improved detection of threats and dangerous and illicit goods by practitioners and
operators within post and parcel flows, without disruption to the flow;

Improved capeity of practitioners and operators to deny the misuse of the postal and
parcel service by criminal or terrorist group to move items;

Improved risk assessment, preparedness and reaction capacities in the postal and parcel

service.

detection of threats and of dangerous and illicit goods within postal and express courier flows,
without impeding those flows or disproportionate intrusion into privacy. Currently there is

lack of technology that allows screening the volumes and at the speed of processing the
parcels, making manual intervention necessary. At the same time, organised crime groups

think they run a relatively low risk in exploiting postal and parcels sugmpyns to move a

63

I n

t he

cont ext of this Destinati on, 6Pol i ce

Aut ho

national law, or other enidts legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes, training facilities as well agbardl customs authorities.
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range of illicit and dangerous goods. Successful innovation could hence also have a deterrent
effect on criminal organisations to use such channels.

Examples of threats and dangerous and illicit goods include explosives and explosive
precusors, CBRN material, drugs, cash, contraband or counterfeit items, including counterfeit
identity documents, and fake medicines. Detection capabilities should be built for post and
parcels crossing the external borders of the Union, but also for intérpplrsy, but without
introducing additional controls that may disrupt free movement of goods. Cooperation with
operators of postal and express courier service in the research project is strongly encouraged.
Solutions that could improve data quality, availigy, integration among different steps in the

flow, and interpretability, would also be welcome of projects.

Testing and validation, within the project, of developed tools and solutions in an operational
environment, will be an asset. Proposals shoalddnvincing in explaining the methods they
intend to use for demonstrating, testing and validating the proposed tools and solutions.
Proposals should also delineate the plans to develop possible future uptake and upscaling at
national and EU level for psible next steps after the research project.

Research proposals should consider, build on if appropriate and not duplicate, previous
research, including but not limiting to research by other projects funded by the Framework
Programmes for Research and Imation. Proposed research that could also link with
innovation for fighting crime and terrorism would be an asset.

In order to achieve the expected outcomes, international cooperation is advised.

In this topic the integration of the gender dimension @&k gender analysis) in research and
innovation content is not a mandatory requirement.

HORIZON -CL3-20212-BM-01-05: Improved detection of concealed objects on, and
within the body of, persons

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed appropric

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative Thetotal indicative budget for the topic is EUR 20.00 millfgn.
budget

Type of Action  Innovation Actions

Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:
64 This budget is shared with topic HORIZ@BL3-2021:-BM-01-01, HORIZONCL3-2021:BM-01-03
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The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Customs Authorities from at least 3 different EU Member State
Associated countries. For these participants, applicants must fill i
table AEligibilityitindowmemadi on
with all the requested information, following the template provided in
submission IT tool.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitiveults (EUCI and
SEN). Please refer to the related provisions in section B SeéurigJ
classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRi8hy the end of the projettsee
Readiness Level Geneal Annex B.

Procedure The procedure is described in General Annex F. The following excef.
apply:
To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applications attain
thresholds.

Expected OutcomeProjects are expected to contribute to some or all of the following
expected outcomes:

1 Improved capability of customs and border authorities, at land, re¥araair border
crossing points, to detect drugs, illicit goods, weapons, explosive and other threats
concealed on individuals or within their bodies, in the operational environment of border
crossing points;

1 Safer, more efficient and more easily depldgadblutions for detection compared to the
state of the art are used by customs and border authorities, in particular avoiding ionizing
radiation and minimizing any safety risk to users and operators and ensuring respect of
fundamental rights.

Scope Resarch under this topic will increase the capabilities to detect objects concealed on
persons, or hidden inside the body of persons. The proposed technology should be able to
detect concealments on moving persons and should be based-immisomy approactsethat

provide necessary safety and privacy. Proposed solutions should be harmless for users and
operators (avoiding ionizing radiation, and include the assessment of the risk of any kind of
toxic substances and/or potentially harmful techniques), prdastedetection and include

easily deployable devices.

They should be able to detect weapons (including-metallic weapons); explosives
(combined or not with electronics), including homemade explosives (HMEs) and improvised
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explosive devices (IEDs); othénreats and illicit goods such as drugs, tobacco or currency,
concealed wunder or i n the clothes or bags
bodies. The need for such detection capabilities could be increasingly useful especially in
contextssuch as airports or ferry terminals where people board on foot or in vehicles, where a
sufficient and efficient detection capacity will have to cope with substantial growth of
passenger volume.

Proposed solutions must maximise respect of fundamental,rightading for dignity and
privacy. In this sense, solutions should avoid explicit formation of images, physical contact or
intrusive techniques. Solutions should also prove their potential to enable the quick scan of
large flows of people, employing a mmnum number of operators. Solutions should be
systematically tested and validated in operational or real environments.

Research proposals should consider, build on if appropriate and not duplicate previous
research, including but not limiting to reseatmh other Framework Programmes projects
such as on basic capabilities to detect concealed objects on individuals and in cargo or
containers.

In this topic the integration of the gender dimension (sex and gender analysis) in research and
innovation contentlwuld be addressed only if the consortium deems it relevant in relation to
the objectives of the research effort.

Call - Border Management 2022
HORIZON-CL3-2022BM-01
Conditions for the Call

Indicative budget($y

Topics Type Budgets Expected EU Number
of (EUR contribution per of
Action  million) project (EUR projects
] million)®® expected
2022 to be
funded

Opening: 30 Jun 2022
Deadline(s): 23 Nov 2022

65 The DirectorGeneral responsible for the call may decide to open the call up to one month prior to or
after the envisaged date(s) of openi
The DirectorGeneral responsible may delay the deadline(s) by up to two months.
All deadlines are at 17.00.00 Brussels local time.
The budget amounts are subject to the availability of the appropriations provided for in the general
budget of the Unioffor years 2021 and 2022.

66 Nonetheless, this does not preclude submission and selection of a proposal requesting different
amounts.
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HORIZON-CL3-2022BM-01-01 RIA 6.00 Around 6.00 1
HORIZON-CL3-2022BM-01-02 |A 6.00 Around 6.00 1
HORIZON-CL3-2022BM-01-03 IA 6.00 Around 3.00 2
HORIZON-CL3-2022BM-01-04 RIA 3.50 Around 3.50 1
HORIZON-CL3-2022BM-01-05 IA 3.50 Around 3.50 1
Overall indicative budget 25.00

General conditions relating to this call

The conditions are described in Gene
Annex A.

Admissibility conditions

The conditions are described in Gene
Annex B.

Eligibility conditions

Financial and operational capacity and The criteria are described in General Anr

exclusion

C.

Award criteria

The criteria aredescribed in General Anne
D.

Documents

Procedure

Legal and financial sewp of the Grant
Agreements

The documents are described in Genq
Annex E.

The procedure is described in Gene
Annex F.

The rules are described in General Annex

BMO1 1 Efficient border surveillance and maritime security

Proposals are invited against the following topic(s):

HORIZON -CL3-2022BM-01-01:

Improved underwater detection and control

capabilities to protect maritime areas and sea harbours

Specific conditions

Expected EU

The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed appropric

project

Nonetheless, this does not preclude submission and selection of a pr
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requesting dierent amounts.

Indicative The total indicative budget for the topic is EUR 6.00 million.
budget

Type of Action  Research and Innovation Actions

Eligibility The conditions are described in General Annex B. The follov
conditions exceptions apply:

Thefollowing additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Border or Coast Guard from at least 3 different EU Member Statt
Associated countries. For these participants, applicants fillust the
table AElIligibility information
with all the requested information, following the template provided in
submission IT tool.

Consortia may additionally include harbour authorities and operata
well as custom authorities.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may additionally be used). The use of Cope
for earthobservation is encouraged.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B Seéurigl
classified andensitive information of the General Annexes.

Technology Activities are expected to achieve TRi64y the end of the projettsee
Readiness Level General Annex B.

Expected OutcomeProjects are expected to contribute to some or all of the following
expected outcomes:

1 Improved security of maritime infrastructures and maritime transport, including sea
harbours and their entrance routes;

1 Improved detection of illicit and dangerous goods and/or of threats hidden below the
water surface, either threategimfrastructures or vessels, or moving alone or connected
to vessels.

Scope Security of maritime infrastructures and transport is key to support the movement of
people and trade to, from, and within Europe. Furthermore, it is important to strengthen
cgpabilities for security in and of sea harbours and of their entrance routes, and detection,
prevention and response to illicit activities in and near sea harbours, including in the
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underwater sea space. Both legal and illegal activities in the maritimairdamerease and
become more sophisticated and this presses on security practitioners to build and improve
their capabilities to keep up and fulfil their tasks in the future.

A particularly critical environment would include the abilities to detect andalow the

water surface. Possible threats concealed below the water surface should be detected.
Criminal organizations for example have the modus operandi of hiding narcotic cargos under
the water surface of large and medisired vessels. Detection anesponse capabilities
against active threats below the surface (such as terrorist attacks against ships or harbour
infrastructures) should also be developed. Security controls and fiscal manifest verifications
on closed containers and cargo should be stggdry information gathered below water
surface.

Research could develop solutions to detect and identify anomalies below the water surface
and/or automatically assess for below the water surface threats to a ship at harbour entrance
and/or a pier. Projecshould demonstrate, test and validate solutions working from detection

to minimisation of threats from below the water surface. Research and innovation activities
should focus on delivering advanced autonomous or-aatonomous vessel screening
capabilites (detection of underwater smugglinépr example in cylindrical containers).

Research proposals should consider, build on if appropriate and not duplicate, previous
research, including but not limiting to research by other projects funded by thewkndkme
Programmes for Research and Innovation.

In this topic the integration of the gender dimension (sex and gender analysis) in research and
innovation content is not a mandatory requirement.

BMO2 - Secured and facilitated crossing of external borders
Proposals are invited against the following topic(s):

HORIZON -CL3-2022BM-01-02: Enhanced security of, and combating the frauds on,
identity management and identity and travel documents

Specific conditions

Expected EU The Commission stimates that an EU contribution of around EUR €

contribution per million would allow these outcomes to be addressed appropric

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The totalindicative budget for the topic is EUR 6.00 million.
budget

Type of Action | Innovation Actions

Eligibility The conditions are described in General Annex B. The folloy
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conditions exceptions apply:
The following additional eligibility conditions apply:

This topc requires the active involvement, as beneficiaries, of at lei
Border or Coast Guard Authorities and 2 Police Authofifiegom at
least 3 different EU Member States or Associated countries. For
participants, app]!l iEtghiity irdorratios dabout
practitionerso in the applicat
following the template provided in the submission IT tool.

Some activities, resulting from this topic, may involve using class
background and/or rpducing of security sensitive results (EUCI a
SEN). Please refer to the related provisions in section B SeéurigJ
classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRi8hythe end of the projedt see
Readiness Level General Annex B.

Expected OutcomeProjects are expected to contribute to some or all of the following
expected outcomes:

1 Improved capabilities of border management and law enforcement practitioners to
identify citizens andhe use of identity and travel documents and credentials in the
context of border and police checks, for a better, more reliable and more secure
experience for citizens and security practitioners, including in connection to optimised e
Government settings;

1 Improved capabilities of border management and law enforcement practitioners to
defend identity and document/credential management against attacks to their security
and attempts to falsify biometrics, identity thefts and online frauds;

1 Improved knowledgdor European approaches to future identity management systems
and document and credential security, building on and integrating with existing tools and
respecting the privacy of European citizens.

Scope Research will build capabilities to prevent, detantl respond to challenges to the
security and reliability of identity management and identity and travel documents, in the
context of border and police checks. Research should also address solutions for integrated
secure identity creation, protection amthnagement in the context of future increasingly

Adigitalisedo borders; and contribute to in
border and police checks experience for both
67 In the context of this Destination, O6Police Autho

national law, o other entities legally mandated by the competent national authority, for the prevention,
detection and/or investigation of terrorist offences or other criminal offences, specifically excluding
police academies, forensic institutes, training facilitiewel as border and customs authorities.
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New challenges for securdentity management and secure identity and travel documents
could emerge in the coming years and decades. Solutions will hence have to enable new
capabilities while at the same time ensuring both privacy and security of identity and identity
documents. Futre electronic identification systems will have to safeguard key parameters of
identity management, such as security, efficiency, user friendliness, trust, privacy and
protection of data. Electronic identifications (elDs) can be carried on mobile detoces,
respond to security requirements, ease of use and range of applications. In addition, it is
necessary to ensure the reliability and link among the information contained on identity
supports and their owner, to avoid the possibility of having autheatiandents with false
information. Research can focus on security and privacy enhancing features in new elD
ecosystems and/or on innovative identity lifecycle processes.

Areas of research could include exploring solutions against morphing attacks to ttity secu

of identity and travel documents, including robust algorithms to detect morphing, as well as
against other possible future attempts and techniques to falsify biometrics; methods to
validate and verify identity at borders or police checks; or advaanddprivacyenhanced
technologies for the security of identity, breeder and travel documents. Research should
explore novel solutions for document verification and fraud detection, including Manipulation
Attack Detection (MAD) and Presentation Attack Détat (PAD) at border checks.

The proposed solutions should act not only at technological level, but should also propose
new approaches to the traditional central authority architecture. The solutions should take into
account the management of sensitiveolinfation and include an assessment of legal and
ethical issues.

Solutions have the potential to contribute to future evolutions of European identity strategies
based on elDAS (Electronic Identification, Authentication and Trust Services), and could
exploresynergies with tools offered by the eIDAS Regulation.

Research proposals should consider, build on if appropriate and not duplicate previous
research, including but not limiting to research by other Framework Programmes projects
such as those on capalédi for document security, as well as EU studies on potential
applications of technologies to the improvement of border management capabilities.

BMO3 1 Better customs and supply chain security
Proposals are invited against the following topic(s):

HORIZON -CL3-2022BM-01-03: Better, more portable and quicker analysis and
detection for customs

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR
contribution per million would allow these outcomes to be daelssed appropriately
project Nonetheless, this does not preclude submission and selection of a pr
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requesting different amounts.

Indicative The total indicative budget for the topic is EUR 6.00 million.
budget

Type of Action  Innovation Actions

Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Customs Authoritiesrém at least 3 different EU Member States
Associated countries. For these participants, applicants must fill i
table AElIligibility information
with all the requested information, following the templatevpded in the
submission IT tool.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B SeéurigJ
classifiel and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRi8hy the end of the projettsee
Readiness Level General Annex B.

Expected OutcomeProjects are expected to contribute to some or all offéHhewing
expected outcomes:

1 Portable or easily deployable solutions used in customs inspections for detecting threat
agents such as drugs, including new psychoactive substances;

1 Improved capacities of customs authorities to acquire, analyse, share piatgia,sand
detect new drugs in the context of customs inspections.

Scope Research will further develop capabilities for portable and quicker testing, analysis
and detection of threats at customs checks sites. Example of target substances include drugs,
with a focus on new psychoactive substances, but also gems or precious metals and other
threats or illicit goods.

These capabilities would allow customs to deploy detection capacity where and when more
appropriate and efficient and to carry out inspestionion t he moveo and mo
would allow detection of threats in the flow of goods directly at the customs inspection site,
without having to divert the scanned object(s) to a different site, like a more distant dedicated
detection laboratory. Ti& would provide better response capability for customs in an ever
changing operational environment. It would allow for a faster detection and verification
capability in the field.
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The improved capability includes being able to update more easily andygihiekeferences

for the target goods and substances, and to be able to detect them. This includes updated
spectra of drugs such as new psychoactive substances, which would allow detecting them.
There is room for i nnovat ipdated spectraiofrsphstances c u s
when they appear; to make spectra easily ave
for spectra libraries.

This technology will also allow for an automatic collection of relevant data on the conditions
and outcomes ofhe controls, as to allow measuring the efficiency of the measures and
feeding the analysis for risk management and security at the borders.

The involvement of police authorities is encouraged, as well as synergies with relevant topics
of the Fight againgCrime and Terrorism Destination, to ensure operational scenarios are best
identified for detection capabilities by customs. Research projects should consider, build on if
appropriate and not duplicate previous research, including but is not limited anchessy

other Framework Programmes projects.

Testing and validation, within the project, of developed tools and solutions in an operational
environment, will be an asset. Proposals should be convincing in explaining the methods they
intend to use for demagatrating, testing and validating the proposed tools and solutions.
Proposals should also delineate the plans to develop possible future uptake and upscaling at
national and EU level for possible next steps after the research project.

In this topic the intgration of the gender dimension (sex and gender analysis) in research and
innovation content is not a mandatory requirement.

Proposals are invited against the following topic(s):

HORIZON -CL3-2022BM-01-04: OPEN TOPIC

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed appropric

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts

Indicative The total indicative budget for the topic is EUR 3.50 million.
budget

Type of Action  Research and Innovation Actions
Eligibility The conditions are described in General Annex B. The follov
conditions exceptions apply:

The followingadditional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Border or Coast Guards Authorities and 2 Customs Authorities, fro
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Technology

least 3 different EU Member States or Associated countries. For
participants, applicants must f
practitionerso in the applicat]
following the template provided in the submission IT tool.

The following additional eligibility critaa apply:

Proposals that address research themes or challenges already cover
other topics in this Destination in 2021 or 2022 cannot be submitted t
this topic.

If projects use satellitbased, positioning, navigation and/or rela
timing data ad services, beneficiaries must make use of Galileo/EGI
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background andt producing of security sensitive results (EUCI ¢
SEN). Please refer to the related provisions in section B Seéurigl
classified and sensitive information of the General Annexes.

Activities are expected to achieve TRL7%By the end of the projettsee

Readiness Level General Annex B.

Scope Under the Open topic, proposals are welcome to address new, upcoming or unforeseen

challenges and/or creative or disruptive solutions within this Destination that are not covered
by the othertopics, in either Call Border Management 2021 and Call Border Management

2022.

Adapted to the nature, scope and type of proposed projects, proposals should convincingly
explain how they will plan and/or carry out demonstration, testing and validation of
developed tools and solutions. Proposals should be convincing in explaining the methods they
intend to use for demonstrating, testing and validating the proposed tools and solutions.
Proposals should also delineate the plans to develop possible future ampdakpscaling at

national and EU level for possible next steps after the research project.

Research proposals should consider, build on if appropriate and not duplicate previous

research, including but is not limited to research by other Framework Prograno

HORIZON -CL3-2022BM-01-05: OPEN TOPIC

Specific conditions

project

Expected EU
contribution per
project

The Commission estimates that an EU contribution of around EUR
million would allow these outcomes to be addressed appropric
Nonethelessthis does not preclude submission and selection of a pro
requesting different amounts.
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Indicative The total indicative budget for the topic is EUR 3.50 million.
budget

Type of Action  Innovation Actions

Eligibility The conditions aredescribed in General Annex B. The followil
conditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
Border or Coast Guards Authorities and 2 Customs Authorities) ft
least 3 different EU Member States or Associated countries. For
participants, applicants must f
practitionerso in the applicat,|
following the template mvided in the submission IT tool.

The following additional eligibility criteria apply:

Proposals that address research themes or challenges already cover
other topics in this Destination in 2021 or 2022 cannot be submitted L
this topic.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Some activies, resulting from this topic, may involve using classif
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B Secéurigl
classified and sensitive information of the General ex@s.

Technology Activities are expected to achieve TRi7%y the end of the projettsee
Readiness Level General Annex B.

Scope Under the Open topic, proposals are welcome to address new, upcoming or unforeseen
challenges and/or creative or disruptive solutions within this Destination that are not covered
by the other topics, in either of Call Border Management 2021 and Call Bdedexgement

2022.

Adapted to the nature, scope and type of proposed projects, proposals should convincingly
explain how they will plan and/or carry out demonstration, testing and validation of
developed tools and solutions. Proposals should be convimcexgplaining the methods they

intend to use for demonstrating, testing and validating the proposed tools and solutions.
Proposals should also delineate the plans to develop possible future uptake and upscaling at
national and EU level for possible nexts$ after the research project.

Research proposals should consider, build on if appropriate and not duplicate previous
research, including but is not limited to research by other Framework Programmes projects.
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Resilient Infrastructure

The reliable, robusand resilient operation of infrastructures is vital for the security,-well
being and economic prosperity of people in Europe. They provide the basis for our daily lives,
connect people to each other and guarantee different kinds of social and economic
interactions. To be able to allow for such interactions, be it in transport, communications or
services, infrastructures has grown more complex to keep up with the development of modern
societies, while at the same time ensuring their resilience againsedisasti the impacts of
climate change and other factors that affect society e.g. demographic changes. Infrastructures
operate and function in a rapidly evolving setgghnological and threat environment with
increasingly interconnected networks highlyiaet upon one another, which presents both
risks and opportunities for their protection. They must be resilient towards different expected
and unexpected events, emerging risks, be they natural emad®, unintentional, accidental

or with malicious intet

The Security Union Strategy® identifies the protection of critical infrastructures as one of

the main priorities for the EU and its Member States for the coming years. Specific reference
is established to growing interconnectivity as well as emergimy) @mplex threats:
technological trends like the use of Artificial Intelligence and the rapid development of
sophisticated unmanned vehicles, the impact of natural anehradae disasters, as well as
major crisis scenarios like the COWI® pandemic and urpected events. Infrastructure
preparedness and protection is a technologically complex domain, affected by various global
developments and thus needs to be supported by targeted security research. This Work
Programme aims at supporting the protection afofean infrastructures with relevant
projects, enabling public and private actors to meet current and emerging challenges.

Technologically complex applications offer the possibility for better prevention and
preparedness, can enable efficient respongéferent threats and faster recovery. But at the
same time, they create new vulnerabilities. The potential damage resulting from their
disruption can escalate rapidly and negatively affect wider parts of vital societal functions.
For instance, this is thease of satellitdbased positioning and timing systems, which provide

a wealth of high quality Positioning, Navigation and Timing (PNT) services that are exploited
by critical infrastructures such as transport and logistics, energy grids, drinking water
network, dams, telecom networks or financial markets. Global Navigation Satellite System
(GNSS) disruption or denial of services is recognised as an important economic and societal
threat.

Infrastructures in the European Union are a higlue target for teorist groups as well as
agencies of third countries. With tberective on identification and designation of European
critical infrastructures and assessment of the need to improve their profé¢tierEU and

its Member States have created a basis tfmmamon approach towards protection. Under the
umbrella of the new Security Union Strategy, the regulatory framework for critical

68 COM(2020) 605 final.
69 Directive (EU) 2008/114.
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infrastructure protection is currently under revision. The Proposal for additional measures on
Critical Infrastructure Proteicin which is part of the European Commission work programme
for 2020°is also making use of the significant results that security research has produced
over the last decade.

Especially in the cybedomain, the risks have been constantly growing in recegtsy with

both more frequent and more sophisticated attacks. In addition, criminals, arspstaered
entities are utilising different tools for carrying out cylagiacks on infrastructures with the
help of cybettools for personal or political gaire.qg. extortion, blackmailing). The EU has
acknowledged the strong role of the cyber dimension in infrastructure protection, most
notably in theDirective on security of network and information systérasd its revision,
proposed in December 2039, Largescale data mining of crosectoral information should

be supported by targeted research on appropriate Al techniques and infrastructure. For
instance for missiowritical systems it is essential to be able to react quickly, efficiently,
safely and secureéo different and complex scenarios enabling effective and informed
decisionmaking based on sufficient available and trustworthy data.

Physical attacks are less frequent, but cases in the EUs neighbourhood have shown the
destructive potential of new tecHogies used for attacks such as Unmanned Aerial Vehicles
(UAVs), which can also be used for intentional disruptions that pose danger to safe operations
of infrastructures and create significant economic losses.

Hybrid threats are of particular relevancehe overall risk scenarios, since they are designed

to target vulnerabilities and aim in many cases at disrupting infrastructure and its services,
making use of different methods. Hybrid threats, techniques and means encompass a
combination of physical @ahcyberattacks or disruptions, diplomatic, military and political as

well as economic means. The effects of cyibstruments and disinformation are crucial
elements of such malevolent strategies and create the need for comprehensive preparedness to
avoid large scale disruptions. As such, both tlent Framework on Countering Hybrid
Threats (2016)"® and theJoint Communication on Increasing Resilience and Bolstering
Capabilities to Address Hybrid Threat®018)’* pay special attention to the role of
infrastuctures and state that research should provide better means to counter hybrid threats.

Europe is exposed to a wide range of natural hazards and the vulnerabilities of infrastructures
need to be addressed also from that perspective. With certain disstsiiersy more
frequently and more severely, as well as loergn challenges such as climate change, there is

a need to deploy innovative solutions to ensure the continuous functioning of European
infrastructures exposed to such natural extremes. Secesgamch should in this regard
support the regulatory and cooperation measures at European level, suctyamth€ivil
Protection Mechanisr? and the newEU Adaptation StrategyOn the other hand, new

10 COM(2020) 440 final.

n Directive (EU) 2016/1148.

2 COM(2020) 823 final.

I JOIN/2016/018 final.

I JOIN/2018/16 final.

s Decision No 1313/2013/EU on a Union CiRifotection Mechanism and subsequent amendments
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infrastructures technologies themselves (for examplrgy production and storages, new
materials, water protection, etc.) can pose a potential risks for society due to accidents.
Therefore, the role of civil protection needs to be reflected in targeted research at the same
level as it is the case for diffamt security authorities.

The COVID19 crisis presents a challenge that is unprecedented in recent European history
and it concerns infrastructures in two main dimensions. Pandemics are an extrerrtesitress

for the function of certain infrastructures (staotably: health, transport and supphains)

by disrupting established procedures, threatening the function due to infection of workforces
and massively scaling up the need for resources. In addition, infrastructures themselves can
increase pandemicsk if unsuited to different mitigation measures and promoting virus
transmission. This area will build on lessons learnt from the C@Mrisis. It will be for

certain topics essential also to ensure synergies and coordination of actions with the Health
Programmé®.

Increased complexity in the area of infrastructure protection is not only related to the
amplified role of the cyber dimension, but also by the mix of-made and natural hazards

and the growing interdependence. The development of Europ@ss into smart cities has

opened up a new domain in infrastructure protection, expanding the perspective beyond
classical sectors of (critical) infrastructure since more complex, connected and vulnerable
assets are deployed in urban areas. This consmreratveils the still fragile building blocks

of smart <citiesd6b technol ogical features and
broader societal challenges and needs. Security research can help to make use of the
knowledge acquired in other sers and to make it usable for local authorities to protect and
empowers people and assets in cities and urban areas.

Furthermore, in order to accomplish the objectives of this Destination, additional eligibility
conditions have been defined with regardthe active involvement of relevant security
practitioners or endsers.

Proposals involving earth observation are encouraged to primarily make use of Copernicus
data, services and technologies.

Expected impact

Proposals for topics under this Destinatglrould set out a credible pathway to contributing

to the following expected impact of the Horizon Europe Strategic Plan-20241i [ € ]
resilience and autonomy of physical and digital infrastructures are enhanced and vital
societal functions are ensured,attks to more powerful prevention, preparedness and
response, a better understanding of related human, societal and technological aspects, and

the developmentof cuttryd ge capabi lities for [ é] infrast
6 Regulation (EU) 2021/522 of the European Parliament and of the Council of 24 March 2021
establishing a Programme for the Unionébés action i

period 20212027, and repealing Regulation (EU) No 282/2014.
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More specifically, proposals shld contribute to the achievement of one or more of the

following impacts:

1 Ensured resilience of largzale interconnected systems infrastructures in case of

complex attacks, pandemics or natural and-made disasters;

1 Upgraded infrastructure protectisgystems enable rapid, effective, safe and secure
response and without substantial human intervention to complex threats and challenges,
and better assess risks ensuring resilience and strategic autonomy of European

infrastructures;

1 Resilient and secure @t cities are protected using the knowledge derived from the
protection of critical infrastructures and systems that are characterised by growing

complexity.

The following call(s) in this work programme contribute to this destination:

Call Budgets (EURnillion) Deadline(s)
2021 2022
HORIZON-CL3-2022-INFRA-01 20.00 23 Nov 2021
HORIZON-CL3-2022INFRA-01 11.00 23 Nov 2022
Overall indicative budget 20.00 11.00
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Call - Resilient Infrastructure 2021

HORIZON-CL3-20213INFRA-01
Conditions for the Call

Indicative budget(gy

Topics Type  Budgets Expected EU Number
of (EUR contribution per of
Action  million) project (EUR projects
million) "8 expected
2021 to be
funded

Opening: 30 Jun 2021
Deadline(s): 23 Nov 2021

HORIZON-CL3-2021-INFRA-01-01 1A 20.00 Around 10.00 1
HORIZON-CL3-2021-INFRA-01-02 1A Around 10.00 1
Overall indicative budget 20.00

General conditions relating to this call

Admissibility conditions The conditions are described in Gene
Annex A.

Eligibility conditions The conditions are described in Gene
Annex B.

Financial and operational capacity and The criteria are described in General Anr

exclusion C.

Award criteria The criteria are described in General Anr
D.

Documents The documents are described in Genq

m The DirectorGeneral responsible for the call may decide to open the call up to one month prior to or

after the envisaged date(s) of opening.
The DirectorGeneral responsible may delay the deadline(s) by tyyd months.
All deadlines are at 17.00.00 Brussels local time.
The budget amounts are subject to the availability of the appropriations provided for in the general
budget of the Union for years 2021 and 2022.

8 Nonetheless, this does not preclude subiorisand selection of a proposal requesting different
amounts.

Part 6- Pagel00o0f 214



Horizon Europe- Work Programme 2022022
Civil Security for Society

Annex E.
Procedure The procedure is described in Gene
Annex F.
Legal and financial setip of the Grant The rules are described in General Annex
Agreements
INFRAO1 1 Improved preparedness and response for largecale disruptions of

Europeaninfrastructures

Proposals are invited against the following topic(s):

HORIZON -CL3-2022INFRA-01-01: European infrastructures and their autonomy
safeguarded against systemic risks

Specific conditions

Expected EU
contribution per
project

The Commission estiates that an EU contribution of around EUR 10
million would allow these outcomes to be addressed appropric
Nonetheless, this does not preclude submission and selection of a pt
requesting different amounts.

Indicative
budget

The totalindicative budget for the topic is EUR 20.00 millith.

Type of Action

Innovation Actions

Eligibility The conditions are described in General Annex B. The follov
conditions exceptions apply:
The following additional eligibility conditions apply:
This topic requires the active involvement, as beneficiaries, of at le
government entities responsible for security, which could include
protection authorities, at national level from at least 3 different
Member States or Associated countries. fhese participants, applican
must fill in the table AElIIigib
application form with all the requested information, following
template provided in the submission IT tool.
In order to achieve the expected autme s , and safe
strategic assets, interests, autonomy, or security, namely the se
sensitive nature of the autonomy of European infrastructures a
systemic risks and hybrid threats, participation is limited to legal en
estalished in Member States and Associated Countries. Prop
I This budget is shared with topic HORIZA@BL3-202L:INFRA-01-02
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including legal entities which are not established in these countries w
ineligible.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, benéites must make use of Galileo/EGNC(
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background and/or producing of seity sensitive results (EUCI an
SEN). Please refer to the related provisions in section B Secéurigl
classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRL7@y the end of thprojecti see
Readiness Level General Annex B.

Procedure The procedure is described in General Annex F. The following excef
apply:
To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those thattlaeehighest
ranked within set topics, provided that the applications attain
thresholds.

Expected OutcomeProjects are expected to contribute to some of the following expected
outcomes:

1 Improved largescale vulnerability assessments of EU Membert &tas 6 ( MS) o]
Associated Countriesod (AC) key i nfrastru
infrastructure (energy, water, communications, transport, finance etc.) in more than two
MS/AC

1 Improved cooperation to counter Hybrid Threats and subsequenistaigedisruptions
of infrastructures in Europe, allowing for operational testing in real scenarios or realistic
simulations of scenarios with specific regard to the ebosder dimension (intr&U as
well as norEU)

7 Improved concepts and instruments for #rgicipation of systemic risks to European
infrastructure, allowing for comprehensive letggm risk assessments, with regards to
climate change, technological trends, foreign direct investment (FDI) and dependence on
critical supplies from nofU countres

1 Improved risk, vulnerability and complexity related assessments for interconnected
physicatdigital European infrastructures aiming to increase security, resilience and
design effective preventive, mitigating and preparedness measures and protestt again
and respond to cascading effects
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1 Terrestrial baclkup/alternative PNT solutions to ensure continuous operation of Critical
Infrastructure in case of the disruption of GNSS services or other essential services

1 Enabling the decentralisation of large infrasture to mitigate vulnerability in case of
large scale disruptions

1 Enhanced preparedness and response by definition of operational procedures of both
private and public infrastructure operators as well as public authorities considering
citizens involverent (needs and vulnerabilities) in case of large scale infrastructure
disruptions also with a view of assessing the combined physical and cyber resilience

Scope Security research related to infrastructure protection has been traditionally following a
sectorial approach. With more and more infrastructure systems being interconnected, a
stronger focus on the systemic dimension and complexity of attacks and disruptions by cyber
or physical means needs to be applied. As such, not only interdependencie®methype of
infrastructure (or closely related types) can be taken into account, bus&aigedisruptions

also with a view of the specific challenges of the ctmssler dimension. Also, there is a need

for a comprehensive strategy that takes int@mast different forms of interdependence (e.g.
physical, geographic, cyber and logical).

In order to raise the awareness and preparedness for emerging risks, research should enhance
the capabilities for foresight and risk management on a systemic levelchs largescale
Vulnerability Assessments and risks management capabilities, as well as forecasting of
emerging risks should be developed with a view of preparing for attacks or disruptions on the
whole infrastructure of one or several EU Member StatdsAssociated Countries. To allow

for rapid and adequate response, simulations to prepare for systemic disruption of several key
infrastructures are necessary. Since especially physical attacks on infrastructures in the EU are
less frequent compared to ethscenarios there is less empirical data available that can be
used to improve protection. Furthermore, there is a lack of capabilities for testing protective
equipment and training manuals. Security research can help to develop tools for operational
tesing in realscenarios or simulated scenarios. Specific attention should be dedicated to
Hybrid Threat scenarios, as defined by the European Centre of Excellence for Countering
Hybrid Threats. The same is true for extreme natural events, which have th&éapdte

disrupt several key infrastructures and whose subsequent effects are difficult to predict.
Security research should in this regard support and complement obligations to better prevent
and prepare for crises as set by the Union Civil Protectiorhiesm.

Some essential sectors of the economy need uninterrupted access to-tigeahigiposition

and timing information provided for free by satellite navigation systems. Despite the fact that
satellite navigation systems such as Galileo are madarewer robust to withstand risks and
disruptions in terms of ground segments as well as space assets, there remain residual
vulnerabilities that cannot be coped with when facing the emergence of new challenges.
These critical sectors should therefore devetomplementary positioning and/or timing
solutions that are able to sustain a sudden disruption of GNSS service. This would make the
vital functions of the society more resilient.
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Infrastructure security research is in many cases transnational. WWénéehas always been a
strong European dimension in the conducted research, there has been less of a focus on cross
border scenarios with thirdountries. Security research should therefore stimulate knowledge
generation and cooperation with relevantdtgountries, which are vital for the functioning of
European infrastructure. Examples could include energy, but also critical supplies, digital
services or transport.

The means to attack infrastructure on a large scale have been rapidly enhanced bgmhalevol
actors. Nevertheless, risks do not only emerge from intentional acts or disruptions, they can
also grow over time based on other factors such as climate change, or lack of independence in
critical technologies. Thus, better anticipation of systemiksriacluding forwareooking
technological risk assessment and advanced screening of private interests related to ownership
and operations (licensing), and FDI should be a key area of security research in the future. On
a constant basis, information abotlie functioning and vulnerabilities of European
infrastructures is unlawfully gathered for economic reasons, as well as with a view of
preparing possible intentional disruptions. With the aim of safeguarding autonomy, more
sophisticated tools against unfalvgathering of information on infrastructures need to be
developed.

In this topic the integration of the gender dimension (sex and gender analysis) in research and
innovation content is not a mandatory requirement.

HORIZON -CL3-20213-INFRA-01-02: Ensured nfrastructure resilience in case of
Pandemics

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR
contribution per million would allow these outcomes to be addressed appropric
project Nonetheless, thidoes not preclude submission and selection of a proj
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 20.00 milfidn.
budget

Type of Action  Innovation Actions

Eligibility The conditions aredescribed in General Annex B. The followil
conditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
operator of critical infrastructure, as well as of at leastrgamsation
dealing with research on infectious diseases from 2 different EU Me
States or Associated countries. For these participants, applicants m

80 This budget is shared with topic HORIZA@BL3-202L:INFRA-01-01
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in the table AElIliIigibility infor
form with all therequested information, following the template provic
in the submission IT tool.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the reldtprovisions in section B Security EU
classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRi7@y the end of the projettsee
Readiness Level General Annex B.

Procedure The procedure is descal in General Annex F. The following exceptic
apply:

To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applarsi attain all
thresholds.

Expected OutcomeProjects are expected to contribute to some or all of the following
expected outcomes:

1 Strategies for the resilience of infrastructure networks and services, and their interaction
and vulnerabilities in aontext of rapidly changing volumes and patterns of use

1 Understanding of intedependencies and strategies to overcome disruptions atilocal
regionali national and European (crelerder) level

1 Better understanding of the cascading effects of pandemiadifferent infrastructures
and the services they provide

1 Improved procedures to reduce exposure of workforce to infectious diseases and
mitigation strategies in case of the infrastructure disruptions or overload caused by the
absence of critical workfoe; surge of patients in the healthcare services, or disruptions
of critical supplies

Scope Pandemics such as the COVID crisis and other health risks have the potential to
massively disrupt the functioning of infrastructures and vital societal fuisctivhile this is

most evident for the health system, the negative impacts reach much firdsdient

i nfrastructure systems particularly o1lifelin
care are critical for minimizing the societal impacegfreme eventdt is essential to develop

targeted solutions to ensure continuity of operations of different services and supplies, which

are also critical to allow for prevention, preparedness and response to pandemics. This
preparedness mustalsoaccdu f or cl i mate change as a fAthr e
heatwaves, storms, forest fires or flooding either accelerating the spread of a pandemic or
rendering countermeasures like confinement less effective.
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Member States remain the primary actorgpreventing and responding to the outbreaks of
infectious diseases. Enhanced European coordination into capaddyng, improved
prevention, preparedness and coordinated response can support their efforts. In order to
improve the EWwide prevention ahresponse to the specific challenges for the functioning of
infrastructure in case of a severe infectious disease crises requires targeted security research
which can deliver better knowledge, security risk assessment as well preparedness and
response emmgency planning tools. Publrivate cooperation is absolutely essential in order

to respond to a crisis as far reaching as a pandemic. Any comprehensive European approach
to infrastructure resilience in case of a disruption caused by it, will needet@takaccount

of this cooperation.

In infrastructure protection research, it is of high importance to understand the impact of the
pandemic beyond the directly affected health system. The availability of specialised work
force and vulnerability assessmethealth capacities constitute the essential elements in this
regard, as disruption of infrastructures due to the infection of large parts of a specific work
force poses the immediate risk of cascading effects. The same is the case for integrated
supplychains for both critical goods, as well as ressential ones. As such, understanding
interdependencies, reducing vulnerabilities and identifying truly critical activities is key for
enhancing overall societal resilience against pandemics.

A situation likethe COVID-19 crisis, also puts the capacities of different infrastructures under
exceptional stress, due to the rapidly increased demand for certain supplies and services and
the ensuring change of load stress of different networks (as for example soddzise in
communication, decrease in transport, ensuring essential resources). Such changes in use
patterns open vulnerabilities, as for example increased-cigbsrin the event of teleworking

or less physical protection due to staff contingency messubesign of some critical
infrastructure components, such as transport networks and critical manufacturing may in
themselves be resilient to the pandemic threat, but put overall societal resilience at risk by
promoting disease transmission and being weduo different mitigation measures.

The testing and/or piloting of the strategies developed in a real setting with one or more
relevant public authorities is an asset; regardless, actions should foresee how they will
facilitate the uptake, replicationctss setting and egcaling of the capabilities i.e.
solutions, tools, processes etialo be developed by the project.

In order to achieve the expected outcomes, international cooperation is advised.

In this topic the integration of the gender dirsiem (sex and gender analysis) in research and
innovation content should be addressed only if the consortium deems it relevant in relation to
the objectives of the research effort.

Call - Resilient Infrastructure 2022

HORIZON-CL3-2022INFRA-01
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Conditions for the Call

Indicative budget($}

Topics Type  Budgets Expected EU Number
of (EUR contribution per of
Action  million) project (EUR projects
million)8? expected
2022 to be
funded
Opening: 30 Jun 2022
Deadline(s): 23 Nov 2022
HORIZON-CL3-2022INFRA-01-01 RIA 5.00 Around 5.00 1
HORIZON-CL3-2022INFRA-01-02 1A 6.00 Around 6.00 1
Overall indicative budget 11.00
General conditions relating to this call
Admissibility conditions The conditions are described in Gene
AnnexA.
Eligibility conditions The conditions are described in Gene

Financial and operational capacity and
exclusion

Award criteria

Annex B.

The criteria are described in General Anr
C.

The criteria are described in General Anr
D.

Documents The documents are described in Gene
Annex E.

Procedure The procedure is described in Gene
Annex F.

81 The DirectorGeneral responsible for the call may decide to dpencall up to one month prior to or

after the envisaged date(s) of opening.

The DirectorGeneral responsible may delay the deadline(s) by up to two months.
All deadlines are at 17.00.00 Brussels local time.

The budget amounts are subject to the avaitghilf the appropriations provided for in the general

budget of the Union for years 2021 and 2022.

82 Nonetheless, this does not preclude submission and selection of a proposal requesting different

amounts.
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Legal and financial sewp of the Grant The rules are described in General Annex

Agreements

INFRAO2 - Resilient and secure smart cities

Proposalsre invited against the following topic(s):

HORIZON -CL3-2022INFRA-01-01: Nature-based Solutions integrated to protect local

infrastructure

Specific conditions

Expected EU
contribution per
project

Indicative
budget

The Commission estimates that an EU contribution of ardg 5.00
million would allow these outcomes to be addressed appropric
Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

The total indicative budget for the topic is EUR 5m0illion.

Type of Action

Research and Innovation Actions

Eligibility
conditions

Technology

The conditions are described in General Annex B. The folloy
exceptions apply:
The following additional eligibility conditions apply:

This topic requires the activevolvement, as beneficiaries, of at least t
local or regional government authorities from at least 2 different
Member States or Associated countries. For these participants, app
must fill in the table AEIris@i b
application form with all the requested information, following
template provided in the submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use deGBRIGNOS
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (E&@
SEN). Please refer to the related provisions in section B SecéuriglJ
classified and sensitive information of the General Annexes.

Activities are expected to achieve TRi54y the end of the projettsee

Readiness Level General AnneB.
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Expected OutcomeProjects are expected to contribute to some or all of the following
expected outcomes:

1 Integrated Naturbdased solutiongNBS) into overall concepts for the protection of
infrastructures and existing integrated risk management plans for cities and urban areas
with a view of complementing existing methods for protection and resilience

1 Adaptation and mitigation strategies for irdtaicture protection applied by local
authorities and operators, including lessons learned from studying reactions of natural
ecasystems to different external shocks

1 Resilience of local infrastructures enhanced by integrating local knowledge from
populaton and historical documents, as well as natural components in their physical
assets preventing potential damages from different types of hazards, including storms,
floods and heatwaves.

1 Novel construction materials and solutions resulting in more durafde damage
resistant infrastructure

1 Full potential of Naturédbased Solutions exploited by local authorities and operators to
mitigate the risks related to multiple hazards manifesting at the same time, while also
taking into account social empowerment amvinmental cebenefits like leisure,
clean air, and immunity and response to cyberattacks etc.

Scope The aim of the topic is to expand the knowledge on Ndtased Solutions (NBS) and
their ability to enhance infrastructure resilience in cities abdruareas against natural and
marntmade hazards. Thus complementing other traditional security measures.

Cities are undergoing a rapid transformation most notably due to their digitisation. Besides

this, the need for solutions to make them more sustairaltleenvironmentally friendly has

been addressed in many research projects, mainly from the perspective of climate adaptation.

In this regard, naturbased solutions combined with local knowledge offer a potential also for
security research on infrastrumts. Such solutions can help and provide business
opportunities to make cities more resilient against natural disasters and possibly other security
challenges. Under Horizon 2020, the European Commission has brought together several
experts to deliveraceo mme nd at i o-Baseo BoluioNsaahduRdaturing Citie§%6 i n
form of a comprehensive report .actignewhjchatee!l i ver
inspired by, supported by or copied from nature. Some involve using and enhancing existing
natural solutions to challenges, while others are exploring more novel solutions, for example
mimicking hownoth u man organi sms and communities cope

EU-funded and national research activities have demonstrated the significartuoiesr of

NBS with regard to for example improved resilience, climate adaptation and the reduction of
pollution in cities. What concerns security, projects have been focussing on the effects that
NBS can have for prevention (for example flgadins andmangroves for flood protection,

83 https://ec.europa.eu/newsroom/horizon2020/docuroim?doc_id=10195
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natural source water protection, green roofs and pavements for heat and water absorption).
The reduction of disaster risks and the potential for enhanced resilience of cities against
different natural hazards are a prioritybe put in place when applying NBS. Besides man
made hazards, Europe is facing increasingly frequent and intense natural hazards, including
epidemics, droughts, heat waves, storms, floods and wildfires, which trigger needs for
constant innovation whendbmes to the protection of people. With the continuing increase of
population concentrated in cities and urban areas and increasing impacts of climate change,
such risks present a significant challenge in this regard.

NBS can offer the tools to addres® thotential to improve risk management and resilience
using approaches that can provide greater benefit than conventional tools at the same time,
like for example heat waves and wildfires, or storms and floods. The detailed understanding
of ecosystems andow nature responds to different external shocks can help to strengthen
existing strategies for urban resilience and deliver new approaches in protection, for example
by integrating natural components in the different infrastructure assets.

Proposals shodl include a strong involvement of citizens/civil society, together with
academia/research, industry/SMEs and government/public authorities. The testing and/or
piloting of the tools and solutions developed in a real setting with one or more local
authorities and/or other relevant authorities is an asset; regardless, actions should foresee how
they will facilitate the uptake, replication across setting andagting of the capabilitiesi.e.
solutions, tools, processes etialo be developed by the projec

In order to achieve the expected outcomes, international cooperation with countries
pioneering the development of NBS is advised.

In this topic the integration of the gender dimension (sex and gender analysis) in research and
innovation content is notmandatory requirement.

HORIZON -CL3-2022INFRA -01-02: Autonomous systems used for infrastructure
protection

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed appropria

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 6.00 million.
budget

Type of Action | Innovaton Actions

Eligibility The conditions are described in General Annex B. The follov
conditions exceptions apply:
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The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
operatos of critical infrastructure from at least 2 different EU Mem
States or Associated countries. For these participants, applicants m
in the table AElIliT gibility infor
form with all the requested informan, following the template provide
in the submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may additionally be JusBuke use of Copernicu
for earth observation is encouraged.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in gedd Securityd EU
classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRL7@y the end of the projettsee
Readiness Level General Annex B.

Expected OutcomeProjects are expected to contribute some or all of the following

expected outcomes:

M

Autonomous surveillance, detection and fast and coordinated response based on updated
integrated contingency plans to threats against different types of infrastructures in order
to support existing secuyitmeasures, reduce the risk to human personnel and allowing
for mitigation in locations that are hard to reach (underwater, underground, high altitude,
etc.) and without or just limited telecornennection

Long term deployment of autonomous solutions fer tlecontamination of large scale
infrastructures (including in public urban areas) in case of the release of -CBRN
materials, or with specific regard to support efforts to reduce the spread of infectious
diseases, preventing and responding to pandemics

Long term deployment of autonomous solutions/systems/devices to detect CBRN threats
in a fast, secure and forensic way

Consideration of system performance, interdependencies, new failure modes and
conditions that need to be in place for this to work as isend

Concepts for the use of advanced materials, smart technologies and budlhitoring
and repair capabilities to reduce the destructive potential of natural disasters and
(terrorist) attacks on infrastructures
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1 Improved knowledge and solutions for theotection and response against lasgale
attacks or intentional disruptions with (fast moving) unmanned vehicles or other moving
objects reducing critically the time to react also close to residential areas

1 Enhanced knowledge on the ethical and legalachn individuals and society as a
whole of the use of robotics in order to maintain the vital functions of society

Scope Time is critical to prepare and react to disruptions of infrastructures. Faster and
coordinated interventions can significantlyduee the impact, avoid negative cascading
effects or in the best case prevent disruptions. The increasing interconnectivity of
infrastructures has also led to bigger complexity in regards to the detection and response to
incidents and certain technologiean be misused to conduct attacks or targeted disruptions of
infrastructures. As underlined in the Security Union Strategy this is for example the case for
scenarios involving unmanned aircraft systems (UAS). It could however also be relevant for
possiblencidents with landor sea borne devices approaching at very high speed.

In order to allow for the best possible detection of threats and quick response and restoration
of performance levels (e. g. through decontamination of the affected material/person;
detection as well as mitigation of a risk), autonomous systems for infrastructure protection are
a promising field of research. Many statiethe art technologies used in other areas (for
example: advanced robots or other autonomous detection and regpaiilides based on
artificial intelligence) combined with user centred approaches, have the potential to
significantly reduce the reaction time and can provide therefore an added value also for
security solutions. Besides a reduced reaction time, thef @egonomous systems can reduce

the risk for human responders, which is important for dangerous operations as for example in
gas or chemical plants, or CBRN contaminated areas. At the same time, such systems can
access challenging locations, such as wjrdeind cables, underwater pipes or assets in high
altitude. Those features do not only present an advantage in responding to intentional acts, but
also allow for faster and more efficient response to natural disasters and subsequent cascading
effects. Ontie other hand, automated systems do create new vulnerabilities and its use raises
ethical concerns that would need to be taken into account in any research. Solutions and
measures must take into account legal and ethical rules of operation, as wellaasefutadi

rights such as privacy and protection of personal data-leotfit analysis not compromising

ethics and privacy should also be considered.

Results achieved so far in the area of robots and autonomous systems (RAS), also under
Horizon 2020, haveed to applications making use of Unmanned Vehicles for example in the
area of infrastructure maintenance and the detection and response to safety risks. Other
concepts have been including sedfaling materials, smart technologies and hailiools as

well as associated processes. For security incidents, there are so far less solutions available
which would take into account the specific challenges of intentional disruptions as compared
to accidents or material failure.

In this topic the integration of trgender dimension (sex and gender analysis) in research and
innovation content is not a mandatory requirement.
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Increased Cybersecurity

Europe is in the midst of a digital transformation. Digital technologies are profoundly
changing our daily life, our wagf working and doing business, and the way people travel,
communicate and relate with each other. Digital communication, social media interaction,
artificial intelligence, egovernment, @€ommerce and digital enterprises are steadily
transforming our world They are generating an esMacreasing amount of data, which, if
pooled and used, can lead to a completely new means and levels of value creation. The more
interconnected we are, however, the more we are vulnerable to cyber threats.

Digital disruption, mwtably caused by malicious cyber activities, not only threaten our
economies but also our way of life, our freedoms and values, and even try to undermine the
cohesion and functioning of our democracy in Europe.

Regardless of the economic, political or pex@ motivations behind the cyber threats,
securing our future wellbeing, freedoms, democratic governance, and prosperity depend on
improving our capacity to shield the EU from malicious attacks and to address digital security
weaknesses in general. Thegithl transformation requires improving cybersecurity
substantially, so as to ensure the protection of the increasing number of connected devices and
the safe operation of network and information systems, including the ones used in power
grids, drinking wéeer supply and distribution services, vehicles and transport systems,
hospitals and the overall health system, finances, public institutions, factories, and homes.
Europe must build resilience to cybkattacks and create effective cyber deterrence, while
making sure that data protection and freedom of citizens are strengthened. These efforts
should include considerations for particularly vulnerable organisations and citizens.

The technological tools of cybersecurity are strategic assets, as well as beiggweh
technologies for the future. It is in the EU's strategic interest to ensure that the EU retains and
develops the essential capacities to secure its digital economy, society and democracy, to
protect critical hardware and software and to providedyersecurity services.

Cybersecurity research and innovation activities will support a Europe fit for the digital age,
enabling and supporting digital innovation while highly preserving privacy, security, safety
and ethical standards. They will contribuo the implementation of the digital and privacy
policy of the Union, in particular the NIS Directffethe EU Cybersecurity A%, the EU
Cybersecurity Strate§$; the GDPR’, and the future-€rivacy Regulation.

84 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning
measures for a high common level of security of network and information systems across the Union
(NIS Directive).

85 Regulation (EU) 201881 of the European Parliament and of the Council of 17 April 2019 on ENISA
(the European Union Agency for Cybersecurity) and on information and communications technology
cybersecurity certification and repealing Regulation (EU) No 526/2013 (Cybersesctjity

86 Joint Communication to the European Parliament and the Council The EU's Cybersecurity Strategy for
the Digital Decade JOIN/2020/18 final.
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Research and innovation will build on thesults of Horizon 2020 such as the pilot projects
funded under SUCT-03-20188.and other relevant H2020 topics and cybersecurity activities
(e.g. carried out by ENISRor relevant parts of work of the EIT Digitd). The activities will

be aligned as relewt with the future objectives of the Cybersecurity Competence Centre and
Network of National Coordination Centres (Commission proposal COM(2018) 630). They
will be complementary to actions under the Digital Europe Programme, Specific Objectives 3
and 4, vhich will strengthen EU cybersecurity capacity by support to deployment of
cybersecurity infrastructures and tools across the EU, for public administrations, businesses,
and individuals, and support digital skills including in cybersecurity. For exampj®-dus
foreseen to specialised education programmes or modules in key capacity areas such as
cybersecurity. Generally, cybersecurity is a horizontal challenge and is not be limited to
Horizon Europe Cluster 3. In addition to the calls of the Horizon figund Cluster 3 Civil

Security for Society, other activities relevant for Cybersecurity will be supported in particular
in the Work Programme part of Cluster Bigital, Industry and Space.

Research and innovation results may feed into the operatiar&l on preparedness and
response in the Joint Cyber Uit

Expected impact:

Proposals for topics under this Destination should set out a credible pathway contributing to

the following impact of the Strategic Plan 262024: "Increased cybersecurity and aren
secure online environment by developing and
capabilities in digital technologies supporting protection of data and networks aspiring to
technological sovereignty in this field, while respecting privacy and dtinelamental rights;

this should contribute to secure services, processes and products, as well as to robust digital
infrastructures capable to resist and counter egltacks and hybrid threats".

More specifically, proposals should contribute to the asmeent of one or more of the
following impacts:

1 Strengthened EU cybersecurity capacities and European Union sovereignty in digital
technologies

1 More resilient digital infrastructures, systems and processes
1 Increased software, hardware and supply chain security

1 Secured disruptive technologies

87 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection ofnatural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation).

88 Establishing and operating a pilot for a Cybersecurity Competence Networkemplend implement
a common Cybersecurity Research & Innovation Roadmap.
89 https://www.enisa.europa.eu/
90 https://www.eitdigital.eu/
o1 see section 2.1 in The EU's Cybersecurity Strategy for the Digital Decade, JOIN(2020) 18 final.

https://eurlex.europa.eflegatcontent/GA/TXT/?uri=CELEX:52020JC0018

Part 6- Pagel14of 214



Horizon Europe- Work Programme 2022022

Civil Security for Society

1 Smart and quantifiable security assurance and certification shared across the EU

1 Reinforced awareness and a common cyber security management and culture

The following call(s) in this work programme contribute to this destination:

Call Budgets (EUR million) Deadline(s)
2021 2022
HORIZON-CL3-2021:CS01 67.50 21 Oct 2021
HORIZON-CL3-2022CS-01 67.30 16 Nov 2022
Overall indicative budget 67.50 67.30
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Call - Increased cybersecurity2021

HORIZON-CL3-2021-CS01
Conditions for the Call

Indicative budget(S¥

Topics Type Budgets Expected EU Number
of (EUR contribution per projec of
Action  million) (EUR million)®® projects
expected
2021 to be
funded

Opening:30 Jun 2021
Deadline(s): 21 Oct 2021

HORIZON-CL3-2021-CS-01-01 RIA 21.50 3.00 to 5.00 5

HORIZON-CL3-2021-CS-01-02 RIA 18.00 3.00 to 5.00 4

HORIZON-CL3-2021-CS-01-03 RIA 11.00 3.00 to 4.00 3

HORIZON-CL3-2021-CS-01-04 RIA 17.00 3.00 to 5.00 4

Overallindicative budget 67.50

General conditions relating to this call

Admissibility conditions The conditions are described in Gene
Annex A.

Eligibility conditions The conditions are described in Gene
Annex B.

Financial and operational capacignd The criteria are described in General Anr

exclusion C.

92 The DirectorGeneral responsible for the call may decide to open the call up to one month prior to or

after the envisaged date(s) of opening.
The DirectorGeneral responsible may delay the deadline(s) by tywdaanonths.
All deadlines are at 17.00.00 Brussels local time.
The budget amounts are subject to the availability of the appropriations provided for in the general
budget of the Union for years 2021 and 2022.

93 Nonetheless, this does not preclude submissand selection of a proposal requesting different
amounts.
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Award criteria The criteria are described in General Anr
D.

Documents The documents are described in Gent
Annex E.

Procedure The procedure is described in Gene
Annex F.

Legal and finacial setup of the Grant The rules are described in General Annex

Agreements

CSO01- Secure and resilient digital infrastructures and interconnected systems
Proposals are invited against the following topic(s):

HORIZON -CL3-2022-CS-01-01: Dynamic business continuity and recovery
methodologies based on models and prediction for multevel Cybersecurity

Specific conditions

Expected EU The Commission estimates that an EU contribution of between EUR
contribution per and 5.00 million wou allow these outcomes to be addres
project appropriately. Nonetheless, this does not preclude submissior

selection of a proposal requesting different amounts.

Indicative budget The total indicative budget for the topic is EUR 21.50 million.

Type ofAction Research and Innovation Actions
Eligibility The conditions are described in General Annex B. The follov
conditions exceptions apply:

Some activities, resulting from this topic, may involve using class|
background and/or producing of securggnsitive results (EUCI an
SEN). Please refer to the related provisions in section B Seéurly

classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRL 4 by the end of the projeee
Readiness Level General Annex B.

Expected OutcomeProjects are expected to contribute to all of the following expected
outcomes:

1 Advanced sethealing disaster recovery and effective business continuity in critical
sectors (e.g. energy, transportation, health);

1 Enhanced mechanisms for exchange of information among relevant players;
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1 Better disaster preparedness against possible disruptions, attacks and cascading effects;
1 Better business continuity covering two or more sectors.

The proposal should provide appr@te indicators to measure its progress and specific
impact.

Scope This action aims at developing new methodologies, services and tools for accelerating
the selfrecovery and possible adaptation of the infrastructures and supply chains after an
attack. Inline with the NIS Directive the focus should be on critical sectors (e.g. energy,
transportation, health) as well as telecommunication networks. The proposal should go
beyond the statef-the-art in developing and validating Alased selhealing, effectie
business continuity and disaster recovery in-veald scenarios covering two or more
business sectors and supporting their private and public actors.

Cyber threat intelligence and situational awareness need to be developed from the current
research lesl towards strategic considerations, and down totnee events. This requires
collaboration and data sharing between different security actors and should be based on a
collection of heterogeneous data, models and predictions for-lexdti security. Clger
incidents are likely to require the efforts from a heterogeneous network of organisations or a
network of business units inside a single organisation, both when it comes to prevention,
detection and response. The solutions (technologies, methods, pomdsdures, practices
and/or strategies including escalation aneedealation) developed must satisfy the needs of

the endusers and support daily tasks, efficient and effective operations and ensure business
continuity. Thus, an organisational perspexshould be included. Furthermore, the methods

for exchanging information and the actors considered should build, whenever possible, on the
current practices in line with the NIS Directive.

The proposed solutions should include dynamic executioliisaiption recovery and business
continuity processes. They should dynamically extract all relevant digital evidence,
information and digital traces, provide ré@he personalised technical assistance, share
information and realime alerts with relevargtakeholders.

Human factors (e.g. behavioural, psychologigddysical, cultural and gender) need to be
considered appropriately in all aspects of the proposed solution. Proposals should build on
existing research and projetsclearly identify the statef-the-art and explain the strengths

of the new solution in the context of the chosen sectors.

Research should address the risks and impact of a-mdident on the business itself, using
appropriate KPIs, but also possible cascading effects of cybédems for critical
infrastructure (including potential cressctoral and crogsorder impacts) and society
overall.

94 For example projects funded under the H2020 topicIMERA01-201820192020: Prevention,
detection, response and mitigation of combined physical and cyber threats to critical infrastructure in
Europe.
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The research should include a proof of concept in order to validate the claimed progress and
show the benefits in an adequate testing renvnent involving real endsers. Endisers

should be involved in all steps of the cycle from design to development and testing.
Participation of SMEs is encouraged. This topic requires the effective contribution of SSH
disciplines and the involvement ofSH experts, institutions as well as the inclusion of
relevant SSH expertise, in order to produce meaningful and significant effects enhancing the
societal impact of the related research and innovation activities.

CS02- Hardware, software and supply chainsecurity
Proposals are invited against the following topic(s):

HORIZON -CL3-20212-CS-01-02: Improved security in opensource and open
specification hardware for connected devices

Specific conditions

Expected EU The Commission estinbas that an EU contribution of between EUR 3
contribution per and 5.00 million would allow these outcomes to be addre
project appropriately. Nonetheless, this does not preclude submissior
selection of a proposal requesting different amounts.

Indicative budget The totalindicative budget for the topic is EUR 18.00 million.

Type of Action Research and Innovation Actions

Eligibility The conditions are described in General Annex B. The follov
conditions exceptions apply:

Some activities, resulting from this topic, menyolve using classifiec
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B Seéurlu

classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRL 4 by the end of the projeet
Readiness Level General Annex B.

Expected OutcomeProjects are expected to contribute to some of the following expected
outcomes:

1 Reduced security threats of open source hardware for connecteesdevic
1 Formal verification of open hardware.

1 Effective management of cybersecurity patches for connected devices in restricted
environments such as loT devices.

1 Effective security audits of open source hardware, embedded software and other
securityrelevantaspects of connected devices.
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1 Effective mechanisms for inventory management, detection of insecure components and
decommissioning.

I Methods for secure authentication and secure communication for connected devices in
restricted environments such as loT desic

The proposal should provide appropriate indicators to measure its progress and specific
impact.

Scope The quality of hardware and software, notably open source, for 10T and connected
devices is improving. However, the restricted environment of mamydevices does not
allow the deployment of more complex protection schemes (e.g. Trusted Platform Modules,
Sandboxing applications in managed memory partitions) and similar approaches that often
rely on operating system (OS) support to ensure cybersecQitgn Source designs are
frequently used in IoT technology and become more reliable and efficient with the number of
developers that deploy them. The management of this large collaborative development
environment that Open Source represents is a realsgdeity challenge.

The aim is to support European trustworthy platforms by methods, tools and technologies that
foster a stronger Cybersecurity, which can serve in a variety of connected devices. The
proposed action should integrate formal security neodahd verified and scalable
cryptography that can be used in future key

Proposals should cover one or more of these research activities:

1 development of verifiable implementations of cryptographic solutions, authgati
schemes, and, as relevant, software libraries that implement them securely in operating
systems;

develop mechanisms to mitigate hardweekated security vulnerabilities
development of security auditing for connected devices;

development and advamgj of security testing in restricted environments;

= =2 =4 =4

development and advancing of verification methods for secure firmware updates and
secure software patching in connected devices;

71 development of mukfactor authentication hardware and software solutions.

71 development of the security upgrading of the connected devices within the life cycle
(bootstrapping, commissioning, operational, upgrade etc.)

The participation of SMEs is strongly encouraged. In this topic the integration of the gender
dimension (sex andender analysis) in research and innovation content is not a mandatory
requirement.
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CSO03- Cybersecurity and disruptive technologies
Proposals are invited against the following topic(s):

HORIZON -CL3-2021-CS-01-03: Al for cybersecurity reinforcement

Speciic conditions

Expected EU The Commission estimates that an EU contribution of between EUR
contribution per and 4.00 million would allow these outcomes to be addre
project appropriately. Nonetheless, this does not preclude submissior

selectionof a proposal requesting different amounts.

Indicative budget The total indicative budget for the topic is EUR 11.00 million.

Type of Action Research and Innovation Actions

Eligibility The conditions are described in General Annex B. Tdleowing
conditions exceptions apply:

Some activities, resulting from this topic, may involve using class|
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B Seéurey

classified angensitive information of the General Annexes.

Technology Activities are expected to achieve TRL 4 by the end of the projeet
Readiness Level General Annex B.

Expected OutcomeProjects are expected to contribute to some of the following expected
outcomes:

1 Reinforced cybersecurity using Al technological components and tools in line with
relevant EU policy, legal and ethical requirements.

1 Increased knowledge about how an attacker might use Al technology in order to attack
IT systems.

1 Digital processegproducts and systems resilient againspAWered cyberattacks

The proposal should provide appropriate indicators to measure its progress and specific
impact.

Scope Atrtificial intelligence (Al) is present in almost every application area where massive
data are involved. Understanding the implications and possible side effects for cybersecurity
however requires deep analysis, including further research and innovation. On the one hand,
Al can be used to improve response and resilience such us for thele@dtion of threats

and other malicious activities with the aim to more accurately identify, prevent and stop
attacks. On the other hand, attackers are increasingly powering their tools by using Al or by
manipulating Al systems (including the Al systeas®d to reinforce cybersecurity).
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The proposed actions should developbaked methods and tools in order to address the
following interrelated capabilities: (i) improve systems robustness (i.e. the ability of a system
to maintain its initial stable coigiuration even when it processes erroneous inputs, thanks to
selftesting and selhealing); (ii) improve systems resilience (i.e. the ability of a system to
resist and tolerate an attack, anticipate, cope and evolve by facilitating threat and anomaly
detection and allowing security analysts to retrieve information about cyber threats); (iii)
improve systems response (i.e. the capacity of a system to respond autonomously to attacks,
thanks to identifying vulnerabilities in other machines and operate statgdy deciding

which vulnerability to attack and at which point, and by deceiving attackers; and to (iv)
counter the ways Al can be used for attacking. Advancetbadéd solutions, including
machine learning tools, as well as defensive mechanismstweedata integrity should also

be included in the proposed actions. Proposals should strive to ultimately facilitate the work
of relevant cybersecurity experts (e.g. by reducing the workloads of security operators).

Regarding the manifold links among Ahd cybersecurity, privacy and personal data
protection, applicants should demonstrate how their proposed solutions comply with and
support the EU policy actions and guidelines relevant to Al (e.g. Ethics Guidelines for
Trustworthy AP®, the Al Whitepapel®, EU Security Stratedy and the Data Stratedf).

Proposals should foresee activities to collaborate with projects stemming from relevant topics
included in the Cluster 4 ADigital, l ndust
proposals should also builoh the outcomes of and/or foresee actions to collaborate with
other relevant projects (e.g. funded under Horizon 2020, Digital Europe Programme or
Horizon Europe).

Proposals should strive to use, and contribute to, European relevant data pools (including
federations of national and/or regional ones to render their proposed solutions more effective.
To this end, applicants should crucially strive to ensure data quality and homogeneity of
merged/federated data. Applicants should also identify and documertneltradeoffs
between effectiveness of Al and fundamental rights (such as personal data protection).
Moreover, privacy in big data should also be addressed.

Key performance indicators (KPI), with baseline targets in order to measure success and error
rates, should demonstrate how the proposed work will bring significant progress to the state
of-the-art. All technologies and tools developed should be appropriately documented, to
support takeup and replicability. Participation of SMEs is encouraged.

CS05- Human-centric security, privacy and ethics

Proposals are invited against the following topic(s):

95 Ihttps://ec.europa.eu/digitaingle market/en/news/ethieguidelinestrustworthyai

96 https://ec.europa.eu/info/publications/whjtaperartificial-intelligenceeuropearapproackexcellence
andtrust_en

97 https://ec.europa.eu/info/strategy/prims-20192024/promotingour-europearway-life/european
securityunionstrategy_en

98 https://ec.europa.eu/info/strategy/priorit281932024/europdit-digital-age/europeadatastrategy _en
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HORIZON -CL3-2022-CS-01-04: Scalable privacypreserving technologies for cross
border federated computation in Europe involving personal data

Specific conditions

Expected EU The Commission estimates that an EU contribution of between
contribution per  3.00 and 5.00 million would allow these outcomes to be addre
project appropriately. Nonetheless, this does not preclude submissior

selection of a prapsal requesting different amounts.

Indicative budget The total indicative budget for the topic is EUR 17.00 million.

Type of Action Research and Innovation Actions

Technology Activities are expected to achieve TRL 4 by the end ofptiogecti see
Readiness Level General Annex B.

Expected OutcomeProjects are expected to contribute to some of the following expected
outcomes:

1 Improved scalable and reliable privagseserving technologies for federated processing
of personal data and their integratio reatworld systems

1 More usesfriendly solutions for privacyreserving processing of federated personal
data registries by researchers

1 Improving privacypreserving technologies for cyber threat intelligence and data sharing
solution

1 Contribution to pomotion of GDPR compliant European data spaces for digital services
and research (in synergy with topic DATA-2021 of Horizon Europe Cluster 4)

1 Strengthened European ecosystem of open source developers and researchers-of privacy
preserving solutions

The proposal should provide appropriate indicators to measure its progress and specific
impact.

Scope Using big data for digital services and scientific research brings about new
opportunities and challenges. For example, machine learning methods prodéss ared
behavioural data for finding causes and explanations for diseases or health risks. However, a
large amount of this data is personal data. Leakage or abuse of this kind of data and potential
privacy infringement (e.g. attribute disclosure or mersii@ inference) risks are a
cybersecurity threat to individuals, society and economy and an impediment for further
developing data spaces involving personal data. Vice versa, adequate protection of this data
according to the GDPR can also prevent its dilization for society. Advanced privacy
preserving computation techniques such as homomorphic encryption, secure multiparty
computation, and differential privacy are being researched and have proven promising to
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address these challenges. However, funtbsearch is required to ensure their applicability in
realworld use case scenarios. For example, fully homomorphic encryption is not practically
applicable in many cases and secure npdtty computation often imposes special
infrastructural requiremes.

Building on research and innovation in the area of pri@egerving computation, proposals

should address scalability and reliability of privgagserving technologies in realistic
problem areas and take integration with existing infrastructurestragtional security
measures (e.g. access control) i nto account
research and digital services in access and data management for citizens geared towards their
own profiles (incl. dynamic personalised recomudedions for improved cybersecurity) or in
personalised medicine, taking into account the gender dimension where relevant. They should
further address the legacy variation in personal data types and data models across different
organisations in the same Iness sector and/or across different potential application sectors.

A proposed solution should include validation or piloting of privaggserving computation

in realistic federated data infrastructures and more specifically European data spaces
involvingper sonal data (e.g. the EU heath data s|
standards concerning the right to privacy, protection of personal data, and the protection of
fundamental rights in the digital age. It should ensureddsign, compliancevith data
regulations and specifically the GDPR. Wherever possible, solutions should be developed as
open source software.

Consortia should bring together interdisciplinary expertise and capacity covering the supply
and the demand side, i.e. industry vea¥ providers and enrdsers. Participation of SMEs is
strongly encouraged. Legal expertise should also be incorporated to assess and ensure
compliance of the technical project results with data regulations and the GDPR.

Call - Increased cybersecurity2022

HORIZON-CL3-2022CS01

Conditions for the Call

Indicative budget(sy

Topics Type Budgets Expected EU Number
of (EUR contribution per projec of
Action  million) (EUR million)®® projects
99 The DirectorGeneral responsible for the call may decidepen the call up to one month prior to or

after the envisaged date(s) of opening.
The DirectorGeneral responsible may delay the deadline(s) by up to two months.
All deadlines are at 17.00.00 Brussels local time.
The budget amounts are subject to the abdity of the appropriations provided for in the general
budget of the Union for years 2021 and 2022.

100 Nonetheless, this does not preclude submission and selection of a proposal requesting different
amounts.
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2022 expected
to be
funded

Opening: 30 Jun 2022
Deadline(s): 16Nov 2022

HORIZON-CL3-2022CS01-01  IA 21.00 4.00 to 6.00 4
HORIZON-CL3-2022CS01-02 RIA 17.30 3.00 to 5.00 4
HORIZON-CL3-2022CS01-03 | 1A 11.00 3.50 to 6.00 2
HORIZON-CL3-2022CS01-04 1A 18.00 3.00 to 5.00 4
Overall indicative budget 67.30

General conditions relating to this call

Admissibility conditions

The conditions are described in Gene
Annex A.

Eligibility conditions

The conditions are described in Gene
Annex B.

Financial and operational capacity and
exclusion

Award criteria

Documents

Procedure

Legal and financial sewp of the Grant
Agreements

The criteria aredescribed in General Anne
C.

The criteria are described in General Anr
D.

The documents are described in Gent
Annex E.

The procedure is described in Gene
Annex F.

The rules are described in General Annex

CSO01- Secure and resilient digital infrastructures and interconnected systems

Proposals are invited against the following topic(s):
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HORIZON -CL3-2022CS-01-01: Improved monitoring of threats, intrusion detection
and response in complex and heterogeneous digital systems and infrastructures

Specific conditions

Expected EU
contribution per
project

Indicative budget

The Commission estimates that an EU contribution of between
4.00 and 6.00 million would allow these outcontesbe addresse
appropriately. Nonetheless, this does not preclude submissior
selection of a proposal requesting different amounts.

The total indicative budget for the topic is EUR 21.00 million.

Type of Action

Innovation Actions

Eligibility
conditions

The conditions are described in General Annex B. The follov
exceptions apply:

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Pleas refer to the related provisions in section B SecuritfzU

classified and sensitive information of the General Annexes.

Technology
Readiness Level

Legal and finanial
setup of the Grant
Agreements

Activities are expected to achieve TRL 7 by the end of the prbjsee
General Annex B.

The rules are described in General Annex G. The following excep
apply:

Beneficiaries may provide financial support to third parties in the 1
of grants. The maximum amount to be granted to each third pa
EUR 300 000 to support disruption preparedness and resilienc
digital infrastructure in Europe and effective collaboration an
coordination with other relevant national or EU bodies in charg
Cybersecurity.

Expected OutcomeProjects are expected tmntribute to at least three of the following
expected outcomes:

1 Improved disruption preparedness and resilience of digital infrastructure in Europe

1 Improved capacity building in digital infrastructure security including organisational and

operational cagbilities

1 Robust evidence used in cybersecurity decisions and tools

1 Better prediction of cybersecurity threats and related risks
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1 Improved response capabilities based on effective collaboration and/or coordination with
other relevant national or EU bodies in charge of Cybersecurity, including holistic
incident reporting and enabling coordinated cyiberdent response.

The proposalshould provide appropriate indicators to measure its progress and specific
impact.

Scope Digital infrastructures together with their connected devices are characterised by
complex interdependencies involving various physical and logical layers and togrec

wide range of legacy IT solutions and innovative technologies. Application scenarios include
but are not limited to cybersecurity of communication systems and networks and their
components, e.g. 5G networks, Internet of Things (loT) devices, mediziaes, supervisory
control and data acquisition (SCADA) systems, and their services, e.g-bdsad ICT
solutions. Their availability, controlled performance and reliability need to be guaranteed at
every moment serving the needs, sometimes critivdlsafetyrelated e.g. in transportation,
energy, healthcare, of millions of citizens, enterprises and society. Therefore, they need to be
protected in realime against eveevolving cybersecurity threats.

Building on research and innovation in the areayersecurity of digital infrastructures for
example projects funded from H2020 $1$01-2018%, SU-DS0420182020°2 SU-DS05
20182019'% and SUTDS-02-2018'%4, state of the art technologies should support the
logging, categorisation, data aggregation fromfed&nt sources, automatic information
extraction and analysis of cybersecurity incidents. This includes advanced methods for cyber
threats intelligence and cybircident forensics enabling better prediction of cyber security
threats. Proposals should deye and validate demonstration prototypes of tools and
technologies to monitor and analyse cybersecurity incidents in an operational environment in
line with the NIS directive and the General Data Protection Regulation. They should
contribute to improved gnetration testing methods and their automation by using machine
learning and other Al technologies as appropriate. Moreover, proposals should support
effective network traffic analysis applying detection technigues in network operations based
on advancedsecurity information management and threat intelligence. Proposed solutions
should also include validation or piloting of cyber threat intelligence with -stalye
detection, prediction and contributions towards response capability using predictivecanalyt
and as relevant, with efficient and ug$eendly interaction methods, e.g. visual analytics.
Furthermore, solutions deployed by this action should validate their approach to intrusion
detection and incident monitoring with real emgers and their eels.

For expanding the proposed work in terms of additional pilot sites, additional user groups,
additional applications, and complementary assessment of the acceptability of the use case,
the actions may involve financial support to third parties inwith the conditions set out in

101 Cybersecurity preparednessyber range, siulation and economics

102 Cybersecurity in the Electrical Power and Energy System (EPES): an armour against cyber and privacy
attacks and data breaches

103 Digital security, privacy, data protection and accountability in critical sectors

104 Toolkit for assessig and reducing cyber risks in hospitals and care centres to protect

privacy/data/infrastructures
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Part B of the General Annexes. Each consortium will define the selection process of the third
parties for which financial support will be granted (typically in the order of EUR 50 000 to
300 000 per party). Up to 20% of th& Eunding requested by the proposal may be allocated

to the purpose of financial support to third parties.

A strong culture awareness of data protection should be fostered. The proposals should also
appropriately address concerns about mass surveilladgeratection of personal spaces. All
technologies and tools developed should be appropriately documented, to suppagptdakie
replicability.

Consortia should bring together interdisciplinary expertise and capacity covering the supply
and the demand sideParticipation of SMEs is strongly encouraged. In this topic the
integration of the gender dimension (sex and gender analysis) in research and innovation
content is not a mandatory requirement.

CS02- Hardware, software and supply chain security
Proposalsre invited against the following topic(s):

HORIZON -CL3-2022CS-01-02: Trustworthy methodologies, tools and data security
Aby designo for dynamic testing of potent.i
software components

Specific conditions

Expected EU The Commission estimates that an EU contribution of between EUR
contribution per and 5.00 million would allow these outcomes to be addre
project appropriately. Nonetheless, this does not preclude submissior

selection of a proposal requestidifferent amounts.

Indicative budget The total indicative budget for the topic is EUR 17.30 million.

Type of Action Research and Innovation Actions

Eligibility The conditions are described in General Annex B. The follov
conditions exceptions apply:

Some activities, resulting from this topic, may involve using class|
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B Seéurly
classified and sensitive information of tGeneral Annexes.

Technology Activities are expected to achieve TRL 4 by the end of the projeee
Readiness Level General Annex B.

Expected OutcomeProjects are expected to contribute to some of the following expected
outcomes:
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1 Effective access ctmol to system components and management of trustworthy updates

1 Modelling of security and privacy properties and frameworks for validating and
integration on the testing process

1 Integrated process for testing, formal verification, validation aodsideration of
certification aspects (including potential synergies with the EU cybersecurity
certification framework, as established by the EU Cybersecurity Act)

1 Tools providing assurance that thjpdrty and open source components are free from
vulnerailities, weaknesses and/or malware

f Data security fAby designo e.g. via secure

1 Instrumentation and secured communication with system components for dynamic
testing

1 Methods and environments for secured codingdésign and bylefault aad secure
hardware and software construction

1 Effective audit procedures for cybersecurity testing
1 Methods or procedures to make supply chains secure

The proposal should provide appropriate indicators to measure its progress and specific
impact.

Scope Trustworthy methodologies and tools for advanced analysis and verification, and
dynamic testing of potentially vulnerable, insecure hardware and software components calls
for good practices for system security, with a particular focus on software devatopwls,

IT security metric and guidelines for secure products and services throughout their lifetime. A
holistic methodology is needed, integrating runtime methods for monitoring and enforcement
as well as desigtime methods for static analysis and peogme synthesis, which allows for

the construction of secure systems with the strongest possible formal guarantees. The
firmware of devices, implementations of communication protocols and stacks, Operating
Systems (OSs), Application Programming Interfa@®BIs) supporting interoperability and
connectivity of different services, device drivers, backend cloud and virtualisation software,
as well as software implementing different service functionalities, are some examples of how
software provides the esserafesystems and smart (networked) objects. Supply chain issues,
including integration of software and hardware, should be considered appropriately.

R&I will be funded to develop hybrid, agile and highsurance tools capable of automating
evaluation proceses, accountability tools for audit results and updates and lightweight,
isolated virtualisation environments capable of securely inspecting and orchestrating
appliances in heterogeneous hardware and software architectures. Moreover, KPIs, metrics,
procedues and tools for dynamic certification of implementation security and scalable
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security, from chigevel to softwardevel and servicéevel, should be developed. It may also
include testing methods like coverage guided fuzzing as well as symbolic erecuti

The patrticipation of SMEs is strongly encouraged. In this topic the integration of the gender
dimension (sex and gender analysis) in research and innovation content is not a mandatory
requirement.

CS03- Cybersecurity and disruptive technologies
Proposils are invited against the following topic(s):

HORIZON -CL3-2022CS-01-03: Transition towards Quantum-Resistant Cryptography

Specific conditions

Expected EU The Commission estimates that an EU contribution of between
contribution per | 3.50 and6.00 million would allow these outcomes to be addres
project appropriately. Nonetheless, this does not preclude submissior

selection of a proposal requesting different amounts.

Indicative budget The total indicative budget for the topic is EUR 11.00 millio

Type of Action Innovation Actions
Eligibility The conditions are described in General Annex B. The follov
conditions exceptions apply:

I n order to achieve the expeci
strategic assets, interests, autonomy, ousey, namely cybersecurity il
the field of QuantunrResistant Cryptography, participation is limited
legal entities established in Member States and assoc
countriesProposals including legal entities which are not establishe
these countries Wibe ineligible.

Some activities, resulting from this topic, may involve using class
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B Seéury
classified and sensitiveformation of the General Annexes.

Technology Activities are expected to achieve TRL 6 by the end of the prbjsee
Readiness Level General Annex B.

Legal and The rules are described in General Annex G. Tlewing exceptions
financial setup of apply:

the Grant Beneficiaries may provide financial support to third parties in the
Agreements of grants. The maximum amount to be granted to each third party is

300 000 to support the expected outcomes of the topic, for exe
measuring, assessing and standardizing/certifying  fuipreof
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cryptography.

Expected OutcomeProjects are expected to contribute to at least three of the following
expected outcomes:

1 Measuring, assessing and standardizing/certifying feyguwef cryptography

1 Addressing gaps between the theoretical possibilities offered by quantum resistant
cryptography and its practical implementations

1 Quantum resistant cryptographic primitives and protocols encompassed in security
solutions

1 Solutions and methods that could bedus® migrate from current cryptography towards
future-proof cryptography

1 Preparedness for secure information exchange and processing in the advent-of large
scale quantum attacks

The proposal should provide appropriate indicators to measure its progresgpexific
impact.

Scope During the next decades the European Union should seize the opportunities that
guantum technologies will bring. However, quantum technologies will also pose a significant
risk to the security of our society. The advent of lesgde quantum computers will
compromise much of modern cryptography, which is instrumental in ensuring cybersecurity
and privacy of the digital transition. Any cryptographic primitive based on the integer
factorization and/or the discrete logarithm problem#l be vulnerable to largscale
guantumpowered attacks. The digital data/products/systems that derive their security
ultimately from the abovementioned primitives will be compromised and must be upgraded
including their replacement when needéd quanumresistant cryptography. The massive
scale of this foreseen upgrade shows that preparations are needed today in order to widely
implement the relevant mitigations in the future. Many companies and governments cannot
afford to have their protected comnicetions/data decrypted in the future, even if that future

is a few decades away. There is a need to advance in the transition to quesistsmt

cryptography.

Applicants should propose approaches to tackle the abovementioned challenges, with the goal
to develop cryptographic systems that are secure against attacks using both quantum or/and
classical computers. Proposals may also try to better understand the expected capabilities of
guantum computers (e.g. novel relevant quantum algorithms) and to fadbess their
implications to cybersecurity.

The proposed actions responding to this topic should take stock of and build on the relevant
outcomes from other research fields (such as mathematics, physics, electrical engineering)
and actions (e.g. H2020 peats, NIST PosQuantum Cryptography competition, efforts in
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ETSI), and are encouraged to plan engaging and cooperating with them to the extent possible.
Participation of SMEs is encouraged.

Applicants should demonstrate innovative ways to design, baibd, deploy the new
guantumresistant infrastructures (including relevant hardware, software and IT processes).
This should include switching from nowadays infrastructures to the proposed new ones with
practical migration paths, aiming to efficiently mandbe total time needed and the total
costs associated, while also paying attention to affordable energy consumption.

Applicants should look at the implementation of quantesistant algorithms on software as
well as specific hardware, such as. resouressitained |oT devices, smart cards, hegeed
field-programmable gate arrays.

Proposals should devise, develop and validate metrics, methodologies, conformity assessment
tests and tools for assessing and quantifying the security and the privacy of gheepro
systems and services. Furthermore, proposals should strive to encompass a thorough
comprehensive security evaluation of the engineering and deploying of efficient and secure
implementations of the proposed solutions. Due consideration should be tiven
countermeasures against side channel attacks.

Applicants should strive to use the most promising relevant cryptographic primitives as well
as to adapt the used cryptographic protocols accordingly.

Proposals may analyse how to develop combimgentumclassical® cryptographic
solutions in Europe, for those use cases where these hybrid solutions might bring gains to the
overall security. To this end, the analysis should take into account relevant actions in quantum
cryptography (e.g. H2020 Open@¥project, EuroQCI).

Proposals should validate their concept by exercising and deploying pilot demonstrators in
relevant use cases. The demonstrators should include exercises on executing different
migration strategies for real use cases and applicatiatsvould allow their implementation

in largescale, complex systems. Lessons learned from the exercises should be transformed
into practical, multidisciplinary guidelines that support entities to plan and execute their own
migration, considering the teaital, the economical and legal contexts.

For expanding the proposed work in terms of including additional quargsistant
infrastructures, additional pilot sites, additional countries and users the actions may involve
financial support to third partiga line with the conditions set out in Part B of the General
Annexes. Each consortium will define the selection process of the third parties for which
financial support will be granted (typically in the order of EUR 50 000 to 300 000 per party).
Up to 20%of the EU funding requested by the proposal may be allocated to the purpose of
financial support to third parties.

105 Here ficlassical o is ugeantwim.h Henacnememmdsnty pod g mam
considered as advanced classical cryptography.
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In this topic the integration of the gender dimension (sex and gender analysis) in research and
innovation content is not a mandatory reguieat.

CS04 - Smart and quantifiable security assurance and certification shared across
Europe

Proposals are invited against the following topic(s):

HORIZON -CL3-2022CS-01-04: Development and validation of processes and tools
used for agile certification ofICT products, ICT services and ICT processes

Specific conditions

Expected EU The Commission estimates that an EU contribution of between EUR
contribution per and 5.00 million would allow these outcomes to be addre
project appropriately. Nonethess, this does not preclude submission

selection of a proposal requesting different amounts.

Indicative budget The total indicative budget for the topic is EUR 18.00 million.

Type of Action Innovation Actions
Eligibility The conditionsare described in General Annex B. The followi
conditions exceptions apply:

Some activities, resulting from this topic, may involve using class|
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisionseictisn B Securityd EU

classified and sensitive information of the General Annexes.

Technology Activities are expected to achieve TRL 7 by the end of the projeee
Readiness Level General Annex B.

Expected OutcomeProjects are expected to contribub at least three of the following
outcomes:

1 Availability of applicable tools and procedures for partial and continuous assessment and
lean recertification of ICT products, ICT services and ICT processes;

1 Reduction of time and efforts spent for-freeatifying ICT products, ICT services and
ICT processes;

1 Improved stakeholder collaboration on cybersecurity certification information, including
manufacturers and end users from different Member States;

1 Efficient (re-)use of information and evidencelevant to certification and in support of
multi-scheme (rguse;
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1 Integration of certification on the whole system modelling, verification, testing and
verification process

1 Increased comparability of assurance statements arising from certification sarames
the standards used therein; avoidance of roattiification;

1 Advancing test and simulation facilities, including incident and threat analysis;

1 Increased Digital Twin capabilities for continuous assessment and integration of new
solutions.

The propoal should provide appropriate indicators to measure its progress and specific
impact.

Scope In order to foster the application of security standards, agile certification and
continuous assessment of cyber resilience systems, actions will cover the kangponi
packaging and distributing of certification processes for contemporary ICT products, services,
and processes but to new and disruptive technologies as well, such as Al and High
Performance Computing.

To support cybersecurity autonomy of the EU, apph@s concerning a dynamic, real time,
collaborative vulnerability testing and information sharing should be developed and build on
existing resources (including the work carried out in preparation of the EU cybersecurity
certification framework, as estadited by the EU Cybersecurity Act). The resources may
range from tools, procedures, practices, and information sources, such as checklists, flaw
repositories deployment and configuration guidance, and impact assessments posted by
European industries, maracturers, developers, CSIRTs, ISACs (Information Sharing and
Analysis Centres), or national and international authorities (e.g. NIST, JVN) and relevant
standards.

The actions should aim at improving certification processes, tools, evidence presentation and
assurance statements, at least in quantifiable terms, where relevant by relying on a suitable IT
security metric and should complement or aid other certifications relevant in other sectors or

risk scenarios.

In this topic the integration of the gendemeinsion (sex and gender analysis) in research and
innovation content is not a mandatory requirement.
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DisasterResilient Society for Europe

This Destination supports the implementation of international policy frameworks (e.g. the
Sendai Framework for Disast Risk Reduction, the Paris Agreement, Sustainable
Development GoalsEU disaster risk managemenpoliciestackling natural and mamade
threats (either accidental or intention&)ropean Green Dealpriorities including the new

EU Climate Adaptation Strategy COM(2021) 82 final. as well as theSecurity Union
Strategy'°® and theCounter-Terrorism Agendal®’.

The world and our societies are facing growing risks from anthropogenic and natural hazards,
which call for enhanced capacities fisk and resilience management and governdfce
including instruments for better prevention and preparedness, technologies for first and
second respondéf, and where relevant for citizens, and overall societal resilience. The
increasing severity and fregocy of extreme weather events (e.g. floods, heat and cold
waves, storms) and associated events (e.g. forest fires) resulting from climate change
compounded vulnerabilities and exposure require a specific research focus while geological
hazards (e.g. eadhakes, tsunamis, volcanic eruptions) and stoset trends (e.g. séavel

rise, glacier melt, droughts) also deserve a continuous attention. Anthropogenic threats also
demand strengthened crisis management capacities, as shown by recent industrigsaccide
and terrorist attacks associated with chemical, biological, radiological, nuclear and explosive
materials (CBRNE). Finally, the COVID19 crisis has demonstrated how societies have
become more exposed and vulnerable to pandemic risks and has shoesxistirag global
inequalities often exacerbate both the exposure and vulnerability of communities,
infrastructures and economies.

Risk reduction of any kind of disasters is regulated by a number of international, EU and
national and local policies and gsw&gies covering various sectors and features such as
awareness raising and communication, prevention, mitigation, preparedness, monitoring and
detection, response, and recovery. Our societies nhowadays have to deal with complex and
transboundary crises with which a more systemic approach with strict interconnection
between risk reduction and sustainable development is needed. Complex crises affect
scientific, governance, policy and social areas and requiresetdéoral cooperation. A wide

range of reseah and technological developments, as well as caphuitging and training
projects, has supported the development and implementation of policies and strategies.
However, integrating further research and innovation needs is often difficult owing to the

106 COM(2020) 66 final.

107 COM(2020) 795 final.

108 Overview of natural and mamade disaster risks the European Union may face, SWD(2020) 330.

109 A fisecond respondero is a worker who supports
medical personnel. They aievolved in preparing, managing, returning services, and cleaning up sites
during and after an event requiring first responders, including crime scenes and areas damaged by fire,
storm, wind, floods, earthquakes, or other natural disasters. These tygmsicés may include utility
services (shutdown or reinstatement of electrical, gas, sewage, and/or water services), wireless or
wireline communication services, specialty construction (i.e. shelter construction), hazardous waste
cleanup, road clearingcrowd control, emergency services (iRed Crosy first aid, food services,
security services, social services (i.e., trauma counsellors), and sanitation.
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complexity of the policy framework and the high level of fragmentation of research and
capacitybuilding initiatives. In addition, enhanced cooperation and involvement of different
sectors and actors are essential, including pohiekers, scientists, indwg/Small and
Medium Enterprises (SMEs), public administration (both at national and regional/local level),
scientists, credit/financial institutions, practitioners, MNaovernmental Organisations
(NGOs), and CivilSociety Organisations (CSOs), notwithsteug the citizen dimension.

In this respect, the implementation of international policy frameworks (e.g. the Sendai
Framework for Disaster Risk Reduction, the Paris Agreement), EU disaster risk management
policies, in particular the Union Civil Protectidiechanism (UCPM), the European Green
Deal policies such as the new EU Climate Adaptation Strategy, as well as the Security Union
Strategy and the Count@errorism Agenda (in particular for disasters linked to terrorism),
requires crosbvorder and crossectoral cooperation an enhanced collaboration among
different actors and strengthened knowledge covering the whole disaster management cycle,
from prevention and preparedness to response and recovery (and learning). Understanding
and exploiting the existinnkages and synergies among policy frameworks represents in this
sense a global priority for future research and innovation actions in the field of natural hazards
and marmmade disasters.

For the response side, international cooperation on researchremvétion with key partners

has the potential to identify common solutions and increase the relevance of outcomes. As
such, the International Forum to Advance First Responder Innovation (IFAFRI) and other
Expert Networks involved in UN and/or NATO initieiis have provided overviews of
existing gaps and are in the position to engage in cooperation with partners inside and outside
the EU, the results of which can provide a valuable source for identifying most urgent needs
concerning disaster management (eknowledge, operational, organizational and
technological) of relevance to international cooperation, in particular in support to the
implementation of international policies such as the Sendai Framework for Disaster Risk
Reduction.

Integrated approachese essential to bridge different policy areas including civil protection,
environment (including water, forestry, biodiversity / nature and Sensdsted policies),

climate adaptation and mitigation, health and consumer protection, and security ¢ulgarti

in the CBRNE area). Common resilience pathways emerging from different scientific and
operational domains still need to be explored in terms of their implementation potential. It
also requires the strengthening of opportunities for transdisciplarahtransboundary joint

efforts in order to organise and structure, a new strategy for the Horizon Europe Framework
with al/l the relevant actor s. I n particul ar
managing Ari skso an dstoeba supporied by geseareh andlinhogation e  n €
actions, including innovative methods and solutions addressed to devakanms, to support
complementary education and training needed in all the domains of interventions (from public
administration to privatecompanies, citizens, NGOs), complementary procedural and
organisational changes that have impact on the overall society as well as on technologies,
processes, procedures and various tools in support of first and second responders operations.
A huge body 6 knowledge and technology has been developed in the Seventh Framework
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Programme and Horizon 2020. This forms a strong legacy that will pave the way for future
research in support of an enhanced resilience of European society to disasters of any kind, and
previous findings will need to be fully recognised and used in forthcoming research
developments.

Successful proposals under this Destination are encouraged to closely cooperate with other
EC-chaired or funded initiatives in the relevant domains, such has Networks of
Practitioners projects funded under H2020 Secure Societies work programmes, the
Knowledge Networks for Security Research & Innovation funded under the Horizon Europe
Cluster 3 Work Programme, the Community of Users for Secure, Safe anigiReXilcieties

(future CERISTCommunity of European Research and Innovation for Security) or other
Knowledge Networks setp by European Commission services (e.g. the Union Civil
Protection Knowledge Netwot¥).

Furthermore, in order to accomplish the objaxs of this Destination, additional eligibility
conditions have been defined with regard to the active involvement of relevant security
practitioners or endsers.

Proposals involving earth observation are encouraged to primarily make use of Copernicus
data, services and technologies.

Proposals for topics under this Destination should set out a credible pathway to contributing
to the following expected impact of the Horizon Europe Strategic PlanZ024:

ALosses from nat ur-mdde déasters ared reduded throughnedhanoed n
disaster risk reduction based on preventive actions, better societal preparedness and
resilience and i mproved disaster risk manage

More specifically, proposals should contribute to the achieverokone or more of the
following impacts:

1 Enhanced understanding and improved knowledge and situational awareness of disaster
related risks by citizens, empowered to act, thus raising the resilience of European
society;

1 More efficient crossectoral, crosdisciplines, cros®order coordination of the disaster
risk management cycle (from prevention, preparedness to mitigation, response, and
recovery) from international to local levels.

Enhanced sharing of knowledge and coordination regarding standandigatthe area of
crisis management and CBRE

Strengthened capacities of first responders in all operational phases related to any kind of
(natural and mamade) disasters so that they can better prepare their operations, have access

110 Article 13 of Decision No 1313/2013/EU on a Union CiviloRection Mechanism and subsequent
amendments.
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to enhancedituational awareness, have means to respond to events in a faster, safer and more
efficient way, and may more effectively proceed with victim identification, triage and care.

The following call(s) in this work programme contribute to this destination:

Cal Budgets (EUR million) Deadline(s)
2021 2022
HORIZON-CL3-2021-DRS01 26.00 23 Nov 2021
HORIZON-CL3-2022DRS01 46.00 23 Nov 2022
Overall indicative budget 26.00 46.00
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Call - DisasterResilient Society 2021

HORIZON-CL3-2021-DRS-01
Conditions for the Call

Indicative budget($§*

Topics Type Budgets Expected EU Number
of (EUR contribution per of
Action  million) project (EUR projects
] million)112 expected
2021 to be
funded

Opening: 30 Jun 2021
Deadline(s): 23 Nov 2021

HORIZON-CL3-2021:-DRS01-01 RIA 5.00 Around 5.00 1
HORIZON-CL3-2021-DRS01-02 1A 6.00 Around 6.00 1
HORIZON-CL3-2021-DRS01-03 RIA 5.00 Around 5.00 1
HORIZON-CL3-2021:-DRS01-04 CSA  2.00 Around 2.00 1
HORIZON-CL3-2021-DRS01-05 1A 8.00 Around 4.00 2
Overall indicative budget 26.00

General conditions relating to this call

Admissibility conditions The conditions are described in Gene
Annex A.

Eligibility conditions The conditions are described in Gene
Annex B.

Financial and operational capacity and The criteria are described in General Ann

11 The DirectorGeneral responsible for the call may decide to open the call up to one month prior to or

after the envisaged date(s) of opening.
The DirectorGeneral responsible may delay the deadline(s) by tywo months.
All deadlines are at 17.00.00 Brussels local time.
The budget amounts are subject to the availability of the appropriations provided for in the general
budget of the Union for years 2021 and 2022.

112 Nonetheless, this does not preclusigomission and selection of a proposal requesting different
amounts.
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exclusion

C.

Award criteria

The criteria are described in General Anr

D.

Documents The documents are described in Geng
Annex E.

Procedure The procedure is described in Gene
Annex F.

Legal and financial sewp of tre Grant The rules are described in General Annex

Agreements

DRSO01- Societal Resilience: Increased risk Awareness and preparedness of citizens

Proposals are invited against the following topic(s):

HORIZON -CL3-20212-DRS-01-01: Improved understanding of risk exposure and its
public awareness in areas exposed to multiazards

Specific conditions

Expected EU
contribution per
project

Indicative
budget

Type of Action

Eligibility
conditions

The Commission estimates that an EU contribution of around EUR
million would allow these outcomes to be addressed apptely.

Nonetheless, this does not preclude submission and selection of a pt
requesting different amounts.

The total indicative budget for the topic is EUR 5.00 million.

Research and Innovation Actions

The conditions are described in General Annex B. The folloy
exceptions apply:
The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
organisations representing céizs or local communities, practitione
(first and/or second responders), and local or regional authorities
private sector from at least 3 different EU Member States or Assoc
countries. For these participants, applicants must fill in the f{
AEIgi bility information about p
all the requested information, following the template provided in
submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
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timing data and serves, beneficiaries must make use of Galileo/EGN
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Expected OutcomePr oj ect s 0 resul ts are expected t
outcomes:

1 Advanced disaster / crisis simulations and impact assessments supporting -decision
making processes based on best available knowledge, adaptive strategies and
methodologies, including accurate exposure data and adequate vulnerability assessments,
guantitatve hazard information with comparable metrics across different risks
(especially addressing muliazard situations), including disaster loss data and
gualitative information issued from historical testimonies and case studies.

1 Risk and resilience assessmeolutions, studies and outputs in support of {t@rgm
multi-hazard management strategies (e.g. climate adaptation, disaster risk reduction and
prevention and mitigation strategies) with a focus on vulnerable regions prone to
multiple hazard occurrencesvolving interdisciplinary teams in different scientific and
technological fields (such as geology, climate, meade hazards, critical infrastructures
and assets, history, health sciences, economics and social sciences). This requires novel
interdiscipinary risk approaches to assessing hwapard interactions, and reaching
the most vulnerable segments of the community.

1 Advanced data management, information update and forecast / early warning systems
(including via satellite and isitu observation)in support of evolving public
understanding and decisiomaking needs in the field of muhliazard preparedness
policy and planning, taking into account data uncertainties and including the
determination of baseline scenarios and corresponding risk thdssls well as data
potentially available (e.g. from surveys, earth observations, historic databases, academic
and business/private sector repositories, climate projections, etc.) anckaldiane
impact simulations combined with def@ming approaches

1 Communication and dissemination platforms supporting an increased dialogue and
cooperation between scientific, technological, practitioners, poliaiers, private
sector (e.g. insurers), NGOs, citizens and commtbased organisations for sharing
and buiding-up the knowledge of hazards and related risks for a comprehensive
awareness (and preparedness) of the risk at all levels (risk memory and implementation
of lessons learnt into policy actions), taking into account various uncertainties that may
affectdecisionmaking.

Scope The awareness of multiple hazards and the understanding and the assessment of risks
and their consequences is a critical and fundamental step towards the development of local,
national and international policies and strategiethiwi all phases of the disaster risk
management cycle, in particular preparedness. The availability of reliable scientific data and
information (including historical occurrences and climate projections) to anticipate future
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disaster events or crisis sitigats, considering uncertainties inherent to natural systems
characterization, and effectively support decismgking processes at all levels represents a
global challenge for both the research community and governance institutions.

Actions at national/lcal and global/regional levels rely on knowledge of risks in all its
dimension and changeable nature. A strengthened understanding of risks by the population
(and decisiormakers) is needed, based on both records of past events and forecasts and
projections(with quantified uncertainties) that reflect consideration of evolving trends and
dynamics over time and space. This is particularly acute in the case chardtd risks, i.e.
occurrences of several disasters either in cascade or at once. Moreowerkimeeds to be
complemented with improved knowledge on how risk awareness and actions are influenced
and shaped by diverse aspects such as past events, cultures and traditions.

The understanding of multiple disaster risks (and related awareness)orellesowledge

gained about historical data and information about past events and related lessons learned as
well as the ability to forecast and assess future risks under uncertainty (including impacts of
pandemics, as well as global change, including ckmiéends and earth system and
environment dynamics). These complex interactions between human decisions and multiple
hazards require novel risk assessment approaches such abasgehimodelling and systems
dynamics methods. This will result in improvedeparedness actions built upon these
analyses (e.g. defining evacuation routes, responsiveness of health services, etc.). Social
media also plays a role in disaster analytics. For example, an increasing number of-location
based social network services garovide timestamped, getocated data that opens new
opportunities and solutions to a wide range of challenges by analysing the extracted public
behaviour responses from social media before, during and after disaster events. When using
social media datathe design for data collection and analysis has to respect fundamental
rights, privacy and data protection and analyses have to take related societal effects in online
and offline environments into account as well as possible disinformation and fakeAtsys.

risk awareness, understanding and preparedness are unequally distributed along a wide range
of variables (soci@conomic, cultural, regional etc.) that may generate drawbacks and
conflicting issues with respect to groups' vulnerability.

This topic reuires the effective contribution of SSH disciplines and the involvement of SSH
experts, institutions as well as the inclusion of relevant SSH expertise, in order to produce
meaningful and significant effects enhancing the societal impact of the relatearate
activities. The involvement of citizens, civil society and other societal stakeholders in co
design and caereation should be promoted. In order to achieve the expected outcomes,
international cooperation is encouraged.

Where possible and relevargynergybuilding and clustering initiatives with successful
proposals in the same area should be considered, including the organisation of international
conferences in close coordination with the Community for European Research and Innovation
for Security(CERIS) activities and/or other international events.
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DRSO02- Improved Disaster Risk Management and Governance
Proposals are invited against the following topic(s):

HORIZON -CL3-2021:DRS-01-02: Integrated Disaster Risk Reduction for extreme
climate events: from early warning systems to long term adaptation and resilience
building

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed ompjately.

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 6.00 million.
budget

Type of Action  Innovation Actions

Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
organisations representing citizens or locammunities, practitioner
(first and/or second responders), and local or regional authorities
private sector from at least 3 different EU Member States or Assoc
countries. For these participants, applicants must fill in the f{
AElI i ginbiolrimay i on about practiti
all the requested information, following the template provided in
submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, benédites must make use of Galileo/EGNC
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Expected OutcomePr oj ect s®6 results are expected to
outcomes:

1 Improval dialogue and cooperation among scientific and technical communities,
stakeholders, polieynakers and local communities in the field of extreme climate events
and associated events (e.g. forest fires, droughts, floods, heatwaves and storms) and
disasterisk reduction.
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1 Enhanced community engagement for prevention, preparedness, response, recovery and
learning to extreme climate events by strengthening knowledge and involvement of
volunteers linked to recognised organisations into the planning, design and
implementation of prevention, including building with nature, preparedness and
emergency response activities.

1 Strengthening of disaster risk reduction and resilience building through innovative use of
media means, namely by examining the potential of r@wneunication tools and apps
for better preparedness and response.

1 Overview of existing knowledge, tools and development of new tools (innovative data
collection, satellite data, data harmonisation, artificigdlligence tools, algorithms,
sensors and detonaid approaches) for early warning, response and resilience /
adaptation to be demonstrated in the framework ofcasé¢ scenarios designed for
training addressed to first and second responders, (national, regional, local) authorities
and populationsThe overview should document how legal and ethical rules of operation
as well as fundamental rights such as privacy and protection of personal data are taken
into account.

1 Based on the demonstrations, development of new governance strategies and robust
decisionsupport methodologies for integrated risk reduction and improved adaptation to
climate extreme events.

1 Improved understanding of enablers and barriers to msitigovernance frameworks
and multirisk thinking, by involving interdisciplinary team@ different fields,
particularly the social and behavioural sciences.

1 Costbenefit or coskffectiveness analyses of investment and regulatory strategies to
protect people and nature in vulnerable areas.

1 Identification of production/livelihood practice@oods, services, activities etc.) at
community and national level that contribute to increased local/global climate risks, and
explore how these can be adapted so that they are both economically and
environmentally sustainable.

Scope In contemporary soety, the capacity of communities and governments to manage
expected and/or unexpected extreme climate events depends heavily on effective governance
throughout the entire Disaster Risk Management cycle. This covers operational mechanisms
ranging from shid-term actions (e.g. early warning and foredzated actions) to lorAgrm
adaptation strategies and resilience building, including ndased solutions. A coherent
integration between Disaster Risk Reduction, Climate Adaptation policies and Sustainabl
Development Goals as fostered by the European Green Deal and major UN initiatives should
result in a comprehensive resilience framework, while improving synergies and coherence
among the institutions and international agencies involved.
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The effective imfementation of global and European risk governance and policies to enable
integrated disaster risk reduction for extreme climate events requires a collaborative
involvement in risk assessment and information sharing across involved institutions,
includingthe civil and private sector and the population.

Crossregional, cros$order and crossector agreements covering all phases of Disaster Risk
Management can improve the knowledge about extreme climate events such as forest fires,
droughts, floods, heatwes, storms and storm surges. In addition, improving effective
prevention, preparedness and response rely upon specific national or local expertise and
experience. It is important to overcome silos between technical and political authorities at all
levels and advocate integration among involved actors. Migl governance frameworks
related to climate extremes, shifting from single to rmgk thinking in governmental
agencies, represents the key challenge for the future, considering how measureswe impr
the resilience of the built environment and communities may provide effective solutions to
strengthen adaptation measures.

Creating an overview of existing knowledge, integrating tools and developing new ones for
resilience and emergency managementukhanclude careful planning for interoperability
amongst many actors. It is important that solutions pay attention to societaiffsicts of
integrating data about emergencies, for instance Apps, where persons concerned tend to share
more willingly, butdo not reflect consequences of that. Thus, the development of data
management tools for emergencies need to respect fundamental rights, data protection and
avoid function creep.

This topic requires the effective contribution of SSH disciplines and tlodviement of SSH
experts, institutions as well as the inclusion of relevant SSH expertise, in order to produce
meaningful and significant effects enhancing the societal impact of the related research
activities.

Where possible and relevant, synelmylding and clustering initiatives with successful
proposals in the same area should be considered, including the organisation of international
conferences in close coordination with the Community for European Research and Innovation
for Security (CERIS) activiis and/or other international events.

HORIZON -CL3-20212-DRS-01-03: Enhanced assessment of disaster risks, adaptive
capabilities and scenario building based on available historical data and projections

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR
contribution per  million would allow these outcomes to be addressed appropric
projed Nonetheless, this does not preclude submission and selection

proposal requesting different amounts.

Indicativebudget The total indicative budget for the topic is EUR 5.00 million.
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Type of Action Research and Innovation Actions

Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:

The following additional eligibity conditions apply:
This topic requires a multidisciplinary consortium involving:

1 representatives of scientific areas that are related to disaster
management, societal and historical aspects;

1 as well as local or regional communities and authorifiesn at
least 3 different EU Member States or Associated countries.

For all the participants above
information about practitioner
requested information, following therhplate provided in the submissit
IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may additionally be used). The @epefnicus
for earth observation is encouraged.

Expected OutcomePr oj ect s®é6 results are expected t
outcomes:

(0]

1 Innovative exposure and vulnerability analysis methods, including those that take a
systemic perspective bgtegrating sectoral expertise (e.g. social science, human health,
cultural heritage, environment and biodiversity, public financial management and key
economic sectors) and identifying key vulnerable groups and assets.

1 Maximising usability through a sepg-oriented approach, including through the
optimisation and tailoring recommended practices, scientific models and scenarios for
the intended users to support technical policy improvements and implementation of
actions.

1 Enhanced exploitation of monitoringata and satellite/remote sensing information as
well as artificial intelligence to improve highvel assessment from international to local
levels, identifying the major sources of uncertainty in hazard assessment and ways to
reduce them.

1 Evaluation ofexisting disaster risk and resilience assessment and scenarios (at national
and local levels), taking into account historical / geological data, monitoring, risk and
forecasting data, and based on the evaluation, serious games, modelling of future
scenams accounting for current and future impacts of diverse extreme events and
disasters.
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Scope The assessment of disaster risks requires different types of actions ranging from soft
measures to technologies. Simulatlmased risk and impact assessmentsresgmt an
effective approach to make science understandable to decision makers and streamline national
to local mitigation/adaptation actions. This is especially the case if they are integrated with
evaluation tools for codienefit/effectiveness and muttriteria analyses, dafarming
experiments, serious games, and are tailored to meeuend r 6 s needs, t o
effectiveness of alternative options in different phases of the Disaster Risk Management
cycle.

Specific risk assessments should be decisor demanedriven and informed by scientific
evidence, and there is a clear need to translate the results to ensure they are relevant, usable,
legitimate and credible from the perspectives of the usersieSign, cedevelopment, co
dissemination and eevaluation engaging the intended end users represent in this sense key
features of improved risk, resilience and impact assessments.

In a first place, the acquisition of data is an essential feature and this requires innovative
solutions for faster risk ssessment and reduction. This includes the identification of
precursors for different types of threats, supporting the design or improvementtafgisted
monitoring programmes. In addition, risk assessments themselves are primarily designed to
predictthe likelihood of a specific event, whereas what is of primary concern is the impact of
that event on society, infrastructure, governance, etc. Numerous experiences gathered in the
natural hazards area showed that an enhanced assessment of risks amdiackeliag may

be improved by taking into account reliable data (both quantitative and qualitative) and
historical occurrences, when available, including disaster loss data (studies of past events in
particular lowprobability / longtime recurrence evesit This includes for example a higher
completeness of the historieg¢ological records of volcanic eruptions, major earthquakes,
tsunamis etc.

In the case of extreme climate events such as storms and related storm surges, or health crises
(outbreaks, patemics) the analysis should draw on the outputs of-efdtee-art climate
projections, including by taking into account the uncertainties brought on by climate change
and our state of knowledge of the key processes underpinning the functioning oftthe Ear
system.In cases where there are not be enough historical data and a high level of uncertainty,
assessments and decision making will have to rely on qualitative data.

The action should take into account disaster loss databases and risk data repositories
Member States and relevant hubs. This topic requires the effective contribution of SSH
disciplines and the involvement of SSH experts, institutions as well as the inclusion of
relevant SSH expertise, in order to produce meaningful and significantsef@zancing the
societal impact of the related research activities. In order to achieve the expected outcomes,
international cooperation is encouraged.

Where possible and relevant, synelgylding and clustering initiatives with successful
proposals in tb same area should be considered, including the organisation of international
conferences in close coordination with the Community for European Research and Innovation
for Security (CERIS) activities and/or other international events.
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HORIZON -CL3-20212-DRS-01-04: Developing a prioritisation mechanism for research
programming in standardisation related to natural hazards and/or CBRNE sectors

Specific conditions

Expected EU The Commission estimates that an EU contribution of ard&ls@ 2.00

contribution per = million would allow these outcomes to be addressed appropri:

project Nonetheless, this does not preclude submission and selection
proposal requesting different amounts.

Indicative budget The total indicative budget for the topic is EUR 2.00lonl.

Type of Action Coordination and Support Actions

Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:

The following additional eligibility conditions apply:
This topic requires the activevolvement, as beneficiaries, of:

i atleast 2 National standardisation organisations;

1 and representatives of scientific stakeholders involved
standardisatiomelated research and enders (both practitioners
and policymakers) in the areas of risk mgeanent of natural
hazards and CBRIE.

For all the participants above
i nformation about practitioner
requested information, following the template provided in the sulmis
IT tool.

Expected Outcomd®r oj ect sd results are expected to

T Building up on existing initiatives, development of a consolidated platform gathering
key actors involved in DRM for natural hazards and/or CEHRIM identify ongoing
standardisation activities, discuss key features related to them, including classification,
and prioritise actions (consultation, dissemination, research programming).

1 Setting a twesteps mechanism to (1) evaluate standardisation nekuhg) tato account
existing and running activities, and establish priorities in close consultation with key
users (policyma k er s and practitioners at al |
national and regional authorities and relevant actors), and @ptdlons relevant to the
identified priorities according to their degree of maturity, including research
programming in the Disasteesilient Societies part of the Horizon Europe programme.
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1 Establish a standardisation roadmap at international (ISO) amap&an (EN) levels,
leading to improved coordination of activities at EU and international levels and cross
fertilisation among different sectors.

Scope Increasing resilience to natural disasters or CHRMvents closely relies on
management procedureechnologies and tools. An important feature supporting Disaster
Risk Management and relevant international and EU policies is standardisation needed to
improve the technical, operational and semantic interoperability of command, control and
communicatio systems, or the interoperability of detection equipment and tools in the areas
of CBRN-E. A range of actions have been undertaken to identify and prioritise
standardisation activities, from pm®rmative (design of new tools and methods) te co
normative (comparison / validation of existing tools and methods) research to mandate of
mature items to European Standardisation Organisations via theCERIELEC and ETSI.

While some research projects delivered tangible CEN Workshop Agreements (CWAs) and
made progess in standardisatienelated research in the areas of natural hazards and EBRN

civil protection and crisis management, no mechanism yet exists to ensure that standardisation
is developed in close consultation with key stakeholders such as -paicys and
practitioners at all levels (European, national, regional and local). There is a need to ensure
that any standardisation activities where a significant contribution to improve the disaster
resilience through standardisation can be expected are pewelo close cooperation with

end users and prioritised with them while paying attention to the legal frameworks in place.

In this context it is important to remind that standardisation should support operations and
policy-making to supplement it but shduby no means substitute it. While standardisation of
technology may be more straightforward, the right balance does especially have to be sought
for processes. Based on existing or developing platforms, a prioritisation mechanism should
hence be establisld, taking into account classification aspects (in particular in the GBRN
sector), leading to decisions related tegming or new standardisation items that should be
directed in an organised way to pog co-normative research actions, CWAs or mansiabe

to guidelines / Standard Operating Procedures not requiring formal standardisation (corporate
voluntary agreements). This mechanism should have a close connection with future research
programming and ensure close synergies with standardisationtiestion European (e.g.
CEN/TC 391) and international level (e.g. ISO/TC 292).

In order to achieve the expected outcomes of this topic, the involvement of chairs of relevant
CEN and/or ISO Technical Committees in an advisory role/function is strengburaged.

DRSO03- Strengthened capacities of first and second responders
Proposals are invited against the following topic(s):

HORIZON -CL3-2022:-DRS-01-05: Fast deployed mobile laboratories to enhance
situational awareness for pandemics and emerging infeous diseases

Specific conditions
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Expected EU
contribution per
project

Indicative
budget

The Commission estimates that an EU contribution of around EUR
million would allow these outcomes to be addressed appropric
Nonetheless, this does not preclude submissidrsalection of a propos:
requesting different amounts.

The total indicative budget for the topic is EUR 8.00 million.

Type of Action

Innovation Actions

Eligibility
conditions

The conditions are described in General Annex B. Tokowing
exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
first respondersod organisationsts
regional authoritiesn charge of managing sanitary crises from at lea
different EU Member States or Associated countries. For t
participants, applicants must f
practitionerso in the appihfarncation,i
following the template provided in the submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may addition&ké used). The use of Copernic
for earth observation is encouraged.

Technology

Activities are expected to achieve TRi8@y the end of the projettsee

Readiness Level General Annex B.

Expected Outcomd®r oj ect s06 r esul t s toahe &llowixgmwcomes: d

1 Inventory and comparison of existing mobile laboratories, including heavy structures
(both military and civilian) and light seHustained systems, evaluation of quality

management systems for maintenance, validation and testing.

1 New (mobile laboratory) solutions for the fast, reliable and unambiguous detection and

t

0]

identification of infectious agents, diagnostic tests, monitoring and mapping of
contamination and enhanced field data communication to decisung authorities.

1 Strategies to orchestrate mobile laboratory capacities in the EU, and improvements in the

management of trained staff in Europe.

Scope The recent COVIBLY9 crisis has demonstrated that the ability to rapidly identify

viruses on scene under a proper dgyaontrol/assurance regime is crucial to ensure adequate
risk assessment, optimal risk management, and proper counter measures. Consequently, a

determining factor is to bring a rapidly deployable diagnostic capacity as close as possible to
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the crisis areaConsidering specific infectious diseases is of paramount importance as also is
the possibility to develop scalable capacities for joint multinational intervention. In the EU
Civil Protection and Health policy framework, mobile laboratories are incrédgdegoming

part of crisis responses and recovery plans, and the CQViiDustrated the needs for further
developments in this area. Pandemics risk mitigation comprises prevention, preparedness and
postcrisis management, including networking, regionald ainternational partnership,
consolidating, coordinating and optimizing existing capabilities in terms of expertise, training,
technical assistance and equipment. There is a need for building synergies among existing
initiatives to develop an EU capacibuilding by strengthening the national and regional
capacities and staff training for mobile laboratories operation;temmy sustainability culture

of safety and security.

In order to achieve the expected outcomes, international cooperation is encpumaged
particular with Japan in the framework of the-Bapan collaboration on pandemics.

Where possible and relevant, synetgylding and clustering initiatives with successful
proposals in the same area should be considered, including the organisatimnational
conferences in close coordination with the Community for European Research and Innovation
for Security (CERIS) activities and/or other international events.

Call - DisasterResilient Society 2022
HORIZON-CL3-2022DRS-01
Conditions for the Call

Indicative budget(s}®

Topics Type Budgets Expected EU Number
of (EUR contribution per of
Action  million) project (EUR projects
] million)4 expected
2022 to be
funded

Opening: 30 Jun 2022
Deadline(s): 23 Nov 2022

HORIZON-CL3-2022DRS-01-01 1A 10.00 Around 5.00 1

113 The DirectorGeneral responsible for the call may decide to open the call up to one month prior to or

after the envisaged date(s) of opening.

The DirectorGeneral responsible may deldne deadline(s) by up to two months.

All deadlines are at 17.00.00 Brussels local time.

The budget amounts are subject to the availability of the appropriations provided for in the general
budget of the Union for years 2021 and 2022.

Nonetheless, this @s not preclude submission and selection of a proposal requesting different
amounts.

114

Part 6- Pagel51of 214



Horizon Europe- Work Programme 2022022

Civil Security for Society

HORIZON-CL3-2022DRS01-03 | 1A Around 5.00
HORIZON-CL3-2022DRS01-02 RIA 10.00 Around 5.00
HORIZON-CL3-2022DRS01-04 RIA Around 5.00
HORIZON-CL3-2022DRS01-05 1A 10.00 Around 5.00
HORIZON-CL3-2022DRS01-06  I1A Around 5.00
HORIZON-CL3-2022DRS01-07 RIA 5.00 Around 5.00
HORIZON-CL3-2022DRS01-08 | 1A 11.00 Around 5.00
HORIZON-CL3-2022DRS01-09  IA Around 6.00
Overall indicative budget 46.00

General conditions relating to this call

Admissibility conditions

Eligibility conditions

Financial and operational capacity and
exclusion

The conditions are described in Gene
Annex A.

The conditions are described in Gene
Annex B.

The criteria are described in General Anr
C.

Awardcriteria The criteria are described in General Anr
D.

Documents The documents are described in Genq
Annex E.

Procedure The procedure is described in Gene

Annex F.

Legal and financial sewp of the Grant
Agreements

The rules are described @eneral Annex G.

DRSO01- Societal Resilience: Increased risk Awareness and preparedness of citizens

Proposals are invited against the following topic(s):
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HORIZON -CL3-2022DRS-01-01: Enhanced citizen preparedness in the event of a
disaster or crisisrelated emergency

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR
contribution per  million would allow these outcomes to be addressed appropri:
project Nonetheless, this does not preclude submission seidction of a

proposal requesting different amounts.

Indicative budget The total indicative budget for the topic is EUR 10.00 milfibh.

Type of Action Innovation Actions

Eligibility The conditions are described in General Annex B. Toléowing
conditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of each |
following types of organisation:

1 organisations representing citizens or communities;

1 and organiations representing practitioners (first and/or secc
responders);

71 as well as local or regional authorities;
1 and private sector entities.

For all the participants above
i nformati on aboue appicateor formt witho all ethre
requested information, following the template provided in the submis
IT tool.

Procedure The procedure is described in General Annex F. The folloy
exceptions apply:
To ensure a balanced portfolio, grants will be awdrb applications na
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applications attain
thresholds.

Expected OutcomePr oj ect sd6 results are expfellowingd t
outcomes:

1 Design of preparedness actions linking together multilevel interventions that need to
involve citizens, communities, business organisations, public administrations for

115 This budget is shared with topic HORIZA@BL3-2022DRS-01-03
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empowering citizens and their communities to act by themselveshéwgetith
emergency services and managing spontaneous volunteers in the case of a disaster or
crisisrelated emergency of any kind (natural hazards, including pandemics, er man
made including terrorist threats) in the form of best practices and guidekplestiag

local resources (knowledge, networks, tools) developed with practitioners and local
decisionmakers.

1 Development of effective means for communication improving 4atganisational
collaborative processes e.g. early warning systems and comnmmicagins, roles,
tasks and responsibilities of citizens, communities, local authorities, NGOs, business
companies and practitioners, taking into account the legal framework, procedures for
normal operation and organizational boundaries.

1 Improved early wening systems, forecasts and strategies to reach different public
representatives with proper messages in the event of a disaster.

1 Demonstration exercises involving citizens, training and educational institutions, local
decisionmakers, employees in publadministrations and in business companies, and
practitioners, to identify practices, test guidelines and communication strategies-in near
realcase situations in the framework of field exercises, virtual trainings and serious
gaming, school / universitgurricula and professional training.

T Building a 6cul ture of di saster prepar e
administrations, business companies, practitioners: Development of an effective
education system and integration of theory and practicereparedness in school
curricula; development of an effective integration of multilevel action in public
administration (at local and regional national and international levels) focusing also on
responsibility and deliberation issues; development of @ffegreparedness practices
for citizens, communities, business organisations and practitioners (and their
associations).

1 Deployment of evidencbased assessment methods/models to monitor and strengthen
emergency preparedness.

Scope Improving societal rglience to disasters or crises relies on various features related to
preparedness of citizens, communities, education systems, public administrations, business
companies and practitioners. These concern, in particular, ways to react and informed
decisiongto take in case of an event. Individual, public and meitel actions are needed in
disaster risk management and they have huge implications on potentially reducing losses and
increasing the operational capacity of responders, along with significamictsnpn the
emergency planning and management phases and its relation to continuous operations and
existing safety management. In particular, the level of awareness of EU citizens of the risks in
their region is an indicator for measuring progress in asing public awareness and
preparedness for disasters and in the implementation of the Union Civil Protection
Mechanism legislation.
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Besides the required risk understanding dealt with in topicZll23-DRS-01-01, research is
needed in several domains. Witregard to public administrations, it is relevant to
conceptualise how to increase risk awareness by building processes capable of fostering a
long-lasting coalition with citizens around the objective of reducing vulnerability. This
implies the definitionof action protocols and models of responsibility that mobilise the
intervention of individual employees of public administrations. With regard to business
companies and practitioners, it is relevant to integrate their emergency activities in the local
context. With regard to citizens and communities, it is necessary to design preparedness
actions enabling an empowerment of citizens (including particularly vulnerable groups), their
communities and NGOs through bottap participatory and learning processddis
includes school/university curricula and professional training and trust building among local
actors, integrating relevant traditional knowledge, incorporating a gender perspective where
relevant, best practices, guidelines, and possible changegutétions, to allow participatory
actions. Difficulties in communication to the public in preparedness (and response) phases
requires the consideration of legal aspects, along with investigations into innovative practices,
forms and tools that will enabtbe more effective sharing of information, taking into account
possible risks of disinformation and fake news. These will support citizens in acting
efficiently by themselves, through enhanced collaboration and communication and improving
information exclnges between local authorities (including first and second responders),
vulnerable populations (e.g. so@conomic groups, ethnic groups, people with illnesses or
disabilities, children, elderly, hospital patients), and the private sector.

Moreover, recet crises have shown that there is a large sense of solidarity among the
population during a disaster or crisis situation. Many citizens that were not involved in
disaster relief organisations before the crisis want to offer support to their fellow €iimen

the broader community in times of <c¢crises.
however most efficient if they are informed and trained and if their valuable contributions are
coordinated with the authorities and first and second respotethe ground. Preparedness
plans, tests and continued adaption on how best to manage spontaneous volunteers and
integrate those into the response are needed.

This topic requires the effective contribution of SSH disciplines and the involvement of SSH

experts, institutions as well as the inclusion of relevant SSH expertise, in order to produce
meaningful and significant effects enhancing the societal impact of the related research
activities. In order to achieve the expected outcomes, internationalratiopes encouraged.

HORIZON -CL3-2022DRS-01-02: Enhanced preparedness and management of High
Impact Low-Probability or unexpected events

Specific conditions

Expected EU The Commission estimates that an EU contribution of ard@i@ 5.00
contribution per  million would allow these outcomes to be addressed appropric
project Nonetheless, this does not preclude submission and selection
proposal requesting different amounts.
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Indicative budget

The total indicative budget for the topic is EUR 10n@i0lion. 16

Type of Action

Eligibility
conditions

Technology
Readiness Level

Procedure

Research and Innovation Actions

The conditions are described in General Annex B. The folloy
exceptions apply:

The following additional eligibility conditions apply:

This topic requires a multidisciplinaconsortium involving:

1 representatives of scientific areas that are relevant for this topic

1 as well as representatives of stakeholders (both practitioners
policy-makers).

For all the participants above
information about practitioner
requested information, following the template provided in the submis
IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, beivgiries must make use of Galileo/EGNC
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Activities are expected to achieve TRi54y the end of the projettsee
General Annex B.

The procedure is described in General Annex F. The following excef
apply:

To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applications attain
thresholds.

Expected OutcomePr oj ect s6 results are expected

outcomes:

1 Increased understanding of high impbmt probability events in the short @dmedium

term, both from natural and mamade hazards. These perspectives include cultural,
societal, regional, ethical and historical contexts. This should capture new and emerging

risks and develop engserfriendly tools for risk assessors to concepgasuch risks.

1 Improved methods/tools for decisiomaking under uncertainty to prepare for high
impact lowprobability events. These methods could include the impact of past events,

communication and linguistic components, and regional specificitieseTdtemuld be

116 This budget is shared with topic HORIZ@BL3-2022DRS-01-04
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developed in close cooperation with end users to maximise application of these tools in
practice.

1 Better preparedness for and management ofingiact lowprobability risks that most,
if not all, experts have difficulty conceptualising (theeMpected events), including by
developing neregret options that can address different kinds of impacts irrespective of
the cause.

T1 mproved mapping of ) socioeconomic SY S
negatively affected by higimpact lowprobabilty events, and ii) which systems
contribute to the materialisation of higinpact lowprobability risks by increasing
societal vulnerability. This would be supported by identification of interventions where
resiliencebuilding would be most effective. Thidentification could be based on an in

depth understanding o f past event s, a m &
sensibilities in a geographical space / region context, and/or their ethical and legal
contexts.

1 Improved preparedness at an individlevel, at local level and at the governmental
level, including through clarifying roles and responsibilities around management of
high-impact lowprobability events. An improved understanding of existing risk and
resilience management capacities acrossofie at national and regional levels for
responding to higiimpact lowprobability risks that Europe may face.

1 Development of appropriate simulation tools to identify areas under higher risk of
occurrence of HILP events and development of preparedneass atel management
mechanisms, including communication, to address the effects of such occurrence.

1 Combination of qualitative and quantitative approach strategies, which encompass
practical and probabilistic knowledge to increase the success rate ofyidgnahd
adequately monitoring fast developing risks into potential -mgbact lowprobability
events

1 Multi-disciplinary reference library around HILP events and their impacts would allow
to build up a record of observations that can help quantifyntpacts and, by analogy,
similar risks that might arise in the future.

1 Scenariebuilding exercises and stretest riskrelated practices in critical infrastructure
sectors (e.g., transport, communications, energy) would enhance preparedness and help
idenify particularly affected social groups while enabling rapid financial and practical
support where national organizations are unable to cope or where the consequences are
crossborder in nature. Independent, highality hubs (national or regional) for g
date risk notification and provision of scientific information and communication in a
crisisi supported by governments, businesses and industry associations.

Scope The risk landscape has changed significantly over the last decades. With new and
emepging risks and risk magnifiers such as climate change, cyber threats, infectious diseases
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and terrorism, countries need to anticipate and prepare for the unexpected and difficult to
predict.

At European level, there is, however, no agreed definition nénadelogy to characterise

HILP and unexpected events, resulting in differing impact scales and a lack of comparability

of risk ratings among National Risk Assessments. hhgbact, lowprobability risks
(HILP/Hi-Lo) can be under st ocesdhatacannofieasiyebe ansicipated, o c c
arise randomly and unexpectedly, and have in
can manifest themselves not only as -offehigh-profile crises and megdisasters (e.g.,
Fukushima Daiichi Nuclear Accidergyuption of the Eyjafjallajokull volcano, 9/11 terrorist

attack in the U.S. and COVHD9 pandemic) but also as lowgrofile, persistent events with

equally serious impacts such as flooding, droughts and cyclones which, owing to the low
likelihood of occurence or the high cost of mitigating action, remain emundefprepared

for.

High-impact, lowprobability events (HILP) and their cascading effects raise many challenges

for governments, businesses and decisnakers, including defining where the
resposibilities lie in preparing for both individual shocks and simetion trends (e.g. global
warming, tipping points, sea level rise) that tend to increase their magnitude and frequency. A
2019 revision of Decision 1313/2013/EU on a Union Civil Protectioohdaism has brought
attention to high impact low probability risks and events, now requiring Member States to
take prevention and preparedness measures to address them where appropriate, and the EU
fully financing capacities through rescEU to respond ¢ impact low probability events.

To get the right balance between planning f
responses for events that are rare or unexpected, research should support the anticipation and
management of shock events throughpioving planning processes, establishing broader
risk-uncertainty frameworks that capture such events, enhancing business resilience and
responses to shocks, and stepping up communications in a crisis.

Preparing for and managing the consequences of a ldignt will benefit firstly from
developing an increased understanding of new and emerging risks, besides the required risk
understanding dealt with in topics G2B21:DRS-01-01 and CL32021:-DRS01-02, and in

close connection to them. Improved methods khalso be sought to support risk assessors
and decisiormakers in conceptualising these risks and developingegi@t options to
manage them. A thorough understanding of existing risk management capacities across
Europe at national and regional levels flesponding to higimpact lowprobability risks that
Europe may face would contribute to improving preparedness at the European level to risks
that can affect multiple countries at once and overwhelm national response capacities. Finally,
enhancing prepadness for and management of high impactpoabability events cannot
happen without an increased resilience of individuals. In close connection to topk021-3
DRS-01-02, research is also needed on how to prepare citizens for unfamiliar risks and what
information to disseminate, and how to communicate, during the disaster owrelatesl
emergency in order to manage panic, confusion and threats of disinformation.
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Given the practical nature of this topic-design, cedevelopment, calissemination ah co
evaluation of the research outputs engaging the intended end users will be particularly
important.

This topic requires the effective contribution of SSH disciplines and the involvement of SSH
experts, institutions as well as the inclusion of rele\@®H expertise, in order to produce
meaningful and significant effects enhancing the societal impact of the related research
activities.

HORIZON -CL3-2022DRS-01-03: Improved quality assurance / quality control of data
used in decisioamaking related to risk management of natural hazards, accidents and
CBRN events

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed appropric

project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 10.00 milfith.
budget

Type of Action  Innovation Actions

Eligibility The conditions are described in General Annex B. The follow
conditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
accredited measurement institutes / laboratanesharge of delivering
data to risk management decisioraking authorities. These participar
must come from at least 3 different EU Member States or Assoc
countries. For all the participants above, applicants must fill in the
AEIl i gifbdarlmatyi oonn about practitio
all the requested information, following the template provided in
submission IT tool.

If projects use satellitbased, positioning, navigation and/or rela
timing data and services, benedices must make use of Galileo/EGN(
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Technology Activities are expected to achieve TRi8ty the end of the projettsee
Readiness Level Geneal Annex B.

e This budget is shared with topic HORIZAGBL3-2022DRS-01-01

Part 6- Pagel590f 214



Horizon Europe- Work Programme 2022022
Civil Security for Society

Procedure The procedure is described in General Annex F. The following excef
apply:
To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi

ranked within set topics, provided that the applications attain
thresholds.

Expected Outcomé®r oj ect s0 results are expected to co

1 Evaluation of Quality Assurance / Quality Control (QA/QC) needs in areas not prone to
sysematic quality checks prior to decistamaking in the natural hazards and CBEN
areas, for physical, chemical and biological parameters.

1 Based on past experience, organised intercomparisons among laboratories and institutes
at EU level which are in charge providing data for riskand evidencdased decision
making in order to evaluate the comparability of data produced worldwide.

Production of reference materials and possible certification schemes for the systematic
checking of | a b operdotmance for anorutoring eldtah useatl Gns ridond
evidencebased decisiomaking that are not prone to readily established schemes.

Scope Risk management of natural hazards and CHRBvents closely rely on available

data, taking into account uncerta@gibrought on by climate change and Earth dynamics. The
soundness of decisions is based on quality data, which justifies that continuous efforts are
made to improve their quality assurance / quality control, in particular in the natural hazards
area as welas in the CBRMNE area. In many instances, measurement data used in decision
making are rarely challenged in the areas of crisis management and/or mechanisms are still
underdeveloped to systematically demonstrate their quality (e.g. in the case ofcasgoefan
criminal nature such as biological toxins). Quality assurance / Quality control (QA/QC) are
prone to standardised procedures such as the EN 45000 Series, which includes requirements
related to laboratory settings, analytical techniques, criteriarfalytical performances (e.g.
accuracy, repeatability, limits of detection etc.) that are well implemented in sectors such as
the environment (including water), food and health. In other areas requiring monitoring data
of physical, chemical or biologicakture related to risk assessment of natural hazards such as
climate threats and pandemics, rmade (accidental) risks (e.g. chemical substances in
Sevesetype environments) or terrorism threats (e.g. chemical or biological toxins used for
criminal purposs), the QA/QC rules are much less known and followed. In particular, the
systematic comparison of measurement techniques related to risk assessment of natural
hazards (including health) and CBHN data is not widspread and references data or
materials ee often lacking. Recent developments have led to the testing of proficiency testing
schemes for biological toxins of potential bioterrorism risk, but a general framework for
checking data quality and controlling laboratory and analytical technique parfoes
(including from measurement data directly gathered in the field) does not yet exist at
European level. There is hence a need to evaluate the needs for QA/QC developments in
relevant areas for which physical, chemical and biological measurement data a
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insufficiently checked for quality, and to develop an appropriatewkd¢ approach to
improve and demonstrate this quality, thus ensuring a traceability and comparability of data
used throughout Europe for sound riakd evidencéased decisiomaking.

HORIZON -CL3-2022DRS-01-0 4 : Better understanding of
psychological reactions in the event of a disaster or crisis situation

Specific conditions

Expected EU The Commission estimates that an EU contributbmaround EUR 5.0(
contribution per  million would allow these outcomes to be addressed appropric
project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic i&/E 10.00 million'8
budget

Type of Action = Research and Innovation Actions

Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:

The following additional eligibility criteria apply:

This topic requires the activevolvement, as beneficiaries, of at least 2
organisations representing citizens or communities, and at least 2
representatives of societal sciences (psychology, history), from at lea
different EU Member States or Associated countries. For these
partd pants, applicants must fil]l
practitionerso in the applicati
following the template provided in the submission IT tool.

Procedure The procedure is described in Gengkahex F. The following exception
apply:

To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applications attain
thresholds.

Expected OutcomeProject results are expected to contribute to some of the following
expected outcomes:

1 Qualitative and quantitative analyses on the behaviour of diverse society groups affected
by a natural and mamade disaster or crisg@tuation, during and after an even occurs,
based on real cases and testimonies, lessons learned from past disasters or crisis and
recommendations from citizens and local authorities. Examine how this analysis could

118 This budget is shared with topic HORIZABL3-2022DRS-01-02
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be integrated into preparedness pland processes to include cultural, historical, and
ethical perspectives on what defines disasters and how they are responded to.

1 Analyses of human behaviour as triggering or cascading factors of disasters or crisis
situations, and transformation of quali@ti data into quantitative information to
improve vulnerability and exposure analyses.

1 Development of communitgentred (visavis victim- or patientcentred) approaches
and corresponding preparedness plans: in view of limited emergency response capacities
and threat of systems collapses (e.g. health system, food distribution, supply chains) in
largescale disaster scenarios, analyse what community practices and communication
strategies can help mitigate the latter and enable the public to be a capalde ipartn
emergency planning and response.

1 Specific measures to better address the needs and requirements of most vulnerable
groups (chronic suffers, persons with disabilities, children, elderly persons, economically
and social deprived persons, refugees amdjular migrants in emergency planning and
recovery measures.

1 Analyses of the nature and scope of mental health issues of the affected populations and
of first-responders arising during and following natural or ymeme disasters or crisis
situations andheir implications for response and recovery, and options to address these
issues, including through social and health services such as emergency-gusyaho
support.

1 Analyses of mechanisms and factors that can lead to false alarms and misdirected
actiors, and of the direct consequences on both population and deviakars.

Scope Human actions and behaviour may strongly influence the effects and dynamics of a
disaster or crisis situation and on the response, potentially modifying the vulnerabihty of
population. For example, inadequate design of technological systems may favour cascading
consequences due to limited consideration of human performance, and insufficient planning.
Linked to this, due to extreme time pressure, crisis managers arefoftex to make
decisions on the basis of inadequate information. The behaviour of the general public, mostly
influenced by demographic factors (e.g. gender, age, income, educatien)aergkce, social
connectivity etc.) and the perception of risks, efegs on the availability, form and access to
information about the crisis and management of tadtke (e.g. efficiency and thoroughness
tradeoffs). Social media play an important role here being a means of disinformation and
misinformation.

Recent disasts related either to natural causes (including climeltded and geological
hazards), mamade causes (including industrial accidents or terrorist attacks) or the COVID
19 pandemic crisis have shown the lack of sufficient knowledge in the way citezsstsin

case of disasters or crisis situations, with implications on policy design and implementation
for example in the form of preparedness plans. In this respect, taking into account the
knowledge gathered by projects funded in Horizon 2020 and enscom@lementarity,
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behavioural and psychological research on how citizens behave in the event of a disaster or
crisis situation is needed to better understand how to best raise awareness in the population
and develop tools to facilitate this.

It is hence neessary to better investigate how historical, cultural and emotional factors (e.g.
anxiety, panic etc.) during a disaster or a crisis influence rational actions, evaluations of
options and information seeking. In addition, the impact of disasters on h&salthequires
looking into the short and loAgrm consequences of exposure to high stress/threat levels
bears, in particular for mental health.

Where possible and relevant, synelgylding and clustering initiatives with successful
proposals in the sanmaea should be considered, including the organisation of international
conferences in close coordination with the Community for European Research and Innovation
for Security (CERIS) activities and/or other international events.

DRSO02- Improved Disaster Risk Management and Governance
Proposals are invited against the following topic(s):

HORIZON -CL3-2022DRS-01-05: Improved impact forecasting and early warning
systems supporting the rapid deployment of first responders in vulnerable areas

Specific conditiors

Expected EU The Commission estimates that an EU contribution of around EUR
contribution per  million would allow these outcomes to be addressed appropri:
project Nonetheless, this does not preclude submission and selection

proposakequesting different amounts.

Indicative budget The total indicative budget for the topic is EUR 10.00 milfith.

Type of Action Innovation Actions

Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:

Due to the scope of this topic, legal entities established in all me
states of the Africa Union are exceptionally eligible for Union funding

The following additional eligibility conditions apply:
This topic requires a multidisciplinary consortium invaly.

1 representatives of scientific areas that are relevant for this topic

1 as well as practitioners (first and second responder);

1 and representatives of local or regional management author

119 This budget is shared with topic HORIZABL3-2022DRS-01-06
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from at least 3 different EU Member States or Associaedexhtries.

For all the participants above
information about practitioner
requested information, following the template provided in the submi
IT tool.

If projects uge satellitebased, positioning, navigation and/or rela
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Technology
Readness Level

Procedure

Activities are expected to achieve TRi8@y the end of the projettsee
General Annex B.

The procedure is described in General Annex F. The following excef
apply:

To ensure a balanced portfolio, grants will be awarded tocapipins not
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applications attain
thresholds.

Expected Qutcomd®’r oj ect sd0 results are expeclowng

outcomes:

1 Comparison of measures and technologies to enhance the response capacity to extreme
weather and geological events (including local measures and warning systems) affecting

the security of people and assets.

1 Adjustments of warning andesponse systems in the light of crossciplinary

cooperation, involving planning authorities and first responders, to better manage the
rapid deployment of first responders and communication to citizens in vulnerable areas

in the case of extreme climatgents or geological disasters.

t

1 Timely operational forecasts of severe (sHertn focus) extreme weather events (e.g.

floods, hot waves, storms, storm surges) or geological hazards (e.g. volcanic eruption,
earthquake, tsunami) to aid planning authorjtieisil protection agencies and first

responders in their decisignaking.

1 Europearscale multihazard platform to facilitate the identification of expected natural
hazards with great specificity in time and space and improve science communication for

booging interactions between scientists, general media and the public.

1 Methodologies to integrate innovative stafehe art early warning systems into

existing tools for decisiemaking and situation reporting already used by civil
protection authorities @m international to local level.
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Scope Enhanced risk and crisis assessment and preparedness to natural hazards rely on tools
using different types of data, information and forecasts (e.g. meteorological data, physical
data related to geohazards astuinate projections etc.) which may enable to anticipate the
occurrence of disasters. Based on the legacy of existing solutions, in particular in the area of
extreme weather events, further developments are required to compare impact forecasting and
early warning approaches at international level. The aim of such comparisons would be to
design EUwide decisiorsupport and information systems supporting planning authorities
and civil protection agencies in the rapid deployment of first responders and caratnomi

to citizens in vulnerable areas in the case of extreme climate events or geological disasters.
This platform development might be prone to international cooperation, hence supporting the
implementation of both EU policies and the UN Sendai Framewaridction. Innovation

actions should improve measures and technologies that are needed to better plan for extreme
climate events and geological disasters, reduce risks, as well as manage the immediate
consequences of natural disasters, in particulardegpemergency responses. This should

lead to sound and timely operational forecasts of severe {ghortfocus) extreme weather
events or geological hazards to aid planning authorities, civil protection agencies and first
responders in their decisianaking. Built up on developments from relevant H2020 projects,

a Europeasscale multihazard platform should be designed, taking into account existing
developments at EU level and available space information, in order to facilitate the
identification of expeted natural hazards with great specificity in time and space. The aim is

to utilise largely existing capabilities and combine them into a singlefuesedly platform.

In order to achieve the expected outcomes, international cooperation is encounaged, i
particular with vulnerable countries, e.g. African and South Mediterranean members of the
Union for the Mediterranean

Where possible and relevant, synelgylding and clustering initiatives with successful
proposals in the same area should be considered, including the organisation of international
conferences in close coordination with the Community for European Research and Innovation
for Security (CERIS) activities and/or other international events.

HORIZ ON-CL3-2022DRS-01-06: Improved disaster risk pricing assessment

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR
contribution per million would allow these outcomes to be addressed appropric
project Nonetheless, this does not preclude submission and selection of a pr
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 10.00 milfi¢h.
budget

Type of Action | Innovation Actions

120 This budget is shared with topic HORIZABL3-2022DRS-01-05
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Eligibility The conditions are described in General Annex B. The follow
conditions exceptions apply:

The following additional eligibility criteria apply:

This topic requires the active involvement, as beneficiaries, of at le
representatives of the financial sector and aofirasce companies from i
least 2 different EU Member States or Associated countries. For
participants, applicants must f
practitionerso in the applicat/|
following the template provided in the submission IT tool.

Technology Activities are expected to achieve TRi6%y the end of the projettsee
Readiness Level General Annex B.

Procedure The procedure is described in General Annex F. The following excef
apply:

To ensure a balanced portfolio, grants will be awarded to applicatior
only in order of ranking but at least also to those that are the hi
ranked within set topics, provided that the applications attain
thresholds.

Expected OutcomeProject results are expected to contribute to some of the following
expected outcomes:

1 Contribute to the public accessibility of fiscal data and information related to disaster
risks, and available risk transfer mechanisms such as insurance in an eakibleand
understandable way.

1 EU-wide or international standard or guidance on how to monetise and account
intangible values from Climate Adaptation and Disaster Risk Reduction measures

1 Innovative financial instruments and-gblutions to reduce trangam costs for disaster
risk finance and insurance products (e.g. earth observation data, artificial intelligence,
financial technologies)

1 Research and testing of novel European, ebasder, national and regional disaster risk
financing frameworks. Thigeeds to involve a wide range of stakeholders (e.g. disaster
risk management, finance, communication) from public and private sectors.

1 Risk model development for future natural catastrophe events, development of European
stresstesting scenarios includingilnerable hotspots and uninsurable risks.

Scope Natural disasters (weather and climate related extremes and geological events) in the
EU have cost on average EUR 17 billion per year the past ten years. Around 35 % of the total
losses from climate arektreme and weather events are insured today in the EU, although the

proportion of the insured losses ranges from 1 % in Romania and Lithuania to about 60 % in
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Belgium. In the nearerm future, the European insurance industry and their regulators have
warred that affordability and insurability are likely to become an increasing concern with
climate change. Insurance, in combination with other risk transfer and financing mechanisms,
is an important tool to achieve disaster risk reduction targets. Insurlaysegm important

role in financially supporting the recovery of individuals, organisations, businesses and
communities affected by natural disasters. Large disaster losses in recent years have led
insurance companies to-examine their approach to inceeathe extent of insurance
coverage and compensation for loss in vulnerable areas. This includes increasing their
investment in assessing and modelling risk, developing advice on risk prevention and
establishing new forms of coverage to support governnemsnaging the costs they face in
postdisaster recovery. Questions remain about the limits of insurance in tacklingifagt
threats- not only how people at highest risk and with lower incomes can afford it, but whether
insurance models can cope hwitnuch more frequent and destructive. Rethinking insurance
pay-outs, giving homeowners clearer information on potential risksing simple online

tools, or providing data at the time of house purchaseay also be the way forward more
resilient commurties.

DRSO03- Strengthened capacities of first and second responders
Proposals are invited against the following topic(s):

HORIZON -CL3-2022DRS-01-07: Improved international cooperation addressing first
responder capability gaps

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR
contribution per | million would allow these outcomes to be addressed appropri:
project Nonetheless, this does not preclude submission and selection

proposal requestingdifferent amounts.

Indicative budget The total indicative budget for the topic is EUR 5.00 million.

Type of Action Research and Innovation Actions

Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:

The following additional eligibility conditions apply:
This topic requires the active involvement, as beneficiaries, of at lea

1 3 first responder so organi s
different EU or Associated countries;

For all the participantsteo ve, applicants mus:
information about practitioner
requested information, following the template provided in
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submission IT tool.

A

Expected Outcomd®r oj ect s 0 r e ® gdnttibsite ta thesfoll@ving citcomesd

1 Improved reatime detection, tracking and analysis of different situations, incidents and
risks (including the location and wddking of first responders)

1 More targeted actionable intelligence and more efficientrnand operations due to the
fast analysis of different information sources

1 Enhanced European and global interoperability for different types of first responders
(e.qg. firefighters, medical responders, police, civil protection)

1 Availability of first respmder solutions that are oriented on internationally defined
requirements and recognised practices, and thus can be used with different national
systems and equipment

Scope International cooperation is key to respond to different kind of natural andnade
disasters, as well as intentional security threats. Besides operational cooperation, there is a
need to find a common understanding on what innovation is needed to able to respond to
different challenges. The Sendai Framework for Disaster Risk Redu@®i152030 list the
needdt o strengt hen technical and |l ogi sti cal
e me r g €%as dane widrity for national and local levels. Such capacities depend to a large
extent on the effectiveness and the specific capa&silif organisations responsible for first
response to incidents.

In order to perform their dangerous tasks, First Responders require the best possible
equipment that is tailemade for extreme scenarios. As such, tools and gear need to be highly

specialisd and adapted to the different specific first responder needs. The market for such

equipment is however fragmented, limiting the availability and affordability.

International cooperation to define common requirements has helped to create a clearer
picture on what gaps remain and cannot be satisfied by existing solutions, thus requiring
targeted research. Global capability gaps have been identified by international expert groups
such as the UNDRR Scientific and Technical Advisory Group and the Interndfimnanh to
Advance First Responder Innovation (IFAFRI), involving scientific experts, firefighters,
medical responders and police officers from several EU andEbboountries.

Proposals under this topic are invited to address one or several of the follapialgility
gaps that were identified by national first responders within IFAFRI:

1 The ability to know the location of responders and their proximity to risks and hazard in
real time

121 https://www.preventionweb.net/files/43291_sendaifraorkfordrren.pdf
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1 The ability to detect, monitor, and analyse passive and active threhtisaaards at
incident scenes in real time

1 The ability to monitor the physiological signs of emergency responders

1 The ability to incorporate information from multiple and reoeditional sources into
incident command operations

1 The ability ty to create achable intelligence based on data and information from
multiple sources

Proposed solutions should take into account the different specifications as defined within
IFAFRI, most notably the Gap Analysis, Statement of Objectives and Deep Dive Alfalysis
and propose solutions (to the extent possible) that are suitable for different types of
responders.

Proposals can be submitted by any eligible organisation and do not necessarily require the
cooperation with capplicants from an IFAFRI member count?Partidpation from nor

associated third countries (including the #i8ld IFAFRI partners) is however encouraged and

the participation of at | east 2 firs€Urespor
countries is strongly encouraged.

Where possible ral relevant, synergguilding and clustering initiatives with successful
proposals in the same area should be considered, including the organisation of international
conferences in close coordination with the Community for European Research and Innovation
for Security (CERIS) activities and/or other international events.

HORIZON -CL3-2022DRS-01-08: Enhanced situational awareness and preparedness of
first responders and improved capacities to minimise timé¢o-react in urban areas in the
case of CBRNE-related events

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR

contribution per million would allow these outcomes to be addressed appropric

project Nonetheless, this does not preclude submission anctiselef a proposa
requesting different amounts.

Indicative The total indicative budget for the topic is EUR 11.00 milfiéh.
budget

Type of Action  Innovation Actions

Eligibility The conditions are described in General Annex B. The follov
122 Resources: https://www.internationalresponderforum.org/resources
123 List of IFAFRI members: https://www.internationalresponderforum.org/partners

124 This budget is shared with topic HORIZABL3-2022DRS-01-09
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conditions

Technology
Readiness Level

Procedure

exceptions apply:
The following additional eligibility conditions apply:

This topic requires the active involvement, as beneficiaries, of at le
first respondersd organisation|
Member States or Associated cougdrFor these participants, applical
must fill i n the table AEIlIigib
application form with all the requested information, following
template provided in the submission IT tool.

If projects use satellitbaged, positioning, navigation and/or relat
timing data and services, beneficiaries must make use of Galileo/EC
(other data and services may additionally be used). The use of Cope
for earth observation is encouraged.

Some activities, resulting frorthis topic, may involve using classifie
background and/or producing of security sensitive results (EUCI
SEN). Please refer to the related provisions in section B SeéurigJ
classified and sensitive information of the General Annexes.

Activities are expected to achieve TRi8@y the end of the projettsee
General Annex B.

The procedure is described in General Annex F. The following excef
apply:

To ensure a balanced portfolio, grants will be awardeapfications nof
only in order of ranking but at least also to those that are the hi

ranked within set topics, provided that the applications attain
thresholds.

Expected OutcomePr oj ect s6 results are expectngd

outcomes:

1 Development of tools and technologies, including novel multiplatform GBRN

t

systems, to enhance situational awareness to prepare for and rapidly react tteCBRN

events both for responders on the ground as well as for dispatch and criss,centr

especially in urban areas.

T Support of first respondersdé situational
based on dispersion modelling or threat recognition / prediction solution using sensor
data fusion and algorithms that combine heger®ous sensor data in order to reduce the

likelihood of false alarms and contribute to an improved decisiaking process for the

responders.

1 Development of fast, reliable and portable devices for responders to perforasiain in
provisional identificabn of CBRNE suspicious samples, enabling to decide which
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personal protective equipment (PPE) is required for first responders, including smart
wearable equipment.

1 Solutions integrating different commercial and experimental sensors/platforms, which
shouldimprove the statef-the-art products in terms of communication (e.g. by using
novel and open communication protocols,-precessing of data), power consumption
(e.g. by offering supplemental power source to the existing sensors), interfacing
capability(e.g. by proposing an open interface specification). The proposals should also
cover the system transportability, online capability and continuous operation issues.

Scope Addr essing first responder so needs req
techndogical, institutional and capacHyuilding solutions that are tailored to the risks,
affordable, accepted by citizens, and customised and implemented for thesétusal)

needs of practitioners. Innovative solutions are required to enable firshdespdo get a

faster overview of any disaster situation based on the knowledge of past events and
prevention actions. Complementing this, novel technologies and tools are necessary to
enhance situational awareness in the case of digastee events ordalthrelated crises,
especially in the case of cregerder situations, in order for first responders to be better
prepared in emergency operations. In this context, innovative technologies are required for
first responders to rapidly identify hazardougemts and contaminants such as CBRN
substances in case of an accident, outbreak/pandemics or terrorist attack and act more
efficiently and rapidly regarding communication. This requires novel rapid and accurate
detection of substances (possibly couplagthwinmanned vehicles or drones) andlioe
communication systems to support first resp.
conduct orscene operations remotely without endangering them. Needs cover a broad range
of technologies on top of exisg CBRNE detectors, e.g. samplers, separation systems,
dilution or sample preoncentrators etc., multiplying their capabilities. Advancements should
take into consideration power consumption of frentl technology, as well as,
transportability, ofline, dynamic sampling, automation, smart samplers, sample preparation,
integration with detectors, standardisation. A focus should be made on experimental or
commercial systems that are not optimised in terms of online, continuous measurements,
power consumgion and hyphenation. Other areas of research closely depending upon
enhanced situational awareness and preparedness concern decisions related to the protection
of first responders (e.g. advanced protective gear and smart wearable equipment), in particular
in case of CBRNelated events (infectious diseases, accidental or linked to terrorism), and
ways to minimise their timéo-react in urban areas or to conduct-smene operations
remotely without endangering responders (e.g. ways through traffic, UAY's etc

In order to achieve the expected outcomes, international cooperation is encouraged, in
particular with Japan in the framework of the-H&apan collaboration.

Where possible and relevant, synelgylding and clustering initiatives with successful
proposls in the same area should be considered, including the organisation of international
conferences in close coordination with the Community for European Research and Innovation
for Security (CERIS) activities and/or other international events.
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HORIZON -CL3-2022DRS-01-09: Enhanced capacities of first responders more
efficient rescue operations, including decontamination of infrastructures in the case of a
CBRN-E event

Specific conditions

Expected EU The Commission estimates thatBd contribution of around EUR 6.0
contribution per  million would allow these outcomes to be addressed appropri:
project Nonetheless, this does not preclude submission and selection

proposal requesting different amounts.

Indicative budget = The total indicative budget fahe topic is EUR 11.00 millioke®

Type of Action Innovation Actions
Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:

The following additional eligibility criteria apply:

This topic requires thactive involvement, as beneficiaries, of at leas
first respondersdé organisation
Member States or Associated countries.

Technology Activities are expected to achieve TRE8Bby the end of the pjecti
Readiness Level see General Annex B.

Procedure The procedure is described in General Annex F. The folloy
exceptions apply:

To ensure a balanced portfolio, grants will be awarded to applice
not only in order of ranking but at least also to those thatharéighest
ranked within set topics, provided that the applications attair
thresholds.

Expected OutcomeéProject results are expected to contribute to all of the following expected
outcomes:

1 Analysis on if and how the specific requirements of opegatinder CBRNE conditions
can be taken into consideration also for teams/capacities that are traditionally not
operating under CBRME conditions (e. g. search and rescue, medical care, shelter,
firefighting, flood rescue, etc.).

1 Development of innovativéechnologies and/or operating procedures for emergency
management units that might need to work under CEBRKChemical, biological,
radiological, nuclear and explosives) conditions such as search and rescue (including
victim triage procedures), medical eashelter, firefighting, flood rescue, etc. Develop

125 This budget is shared withgit HORIZON-CL3-2022DRS-01-08
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innovative technology and procedures for mass decontamination but also for the
decontamination of inanimate material (infrastructure, buildings, vehicles, equipment),
including identifying standards fatet er mi ni ng somet hing as fAd:t
collaboration with Topic CL2021:DRS01-05.

Scope Chemical, biological, radiological and nuclear (CBEIN events increasingly target
civilians, with first responders likely to be police officefisefighters or paramedics. Based

on the legacy of knowledge gathered in H2020 projects, innovative technologies and solutions
are required for first responders to act more efficiently and rapidly in case of EBRN
disaster events of any kinds. This ina@sdhe ability to rapidly identify hazardous agents and
contaminants and to analyse threats and hazards in real time, the faster search and
identification of victims enabling more efficient rescue operations, platforms for medical care
and site managemesitelter for a more efficient the triage of victims and their care, i.e. via
appropriate decontamination chains of victims and infrastructures. Regarding this last point,
links to standardization and Topic GR2B21:-DRS-01-05 are particularly important to ladble

to determine thresholds and identify peopl e
decontaminationo.

Where possible and relevant, synelgylding and clustering initiatives with successful
proposals in the same area should be considereldding the organisation of international
conferences in close coordination with the Community for European Research and Innovation
for Security (CERIS) activities and/or other international events.
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Strengthened Security Research and Innovation

The EUfunded security research and innovation framework was launched with the
Preparatory Action for Security Resealth Since then, the programme has contributed
substantially to knowledge and value creation in the field of internal security and to the
consolidaéion of an ecosystem better equipped to capitalise on research and innovation to
support the EU security priorities.

While the success of the programme has materialised in relevant scientific findings,
maturation of promising technology areas, operatimaéitlation of innovative concepts or
support to policy implementation, a key challenge remains in improving the uptake of
innovation.

The extent to which innovative technologies developed thanks to EU R&l investment are
industrialised and commercialised BY industry, and later acquired and deployed by end
users, thus contributing to the development of security capaBlifiesuld give a valuable
measure of the impact achieved with the programme. However, there are factors inherent to
the EU security ecgstem (often attributed to the market) that hinder the full achievement of
this impact. These include market fragmentation, cultural barriers, analytical weaknesses,
programming weaknesses, ethical, legal and societal considerations or lack of synergies
between funding instruments, among others.

It is worth noting that such factors affect all the security domains addressed in Cluster 3; that
there is not one predominant factor with sufficient leverage by itself to change the overall
innovation uptake dynarms; and that they exhibit complex relationships among them which
are difficult to disentangle. It should also be noted that the innovation uptake process starts
before the R&I cycle is triggered, and it is not finalised with the successful termination of a
research project. Therefore, the uptake challenge extends beyond the realm of R&l. However,
from within R&I it is possible, if not to materialise the uptake in every case, at least to pave
the way towards its materialisation.

To that aim, there is a ne&al create a favourable environment that is designed with the main
purpose of increasing the impact of security R&I, that is visible and recognisable to those
interested in contributing to this aim, and which provides bespoke tools that serve to tackle
thefactors that hinder innovation uptake.

The SSRI Destination has therefore been designed with this purpose to serve equally to all the
expected impacts of Cluster 3. Research applied in this domain will contribute to increasing
the impact of the work cargeout in the EU security Research and Innovation ecosystem as a

126 COM(2004) 72

127 For the purpose of this work programme, the ter ms
pursue a particular policy priority or achieve a
ot en interchanged with the term ficapacityo, but t

amount or volume of which one organisation could
refers to an ability, an aptitude or a process thatbeadeveloped or improved in consonance with the
ultimate objective of the organisation.
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whole and to contribute to its core values, namely: i) Ensuring that security R&l maintains the
focus on the potential final use of its outcomes; ii) Contributing to a forleakdng planning

of EU security capabilities; iii) Ensuring the development of security technologies that are
socially acceptable; iv) Paving the way to the industrialisation, commercialisation, acquisition
and deployment of successful R&l outcomes; and v) Safeguardmgoplen strategic
autonomy and technological sovereignty of the EU in critical security areas by contributing to
a more competitive and resilient EU security technology and industrial base.

While the other Destinations of this Horizon Europe Cluster 3 WRmgramme offer
research and innovation activities to develop solutions to address specific security threats or
capability needs, the SSRI Destination will contribute with instruments that will help bringing
these and other developments closer to the rhaBwech instruments will help developers
(including industry, research organisations and academia) to improve the valorisation of their
research investment. They will also support buyers and users in materialising the uptake of
innovation and further dewvagb their security capabilities.

In addition, the SSRI Destination will offer an open environment to create knowledge and
value through research in matters (including technology, but also social sciences and
humanities) that are not exclusive of only oneusiy area, but crossutting to the whole
Cluster. This will contribute to reducing thematic fragmentation, bringing closer together the
actors from different security domains, and expanding the market beyond traditional thematic
silos.

Finally, SSRI wil allow the allocation of resources to the development of tools and methods
to reinforce the innovation cycle itself from a process standpoint, thus increasing its
effectiveness, efficiency and impact. This Destination will contribute to the development of
an analytical capacity tailored to the specific needs of security stakeholders for the
materialisation of a structured lotgrm capability based planning of research and innovation
for security.

In order to accomplish the objectives of this Destinatmiuitional eligibility conditions have
been defined with regard to the active involvement of relevant security practitioners-or end
users.

Proposals for topics under this Destination should set out a credible pathway to contributing
to the following impats:

1 A more effective and efficient evidenbased development of EU civil security
capabilities built on a stronger, more systematic and anahtsissive security research
and innovation cycle;

1 Increased industrialisation, commercialisation, adoption demloyment of successful
outcomes of security research reinforces the competitiveness and resilience of EU
security technology and industrial base and safeguards the security of supply of EU
products in critical security areas;
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1 R&l-enabled knowledge andale in crossutting matters reduces sector specific bias
and breaks thematic silos that impede the proliferation of common security solutions.

The following call(s) in this work programme contribute to this destination:

Call Budgets (EUR million) Deadlne(s)
2021 2022
HORIZON-CL3-2021-SSRI01 16.00 23 Nov 2021
HORIZON-CL3-2022SSR101 9.50 23 Nov 2022
Overall indicative budget 16.00 9.50
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Call - Support to Security Research and Innovation 2021

HORIZON-CL3-2021-SSR}I01
Conditions for the Call

Indicative budget($§8

Topics Type Budgets Expected EU Number
of (EUR contribution per of
Action  million) project (EUR projects
] million)12° expected
2021 to be
funded

Opening: 30 Jun 2021
Deadline(s): 23 Nov 2021

HORIZON-CL3-2021-SSR101-01 RIA 1.50 Around 1.50 1
HORIZON-CL3-2021-SSR}I01-02 CSA  4.00 Around 2.00 2
HORIZON-CL3-2021-SSRI01-03 CSA  2.50 Around 2.50 1
HORIZON-CL3-2021-SSR}I01-04 PCP  6.00 Around 6.00 1
HORIZON-CL3-2021-SSR101-05 RIA 2.00 Around 2.00 1
Overall indicative budget 16.00

General conditions relating to this call

Admissibility conditions The conditions are described in Gene
Annex A.

Eligibility conditions The conditions are described in Gene
Annex B.

Financial and operational capacity and The criteriaare described in General Ann

128 The DirectorGeneral responsible for the call may decide to open the call up to one month prior to or

after the envisaged date(s) of opening.
The DirectorGeneral reponsible may delay the deadline(s) by up to two months.
All deadlines are at 17.00.00 Brussels local time.
The budget amounts are subject to the availability of the appropriations provided for in the general
budget of the Union for years 2021 and 2022.

129 Nonetheless, this does not preclude submission and selection of a proposal requesting different
amounts.
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exclusion C.

Award criteria The criteria are described in General Anr
D.

Documents The documents are described in Gent
Annex E.

Procedure The procedure is described in Gene
Annex F.

Legal and financial setip of the Grant The rules are described in General Annex

Agreements

SSRI 01- Stronger pillars of security Research and Innovation
Proposals are invited against the following topic(s):

HORIZON -CL3-2021-SSRI-01-01: A maturity assessment framework for security
technologies

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR
contribution per  million would allow these outcomes to be addressed appropric
project Nonetheless, this does not preclude submission satection of a

proposal requesting different amounts.
Indicative budget The total indicative budget for the topic is EUR 1.50 million.

Type of Action Research and Innovation Actions

Expected OutcomeProjects are expected to contribute to all of thkowing expected
outcomes:

1 Increased literacy on the value and efficient use of maturity assessment frameworks to
communicate the readiness of technology, synchronise parallel developments, forecast
implementation and support decision making in the ptanaf investment in the area of
security;

1 Improved crosslisciplinary assessment of the maturity of innovative technologies based
on common harmonised frameworks for the security domain;

1 Comprehensive and timely updated map of the maturity of the se@gitjions
developed through Efunded security research and innovation programmes enabled by
widely accessible assessment tools and methods;
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1 Evidencebased programming of security research built on a more reliable assessment of
the state of the art techiogies in the field of security.

Scope Having awareness of the maturity of a system is an invaluable reference to understand
how ready this system is to be deployed on a numeric scale. Given the challenge posed by the
limited uptake of the outcomes ofUHunded security R&l, having the capacity to
characterise the progress achieved by security systems under development basing on readiness
characteristics, and not only from a purely technological perspective, can be a powerful tool

to identify areas thatequire further work or to provide input to strategic investment decision
making processes.

Scales using metrics such as the Technology Readiness Levels (TRL) are widely used and
have been adapted to different domains. Other scales have been develojpedhginc
Integration Readiness Level (IRL), Commercialisation Readiness Level (CRL),
Manufacturing Readiness Levels (MRL), Security, Privacy and Ethics Readiness Level
(SPRL) or Societal Readiness Level (SRL), among others. These may have been defined for
different purposes and often focusing on 4technological aspects of technology
development. However, problems emerge when readiness levels proliferate and are used
without a commonly agreed definition, when they are not duly adapted to the specific context
of applicatior* or when they are implemented without the support of adequate tools and
methods to carry out a reliable assessment.

Applicants are invited to submit proposals for the development of a maturity assessment
framework that serves as a referefmethe development of civil security technoleggsed
solutions. The framework should be crassciplinary and combine different readiness scales

in an aggregated manner in order to be able to deliver holistic and quantitative maturity
assessments agghating different perspectives (e.g. technological, systemic, societal, etc.).
The scales proposed should be robust, repeatable and agile, so they can be trusted, replicated,
and applied to different types of security solutions in the different domaugsezb by this

Work Programme.

The scales proposed have to rely as much as possible in existing and recognised scales and
methods that show the appropriate quality features to ensure their reliability. Such scales need
to be tailored and adapted to the s@gwcontext as required in a justified mannhé.

Based on the maturity assessment framework proposed, the project is expected to deliver tools
that allow the guided and/or the sasessment of the maturity of concrete security solutions
being developednder the frame of Edunded security research work programmes. These
tools will allow an open access to those actors interested in assessing the readiness levels of
concrete technologies, preferably through a Awabed environment that allows for a high
degree of automation. It is of particular relevance to allow open access to the online tools to

130 AiThe TRL Scale as a Research & I nnovation Policy
Technology Associations (EARTO), 30 April 2014
31 Proposals exploring Societal Readiness Level scales should avoid overlapping and possibly cooperate

with actions funded under the topic HORIZGMN.3-2021-SSRF01-05
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actors participating in EMunded security research projects so they are able to assess the
progress in the maturation of their technologies throughout the projec

An extensive validation process for the developed assessment tools should be conducted as
part of the project. This validation should be conducted by performing maturity assessments
on different solutions recently delivered or currently under developmé#2020 or Horizon

Europe projects. The results of the maturity assessment should be made available to the
projects collaborating with the validation for their own use and in support to their activities.
The results are expected to be made availabther ECchaired or funded initiatives for

which this information can be of added value, such as the Networks of Practitioners projects
funded under H2020 Secure Societies work programmes, to the Knowledge Networks for
Security Research & Innovation fundedhder the Horizon Europe Cluster 3 Work
Programme, to the Community of Users for Secure, Safe and Resilient Societies (future
CERIST Community of European Research and Innovation for Security) or to other security
research and innovation working groupsige by European Commission Agencies.

The project should explore the options, also from a business perspective, for the exploitation
of the results beyond the project lifetime, including the setting up of formal mechanisms for
the certification of readiness of security solutions by entrusidikb.

In this topic the integration of the gender dimension (sex and gender analysis) in research and
innovation content is not a mandatory requirement.

The project should have a maximum estimated duration of 3 years.

HORIZON -CL3-20212-SSRI-01-02: Knowledge Networks for Security Research &
Innovation

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR
contribution per  million would allow these outcomes to be addressed appropric
project Nonetheless, thidoes not preclude submission and selection ¢

proposal requesting different amounts.

Indicative budget The total indicative budget for the topic is EUR 4.00 million.

Type of Action Coordination and Support Actions

Eligibility The conditions are described in General Annex B. The follow
conditions exceptions apply:

The following additional eligibility conditions apply:

1. Each consortium must commit and propose a plan to contrib
every 6 or fewer months, to working groups chaired by 1
Eurgpean Commission and/or EU Agencies supporting
identification of security research needs referred to in the tc
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text;

2. Each proposal must include a work package to disseminate |
findings, including an annual workshop or conference;

3. Participation asbeneficiaries of endser authorities with a
recognised mandate in the areas addressed by the network fr
least 3 different EU Member States or Associated Countrie|
mandatory®2 For these participants,

applicants must f i | ihformatton abdue
practitionerso in the appli
information, following the template provided in the submission
tool.

Some activities, resulting from this topic, may involve using class
background and/or producing skcurity sensitive results (EUCI ar
SEN). Please refer to the related provisions in section B Seéuriy

classified and sensitive information of the General Annexes.

Procedure The procedure is described in General Annex F. The folloy
exceptions aply:

To ensure a balanced portfolio covering the different Destinations o
WP part, grants will be awarded to applications not only in orde
ranking but at least also to one project that is the highest ranked \
each of the two options (OptioA "Border Security”, Option E
"Resilient Infrastructure”), provided that the applications attain

thresholds.
Legal and The rules are described in General Annex G. The following excep
financial setup of = apply:
the Grant Beneficiariesnay provide financial support to third parties.
Agreements The support to third parties can only be provided in the form of prize

The maximum amount to be granted to each third party is EUR 60 (

Expected OutcomeProjects are expected to contribute to all k¢ following expected
outcomes:

1 Enhanced analytical capacity to support the programming offuBtled security
research and capacity building funds through a periodic and timely ewitlased
policy feedback ;

182 The applicable definition of endser authority or practitioner is the same as the ong insthis work
programme under the Destinations corresponding to the type of network addressed by the submitted
proposal.
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1 Periodically aggregated and consolidated v@vhe capability needs and gaps in the
thematic areas under consideratiin

1 Periodically aggregated and consolidated view of the -sfatiee-art technologies,
techniques, methods and tools that can contribute to fill the identified capability gaps;

1 Periadically aggregated and consolidated view of outcomes (including on technological,
industrial, legal and ethical issues), future trends, lessons learnt and best practices
derived from past and current security research effort incurred in the thematic areas
under consideration.

1 More systematic assessment and validation of the outcomes -dfirfged security
research projects with respect to identified capability gaps through harmonised support
mechanisms;

1 Common and updated map of opportunities and constraintfie exploitation of EU
security research and innovation projects, with special focus on industrialisation,
commercialisation, adoption and deployment of innovative solutions in response to
common capability gaps;

1 Common and updated map of areas réggistandardised solutions and/or certification
schemes to foster innovation uptake and market creation, as well as trainings and options
for the implementation of such schemes.

1 Enhanced cooperation between research institutions, smaller private reggarciess
security practitioners, SMEs and community representatives to support integrated
participation in requirements determination and analysis, research and validation and
evaluation of results.

Scope Innovation uptake is not a linear process, amdneless a singlstep process that
happens only at the end of a research project and it is not automatically enabled by a
successful research result. The innovation uptake process begins with the identification of a
need and ends with an innovative sauatideployed on the field of operations, being R&l

only one of the many contributors to the overall process, but not the first and not the last. In
other words, successful results of research projects are a necessary but not sufficient condition
to guarante the uptake of innovation.

Investment in security research needs to be designed taking into consideration how and when
it can deliver outcomes that contribute to the development of security capabilities. Therefore,
research will be undertaken, from itsryeearly stages, in a way that addresses real needs
while guaranteeing the impact in the final solutions. It will also ensure to identify and
underpin the factors that could help in the implementation of its results. However, the
programming of research sghly conditioned by the quality, reliability and timeliness of the
evidence that supports its decision making process. This includes the identification and

133 The thematic areas under consideration are described in the topic and are different for each call. Only
one network in each area che funded
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understanding of the contextual elements that can or will influence or be influenced by the
reseach (process), the research team and the research projects themselves.

The European Commission and the EU Member States carry out this programming exercise
periodically, taking into account a wide variety of inputs. The complexity of the challenge is
notalde, considering that the EU security landscape is volatile, uncertain, complex and
ambiguous in what regards the security threats, the capabilities required to face them, the
evolution of modern technologies, and the skillset needed to deploy thoseetrt@hrry

out a sound programming exercise, the European Commission and the EU Member States
strive to consult and involve all actors. With that aim, experts are gathered in different
configurations and their inputs are coordinated at EU and natioreds evbe factored in by

the decisiormaking bodies of Elunded security research.

These experts require high quality, reliable and timely evidence to support their assessments,
but information is often scattered, hardly visible and requires begpacessing for the
detection of patterns and for the generation of actionable intelligence. In other cases, it is
simply not presented in the right format to unveil its value.

Applicants are invited to submit proposals for the establishment of Knowledg®iks for
Security Research & Innovation. The role of these networks is to collect, aggregate, process,
disseminate and exploit the existing knowledge to directly contribute to the expected
outcomes of this topic.

Networks should engage with the main s@sgr of information in order to have a sound and
updated picture of the aspects mentioned above. This includes interaction with security
experts (beyond the members of the project consortium), organisations, projects or initiatives,
but also an extensiveview of available databases, studies, reports or literature (notably all
information generated under the Huhded security research programmes, and possibly
under other EU or MS funding programmes).

The networks must ensure the dissemination and expdoitat their findings to the different
communities of the security research ecosystem, including policy makers, security authorities,
industry, researchers and citizens. Special emphasis needs to be made on the contribution of
these networks to the work eftities and initiatives established by the European Commission
(e.g. Union Civil Protection Knowledge Network) and the EU Agencies to contribute to the
security research programming effort In this regard, the networks should contribute timely
and intensiely to the work of the Thematic Working Groups of the Community of Users for
Secure, Safe and Resilient Societies (future CERI8mmunity of European Research and
Innovation for Security) and of other equivalent innovation labs/groupsipsdty EU
Agences (e.g. Frontex). The networks have to contribute to these working groups with the
guantitative and qualitative evidence required to carry out their activities in support to a more
impactful EUfunded Security R&I and to a more frequent and systematavation uptake.

Each proposal should include a plan, and a budget amounting at least 25% of the total cost of
the action to carry out activities involving industry, academia and other providers of
innovative solutions outside the consortium, for examplth ilhe aim to assessing the
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soundness of their findings, give support in validation processes, promote competitive
development (e.g. via prizes) or dissemination of results, among other options.

The networks must be in a position to deliver findings onahevementioned challenges
starting from the month 6 of the project and periodically every 6 months or less, in accordance
with the information needs of the entities and initiatives they are contributing to.

Proposals should clearly describe the processtiamng for the collection of inputs and the
generation of outcomes. This plan has to go beyond the description of project deliverables and
milestones, and describe in detail how and when the findings will be disseminated and
exploited during the projeeind in collaboration with the communities described above.

The applicants submitting the proposals have to ensure sufficient representativeness of the
communities of interest (including, but not only, geographical representativeness) and a
balanced coveragin terms of knowledge and skills of the different knowledge domains
required to face the challenge, including security operations, technologies, research &
innovation, industry, market, etc. The applying consortia need to demonstrate that the project
bereficiaries guarantee the expertise required to steer the project activities in all the
knowledge domains to ensure the success of the action. The work of the partners has to be
supported by solid and recognised tools and methods, also accompanied bgutted re
expertise to put them in practice.

The networks should build to the extent possible on the work initiated by the Networks of
Practitioners funded under H2020 Secure Societies work programmes. Should such networks
be still ongoing, maximum cooperaticand minimum overlapping should be ensured and
demonstrated.

Under this call, the applicants are invited to propose networks on the thematic areas of:
Option A: Border Security;

Option B: Resilient Infrastructure.

Only one network in each area canflyeded.

The project should have a maximum estimated duration of 3 years.

This topic requires the effective contribution of SSH disciplines and the involvement of SSH
experts, institutions as well as the inclusion of relevant SSH expertise, in order tagrod
meaningful and significant effects enhancing the societal impact of the related research
activities.

HORIZON -CL3-20212-SSRI-01-03: National Contact Points (NCPs) in the field of
security and cybersecurity

Specific conditions

\
Expected EU \ The Commission estimates that an EU contribution of around EUR

Part 6- Pagel84of 214



Horizon Europe- Work Programme 2022022
Civil Security for Society

contributionper million would allow these outcomes to be addressed appropri
project Nonetheless, this does not preclude submission and selection
proposal requesting different amounts.

Indicative budget The total indicative budget for the topic is EUR 2.50 million.

Type of Action Coordination and Support Actions

Eligibility The conditions are described in General Annex B. The folloy
conditions exceptions apply:

The following additionatligibility criteria apply:
Applicants must be Horizon Europe national support structures

NCP) responsible for Cluster 3 and officially nominated to the Euro|
Commission from an EU Member State or an Associated Country.

Only in case and as long &lorizon Europe structures would not yet
officially nominated when the call opens, national support struci
responsible for Secure Societies and nominated for Horizon 2020 \
be eligible.

Procedure The procedure is described in General Annex TRe following
exceptions apply:
The granting authority can fund a maximum of one project.

Expected OutcomeProjects are expected to contribute to all of the following expected
outcomes:

1 Improved and professionalised NCP service of knowledge, experiamdeskills,
consistent across Europe, thereby helping simplify access to Horizon Europe calls,
lowering the entry barriers for newcomers, and raising the average quality of proposals
submitted;

1 Harmonised and improved tranational cooperation between N&Raying particular
attention to the engagement of NCPs from associated partners, eventually not directly
involved in the consortium, with the aim of ensuring the same level of information and
guality to all National Contact Points, inside and outsidengteork;

1 Periodic and timely evidendeased policy feedback in support to Hiuhded security
research programming enabled by a seamless integration of the national, regional and
local dimensions of security Research and Innovation into the EU picture;

1 A systematic assessment of the needs of the various stakeholders involved in security
and Cybersecurity research projects and programmes with respect to identified learning
opportunities through harmonised support mechanisms;
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1 Collaboration with other MembertSat es 6 or gani sations provi
Europe applicants in the domain of Cluster
future National Coordination Centres created through the proposed Cybersecurity
Competence Centre and Network Regalaf*

1 A more reliable measurement of the impact of security research and innovation built,
inter alia, on a quantitative and qualitative assessment of the participation in the different
Programme calls and a better awareness of the innougtiake succes stories
stemming from the participation of national players in-fabded security research
projects;

1 Collaboration, including NCPs in third countries, through specific NCP networking
projects in the different Horizon Europe programme areas to addressdaiseé the
respective communities better and more specifically.

1 Increased cooperation of NCPs with the Enterprise Europe Network.

Scope National Contact Points (NCPs) are support structures that have become an essential
component in the implementatioof successive Framework Programmes. They provide
information and ofthe ground advice to potential applicants and beneficiaries, through the
project life cycle, in their own language, in a manner that would be impossible for the
European Commission and Agencies acting alone.

The NCPs are the main structure for providing practical information and assistance to
potential participants. They are ambassadors for Horizon Europe, perceived as true and
impartial partners of the European Commission Servicesitandigencies. The system of
NCPs will be established, operated and financed under the responsibility of the Member
States and Associated Countries.

NCPs can also help to give visibility to different perspectives of all Security Research and
Innovation (R&) stakeholders and to break geographical silos by aggregating the knowledge
existing in the EU Member States and regions and incorporate it to the European picture. This
should reinforce the development and testing of new security solutions in Europggansike

drawing on their local characteristics, strengths and specialisation and contribute to the push
towards -baasBBIl danenovation and experimentatior
Strategy for Europé®.

As highly professional support services, NGigeerating nationally will form an essential
component of Horizon Europe implementation. They will have a key role in delivering the
Programmeds objectives and i mpacts ensuring
all potential applicants, irresptive of sector or discipline.

A system of NCPs wi | | be established for th
Societyo, building on the experience of prev

134 COM(2018) 630 final.
135 COM(2020) 102 final.
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The Horizon 202®ecure Societied/ork Programme comprehensiyaddressed the current
security policy framework and key challenges. In specific, it aims at securing the society
against disasters, fighting crime (including cybercrime) and terrorism, securing European
borders, supporting the Union's external secysiiicies in civilian tasks, and last but not
least, increasing digital security.

In Horizon Europe, those challenges are to be addressed through various mechanisms tailored
to the different actors, and by implementing actions at different levels, e.garRlesand
Innovation Actions, Innovation Actions, Coordination and Support Actions and Pre
commercial Procurement Actions. Complementary actions include boosting communication,
dissemination and exploitation; fostering the testing, validation and dentmrstiaf
innovative technologies; as well as strengthening the links between the R& community
actors.

NCPs will be called to support and enhance this approach by, inter alia, facilitating access of
all relevant actors to funding opportunities; providingeygc and sector specific information

and advice, enabling contacts with strategic actors, organisations and initiatives and
addressing the need to seek and provide consistent coordination among actors.

The activities of the NCP Network should be tailoeedording to the nature of the area, and

the priorities of the NCPs concerned. Special attention should be given to enhancing the
competence of NCPs, including helping less experienced NCPs rapidly acquire thibdmow
built up in other countries.

Thesuccessful proposal wil/|l contribute to del
and raise awareness of potential applicants for calls under Horizon Europe Clus&ivis

Security for Society". Irrespectively of their sector or discipline,qmioproposals should aim

to facilitate transational ceoperation between NCPs, with a view to identifying and sharing

good practices and raising the general standard of support to Programme applicants. The
project should also allow for a better flow offormation relevant for the implementation of

the Programme from the EU level to the national level and-wacga, and also across
Member States and Associated Countries. This includes fostering the participation of national
players in EU security reseérand innovation fora.

The NCP network should explore the possibility to increase the visibility at EU level of the
results and impact achieved by national players following their participation in R&I projects.
Particular attention should be given to résdahat have led to the deployment of solutions in

the field of operations, or that show a strong potential for uptake because of the interest
expressed by national buyers.

Proposals should include a work package to implement matchmaking activities taplink
potential participants from widening countries with emerging consortia in the domain of the
Cluster nCi vi l Security for Societyo. Mat ch
tools, brokerage events, info days and bilateral meetings between projedors and

candidate participants from widening countries. Other matchmaking instruments may be used

as appropriate. Where relevant, synergies should be sought with the Enterprise Europe
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Network to organise matchmaking activities in accordance witheAnlV of the NCP
Minimum Standards and Guiding Principles.

The project proposal to be funded should cover a wide range of activities related to Horizon
Europe, address issues specific to the Cluster "Civil Security for Society" and may follow up
on the waok of SEREN4.

The project consortium should have a good representation of experienced and less
experienced NCPs.

The proposed Cybersecurity Competence Centre and Network Regtidtioter alia
establishes a Network of National Coordination Centres. Tiasenal Coordination Centres

will be tasked, amongst others, to facilitate the participation of industry and other actors at the
Member State level in crog®rder projects and to act as contact point at the national level for
the Cybersecurity CompetenCG®@mmunity and the Competence Centre. Therefore, proposals
should also take into account support activities for coordination between the respective
beneficiary (NCP) and the respective National Coordination Centre within the relevant
Member States as apgdible once the regulation mentioned above is in force.

The recommended duration of the project is 3 years.
SSRI 02- Increased Innovation uptake
Proposals are invited against the following topic(s):

HORIZON -CL3-2021-SSRI-01-04: Demandled innovation for situation awareness in
civil protection

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR
contribution per million would allow these outcomes to be addressed appropri:
project Nonetheless, this does nepteclude submission and selection of

proposal requesting different amounts.

Indicative budget = The total indicative budget for the topic is EUR 6.00 million.

Type of Action Precommercial Procurement
Eligibility The conditions are described General Annex B. The followin
conditions exceptions apply:

The following additional eligibility conditions apply:

This topic requires the participation of at least 3 relevantused
organisations and 3 public procurers from 3 different EU Men
States or Assoated Countries. For these participants, applicants |

136 COM(2018) 630 final.
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